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Event Response: February 2022 Cisco FXOS and NX-OS Software Security Advisory Bundled 

Publicationã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚
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ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco FXOSã�¾ã�Ÿã�¯NX-
OSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹ãƒªãƒªãƒ¼ã‚¹ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹æ¬¡ã�®ã‚·ã‚¹ã‚³è£½å“�ã�«å½±éŸ¿ã‚’ä¸Žã�ˆã�¾ã�—ã�Ÿã€‚

Firepower 4100ã‚·ãƒªãƒ¼ã‚º(CSCvz72467)•

Firepower 9300ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹(CSCvz72467)•

MDS 9000ã‚·ãƒªãƒ¼ã‚ºãƒžãƒ«ãƒ�ãƒ¬ã‚¤ãƒ¤ã‚¹ã‚¤ãƒƒãƒ�(CSCvz72463)•

Nexus 1000 Virtual Edge for VMware vSphere(CSCvz72464)•

Microsoft Hyper-Vå�‘ã�‘Nexus 1000Vã‚¹ã‚¤ãƒƒãƒ�(CSCvz72464)•

VMware vSphereå�‘ã�‘Nexus 1000Vã‚¹ã‚¤ãƒƒãƒ�(CSCvz72464)•

Nexus 3000ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�(CSCvz72442)•

Nexus 5500ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã‚¹ã‚¤ãƒƒãƒ�(CSCvz72465)•

Nexus 5600ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã‚¹ã‚¤ãƒƒãƒ�(CSCvz72465)•

Nexus 6000ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�(CSCvz72465)•

Nexus 7000ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�(CSCvz72463)•

ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã‚»ãƒ³ãƒˆãƒªãƒƒã‚¯ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£(ACI)ãƒ¢ãƒ¼ãƒ‰ã�®Nexus
9000ã‚·ãƒªãƒ¼ã‚ºãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ã‚¹ã‚¤ãƒƒãƒ�(CSCvz72462)

•

ã‚¹ã‚¿ãƒ³ãƒ‰ã‚¢ãƒãƒ³NX-OSãƒ¢ãƒ¼ãƒ‰ã�®Nexus 
9000ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�(CSCvz72442)

•

UCS 6200ã‚·ãƒªãƒ¼ã‚ºãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ(CSCvz74433)•

UCS 6300ã‚·ãƒªãƒ¼ã‚ºãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ(CSCvz74433)•

UCS 6400ã‚·ãƒªãƒ¼ã‚ºãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ(CSCvz72466)•

å…¬é–‹æ™‚ç‚¹ã�§è„†å¼±æ€§ã�Œç¢ºèª�ã�•ã‚Œã�¦ã�„ã‚‹ Cisco 
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ID ã�®è©³ç´°ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

Cisco FXOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�® Cisco Discovery Protocol 
ã�®çŠ¶æ…‹ã‚’ç¢ºèª�ã�™ã‚‹
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Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ Cisco Nexus 
ã‚¹ã‚¤ãƒƒãƒ�ä¸Šã�® Cisco Discovery Protocol 
ã�®ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ã‚’ç¢ºèª�ã�™ã‚‹

ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ Cisco Discovery Protocol 
ã�Œæœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã‚‹ã�‹ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�show running-

config cdp all ã‚’å®Ÿè¡Œã�—ã�¾ã�™ã€‚ | include "cdp enable" 

ã‚³ãƒžãƒ³ãƒ‰ã‚’å®Ÿè¡Œã�—ã�¾ã�™ã€‚ 
ã‚³ãƒžãƒ³ãƒ‰ã�Œå°‘ã�ªã��ã�¨ã‚‚æ¬¡ã�®è¡Œã‚’è¿”ã�™å ´å�ˆã€�Cisco Discovery 
Protocol ã�¯ã‚°ãƒãƒ¼ãƒ�ãƒ«ã�«ã€�ã�‹ã�¤ 1 
ã�¤ä»¥ä¸Šã�®ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�§æœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã�¾ã�™ã€‚

 

<#root>

nxos# 

show running-config cdp all | include "cdp enable"

cdp enable 
  cdp enable

 

 

Cisco UCS ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆä¸Šã�® 
Cisco Discovery Protocol ã�®ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ã‚’ç¢ºèª�ã�™ã‚‹

Cisco Discovery 

Protocolã�¯ã€�ã‚¤ãƒ¼ã‚µãƒ�ãƒƒãƒˆã‚¢ãƒƒãƒ—ãƒªãƒ³ã‚¯ãƒ�ãƒ¼ãƒˆï¼ˆãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯æŽ¥ç¶šã�®ã�Ÿã‚�ã�«ã‚¢ãƒƒãƒ—ã‚¹ãƒˆãƒªãƒ¼ãƒ ã‚¹ã‚¤ãƒƒãƒ�ã�«æŽ¥ç¶šã�™ã‚‹ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ï¼‰ã€�ã‚¤ãƒ¼ã‚µãƒ�ãƒƒãƒˆãƒ�ãƒ¼ãƒˆãƒ�ãƒ£ãƒ�ãƒ«ãƒ¡ãƒ³ãƒ�ã€�Fibre
Channel over 
Ethernet(FCoE)ã‚¢ãƒƒãƒ—ãƒªãƒ³ã‚¯ãƒ�ãƒ¼ãƒˆã€�ã�Šã‚ˆã�³ç®¡ç�†ãƒ�ãƒ¼ãƒˆã�§å¸¸ã�«æœ‰åŠ¹ã�«ã�ªã‚Šã�¾ã�™ã€‚

Cisco Discovery Protocolã�¯ã€�ã‚µãƒ¼ãƒ�ãƒ�ãƒ¼ãƒˆï¼ˆCisco UCS 
Managerãƒ‰ãƒ¡ã‚¤ãƒ³å†…ã�®ã‚µãƒ¼ãƒ�ã�«æ��ç¤ºã�•ã‚Œã‚‹ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ï¼‰ã�Šã‚ˆã�³ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ãƒ�ãƒ¼ãƒˆ(ç›´æŽ¥æŽ¥ç¶šã�•ã‚Œã�ŸNetwork

File 

System(NFS)ã‚¹ãƒˆãƒ¬ãƒ¼ã‚¸ã�«æŽ¥ç¶šã�™ã‚‹ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹)ã�§ã‚‚æœ‰åŠ¹ã�«ã�§ã��ã�¾ã�™ã€‚Cisco
Discovery 
Protocolã�Œãƒ‡ãƒ�ã‚¤ã‚¹ã�®ã‚µãƒ¼ãƒ�ãƒ�ãƒ¼ãƒˆã�¾ã�Ÿã�¯ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ãƒ�ãƒ¼ãƒˆã�§æœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�show

configuration | egrep "^ scope|enable cdp" 

ã‚³ãƒžãƒ³ãƒ‰ã‚’å®Ÿè¡Œã�—ã�¾ã�™ã€‚ã‚³ãƒžãƒ³ãƒ‰ã�Œorgã‚¹ã‚³ãƒ¼ãƒ—ã�®ä¸‹ã�§enable

cdpã‚³ãƒžãƒ³ãƒ‰ã‚’è¿”ã�™å ´å�ˆã€�Cisco Discovery 
Protocolã�¯ã‚µãƒ¼ãƒ�ãƒ�ãƒ¼ãƒˆã�§æœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã�¾ã�™ã€‚ã‚³ãƒžãƒ³ãƒ‰ã�Œ
eth-storage ç¯„å›²ã�®ä¸‹ã�« enable cdp ã‚’è¿”ã�—ã�Ÿå ´å�ˆã€�Cisco Discovery Protocol 



ã�¯ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ãƒ�ãƒ¼ãƒˆã�§æœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã�¾ã�™ã€‚æ¬¡ã�®ä¾‹ã�¯ã€�ã‚µãƒ¼ãƒ�ãƒ�ãƒ¼ãƒˆã�¨ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ãƒ�ãƒ¼ãƒˆã�§Cisco
Discovery 
Protocolã�Œæœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�®å‡ºåŠ›ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

<#root>

ucs-fi# 

show configuration | egrep "^ scope|enable cdp"

. 

. 

. 
 scope org 
         enable cdp 
. 
. 
. 
 scope eth-storage 
         enable cdp 
. 
. 
.

 

 

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è£½å“�ã�®ã�¿ã�Œã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�“ã�¨ã�Œåˆ†ã�‹ã�£ã�¦ã�„ã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã�ŒCisco Firepower 
1000ã‚·ãƒªãƒ¼ã‚ºã�Šã‚ˆã�³Cisco Firepower 
2100ã‚·ãƒªãƒ¼ã‚ºã�«ã�¯å½±éŸ¿ã‚’ä¸Žã�ˆã�ªã�„ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�—ã�Ÿã€‚

å›žé�¿ç–

ã�“ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ã�Ÿã� ã�—ã€�Cisco Discovery Protocol 
ã�®æ©Ÿèƒ½ã‚’ä½¿ç”¨ã�—ã�ªã�„ã�Šå®¢æ§˜ã�¯ã€�ã�“ã�®ãƒ—ãƒãƒˆã‚³ãƒ«ã‚’ã‚°ãƒãƒ¼ãƒ�ãƒ«ã�«ç„¡åŠ¹ã�«ã�—ã�¦æ”»æ’ƒãƒ™ã‚¯ãƒˆãƒ«ã‚’å®Œå…¨ã�«é–‰ã�˜ã‚‹ã�‹ã€�å�„ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�§ç„¡åŠ¹ã�«ã�—ã�¦æ”»æ’ƒå¯¾è±¡é ˜åŸŸã‚’ç¸®å°�ã�§ã��ã�¾ã�™ã€‚

Cisco FXOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�§ Cisco Discovery Protocol 
ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹

Cisco Discovery Protocol ã�¯å¸¸ã�«æœ‰åŠ¹åŒ–ã�•ã‚Œã€�Cisco FXOS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�§ã�¯ç„¡åŠ¹ã�«ã�§ã��ã�¾ã�›ã‚“ã€‚Cisco FXOS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ 2.1 ä»¥é™�ã�§ã�¯ã€�Cisco Discovery Protocol 



ã�¯ç®¡ç�†ï¼ˆmgmt0ï¼‰ãƒ�ãƒ¼ãƒˆã�§ã�®ã�¿æœ‰åŠ¹åŒ–ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ Cisco Nexus 
ã‚¹ã‚¤ãƒƒãƒ�ã�§ Cisco Discovery Protocol 
ã‚’ã‚°ãƒãƒ¼ãƒ�ãƒ«ã�«ç„¡åŠ¹ã�«ã�™ã‚‹

Cisco NX-OSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹Cisco Nexusã‚¹ã‚¤ãƒƒãƒ�ã�§Cisco 
Discovery 
Protocolã‚’ã‚°ãƒãƒ¼ãƒ�ãƒ«ã�«ç„¡åŠ¹ã�«ã�™ã‚‹ã�«ã�¯ã€�æ¬¡ã�®ä¾‹ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�ã‚°ãƒãƒ¼ãƒ�ãƒ«ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ãƒ¢ãƒ¼ãƒ‰ã�§no

cdp enableã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚

 

<#root>

nxos# conf t 
Enter configuration commands, one per line. End with CNTL/Z. 
nxos(config)# 

no cdp enable

 
nxos(config)# end 
nxos# copy running-config startup-config 
[########################################] 100% 
Copy complete.

 

 

Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ Cisco Nexus 
ã‚¹ã‚¤ãƒƒãƒ�ã�®ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�§ Cisco Discovery Protocol 
ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹

Cisco NX-OSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹Cisco 
Nexusã‚¹ã‚¤ãƒƒãƒ�ã�®ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�§Cisco Discovery 
Protocolã‚’ç„¡åŠ¹ã�«ã�™ã‚‹ã�«ã�¯ã€�æ¬¡ã�®ä¾‹ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ãƒ¢ãƒ¼ãƒ‰ã�§no

cdp enableã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚

 

<#root>

nxos# conf t 
Enter configuration commands, one per line. End with CNTL/Z. 
nxos(config)# interface Ethernet1/1 
nxos(config-if)# 

no cdp enable

 
nxos(config-if)# end 
nxos# copy running-config startup-config 



[########################################] 100% 
Copy complete.

 

 

Cisco UCS ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆã�§ Cisco Discovery 
Protocol ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹

Cisco UCS ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆã�§ Cisco Discovery Protocol 
ã‚’å®Œå…¨ã�«ç„¡åŠ¹ã�«ã�™ã‚‹ã�“ã�¨ã�¯ã�§ã��ã�¾ã�›ã‚“ã€‚

Cisco Discovery Protocol ã�¯ã€�Cisco CS ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ 
ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆã�®ã‚µãƒ¼ãƒ�ãƒ�ãƒ¼ãƒˆã�¨ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ãƒ�ãƒ¼ãƒˆã�§ç„¡åŠ¹ã�«ã�§ã��ã�¾ã�™ã�Œã€�ã‚¤ãƒ¼ã‚µãƒ�ãƒƒãƒˆ
ã‚¢ãƒƒãƒ—ãƒªãƒ³ã‚¯ ãƒ�ãƒ¼ãƒˆã€�ã‚¤ãƒ¼ã‚µãƒ�ãƒƒãƒˆ ãƒ�ãƒ¼ãƒˆ ãƒ�ãƒ£ãƒ�ãƒ« 
ãƒ¡ãƒ³ãƒ�ã€�FCoE 
ã‚¢ãƒƒãƒ—ãƒªãƒ³ã‚¯ãƒ�ãƒ¼ãƒˆã€�ã�¾ã�Ÿã�¯ç®¡ç�†ãƒ�ãƒ¼ãƒˆã�§ã�¯ç„¡åŠ¹ã�«ã�§ã��ã�¾ã�›ã‚“ã€‚

Cisco UCS ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆã�®ã‚µãƒ¼ãƒ�ãƒ�ãƒ¼ãƒˆã�§ Cisco 
Discovery Protocol 
ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹ã�«ã�¯ã€�æ¬¡ã�®ä¾‹ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�org 

ç¯„å›²ã�®ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�® nw-ctrl-policy ã�§ disable cdp 
ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚

 

<#root>

ucs-fi# scope org 
ucs-fi /org # enter nw-ctrl-policy default 
ucs-fi /org/nw-ctrl-policy # 

disable cdp

ucs-fi /org/nw-ctrl-policy* # exit 
ucs-fi /org* # exit 
ucs-fi* # commit-buffer 
ucs-fi# 

 

Cisco UCS ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ 

ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆã�®ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ãƒ�ãƒ¼ãƒˆã�§ Cisco Discovery Protocol 
ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹ã�«ã�¯ã€�æ¬¡ã�®ä¾‹ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�eth-storage 

ç¯„å›²ã�®ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�® nw-ctrl-policy ã�§ disable cdp 
ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚

 

<#root>



ucs-fi* # scope eth-storage 
ucs-fi /eth-storage* # enter nw-ctrl-policy default 
ucs-fi /eth-storage/nw-ctrl-policy* # 

disable cdp

ucs-fi /eth-storage/nw-ctrl-policy* # exit 
ucs-fi /eth-storage* # exit 
ucs-fi* # commit-buffer 
ucs-fi# 

 

ã�“ã‚Œã‚‰ã�®ç·©å’Œç–ã�¯å°Žå…¥ã�•ã‚Œã�¦ã�Šã‚Šã€�ãƒ†ã‚¹ãƒˆç’°å¢ƒã�§ã�¯å®Ÿè¨¼æ¸ˆã�¿ã�§ã�™ã�Œã€�ã�Šå®¢æ§˜ã�¯ã€�ã�”ä½¿ç”¨ã�®ç’°å¢ƒã�Šã‚ˆã�³ä½¿ç”¨æ�¡ä»¶ã�«ã�Šã�„ã�¦é�©ç”¨æ€§ã�¨æœ‰åŠ¹æ€§ã‚’åˆ¤æ–ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�¾ã�Ÿã€�å°Žå…¥ã�•ã‚Œã�¦ã�„ã‚‹å›žé�¿ç–ã�¾ã�Ÿã�¯ç·©å’Œç–ã�Œã€�ã�Šå®¢æ§˜å›ºæœ‰ã�®å°Žå…¥ã‚·ãƒŠãƒªã‚ªã�Šã‚ˆã�³åˆ¶é™�ã�«åŸºã�¥ã�„ã�¦ã€�ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�®æ©Ÿèƒ½ã‚„ãƒ‘ãƒ•ã‚©ãƒ¼ãƒžãƒ³ã‚¹ã�«æ‚ªå½±éŸ¿ã‚’å�Šã�¼ã�™å�¯èƒ½æ€§ã�Œã�‚ã‚‹ã�“ã�¨ã�«æ³¨æ„�ã�—ã�¦ã��ã� ã�•ã�„ã€‚å›žé�¿ç–ã‚„ç·©å’Œç–ã�¯ã€�ã�”ä½¿ç”¨ã�®ç’°å¢ƒã�¸ã�®é�©ç”¨æ€§ã�¨ç’°å¢ƒã�¸ã�®å½±éŸ¿ã‚’è©•ä¾¡ã�—ã�Ÿå¾Œã�§å°Žå…¥ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€�ã‚·ã‚¹ã‚³ 

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒª 
ãƒšãƒ¼ã‚¸ã�§å…¥æ‰‹ã�§ã��ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å®šæœŸçš„ã�«å�‚ç…§ã�—ã�¦ã€�ä¾µå®³ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�¨ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ä¸€å¼�ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

Cisco FXOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ç™ºè¡Œæ™‚ç‚¹ã�§ã�¯ã€�æ¬¡ã�®è¡¨ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹ãƒªãƒªãƒ¼ã‚¹æƒ…å ±ã�¯æ£ç¢ºã�§ã�—ã�Ÿã€‚æœ€ã‚‚å®Œå…¨ã�§æœ€æ–°ã�®æƒ…å ±ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¸Šéƒ¨ã�«ã�‚ã‚‹ãƒ�ã‚°
ID ã�®è©³ç´°ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

Firepower 4100ã‚·ãƒªãƒ¼ã‚ºã�Šã‚ˆã�³Firepower 
9300ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹

Cisco FXOS 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 

ãƒªãƒªãƒ¼ã‚¹

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹æœ€åˆ�ã�®ä¿®æ£ãƒªãƒªãƒ¼ã‚¹

2.3 ã‚ˆã‚Šå‰� ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œã€‚

2.3 2.3.1.219

2.4 ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œã€‚

2.5 ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œã€‚

2.6 ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œã€‚

2.7 ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œã€‚

2.8 ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œã€‚

2.9 2.9.1.158

https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt


Cisco FXOS 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 

ãƒªãƒªãƒ¼ã‚¹

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹æœ€åˆ�ã�®ä¿®æ£ãƒªãƒªãƒ¼ã‚¹

2.10 2.10.1.179

2.11 è„†å¼±æ€§ã�ªã�—

 

Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã�Šå®¢æ§˜ã�Œ Cisco NX-OS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®è„†å¼±æ€§ã�«ã‚ˆã‚‹ä¾µå®³ã�®å�¯èƒ½æ€§ã‚’åˆ¤æ–ã�§ã��ã‚‹ã‚ˆã�†ã€�ã‚·ã‚¹ã‚³ã�§ã�¯
Cisco Software Checker 

ã‚’æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚ã�“ã�®ãƒ„ãƒ¼ãƒ«ã�«ã‚ˆã‚Šã€�ç‰¹å®šã�® 
Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�«è©²å½“ã�™ã‚‹ã‚·ã‚¹ã‚³ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã€�ã�Šã‚ˆã�³å�„ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§èª¬æ˜Žã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�Œä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼ˆã€ŒFirst
Fixedã€�ï¼‰ã‚’ç‰¹å®šã�§ã��ã�¾ã�™ã€‚ã�¾ã�Ÿè©²å½“ã�™ã‚‹å ´å�ˆã€�ã��ã�®ãƒªãƒªãƒ¼ã‚¹ã�«é–¢ã�™ã‚‹ã�™ã�¹ã�¦ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è„†å¼±æ€§ã�Œä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼ˆã€ŒCombined
First Fixedã€�ï¼‰ã‚’ç‰¹å®šã�§ã��ã�¾ã�™ã€‚

ã�Šå®¢æ§˜ã�¯ã€�Cisco Software Checker 

ã‚’ä½¿ç”¨ã�—ã�¦æ¬¡ã�®æ–¹æ³•ã�§ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’æ¤œç´¢ã�§ã��ã�¾ã�™ã€‚

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã€�ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã€�ã�Šã‚ˆã�³ 1 
ã�¤ä»¥ä¸Šã�®ãƒªãƒªãƒ¼ã‚¹ã‚’é�¸æŠžã�™ã‚‹

•

ç‰¹å®šã�®ãƒªãƒªãƒ¼ã‚¹ã�®ãƒªã‚¹ãƒˆã‚’å�«ã‚€ .txt 
ãƒ•ã‚¡ã‚¤ãƒ«ã‚’ã‚¢ãƒƒãƒ—ãƒãƒ¼ãƒ‰ã�™ã‚‹

•

show version ã‚³ãƒžãƒ³ãƒ‰ã�®å‡ºåŠ›ã‚’å…¥åŠ›ã�™ã‚‹•

æ¤œç´¢ã‚’é–‹å§‹ã�—ã�Ÿå¾Œã�§ã€�ã�™ã�¹ã�¦ã�®ã‚·ã‚¹ã‚³ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¾ã�Ÿã�¯ 1 
ã�¤ä»¥ä¸Šã�®ç‰¹å®šã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�Œå�«ã�¾ã‚Œã‚‹ã‚ˆã�†ã�«æ¤œç´¢ã‚’ã‚«ã‚¹ã‚¿ãƒžã‚¤ã‚ºã�§ã��ã�¾ã�™ã€‚

ã�¾ã�Ÿã€�æ¬¡ã�®ãƒ•ã‚©ãƒ¼ãƒ ã‚’ä½¿ç”¨ã�—ã�¦ã€�Cisco NX-OS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�¨ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã‚’é�¸æŠžã€�ã�Šã‚ˆã�³ãƒªãƒªãƒ¼ã‚¹ã‚’å…¥åŠ›ã�™ã‚‹ã�“ã�¨ã�§ï¼ˆä¾‹ï¼šCisco
Nexus 3000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�ã�® 7.0(3)I7(5) ã€�ACI ãƒ¢ãƒ¼ãƒ‰ã�® Cisco NX-OS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�® 14.0(1h)ï¼‰ã€�ã‚·ã‚¹ã‚³ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®å¯¾è±¡ã�¨ã�ªã‚‹ãƒªãƒªãƒ¼ã‚¹ã�§ã�‚ã‚‹ã�‹ã‚’åˆ¤æ–ã�™ã‚‹ã�“ã�¨ã‚‚ã�§ã��ã�¾ã�™ã€‚

Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢  

MDS 9000 ã‚·ãƒªãƒ¼ã‚º ãƒžãƒ«ãƒ�ãƒ¬ã‚¤ãƒ¤ ã‚¹ã‚¤ãƒƒãƒ�

    Check

https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x


ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�§ã�¯ã€�Cisco Software Checker ã�®çµ�æžœã�«ã�¯ã€�Security Impact 
Ratingï¼ˆSIRï¼‰ã�Œã€Œé‡�å¤§ã€�ã�¾ã�Ÿã�¯ã€Œé«˜ã€�ã�®è„†å¼±æ€§ã� ã�‘ã�Œå�«ã�¾ã‚Œã�¾ã�™ã€‚ã€Œä¸é–“ã€�ã�®
SIR è„†å¼±æ€§ã�®çµ�æžœã‚’å�«ã‚�ã‚‹ã�«ã�¯ã€�Cisco Software Checker 
ã‚’ä½¿ç”¨ã�—ã�¦ã€�æ¤œç´¢ã‚’ã‚«ã‚¹ã‚¿ãƒžã‚¤ã‚ºã�™ã‚‹ã�¨ã��ã�« 
[å½±éŸ¿ã�®è©•ä¾¡ï¼ˆImpact Ratingï¼‰] ãƒ‰ãƒãƒƒãƒ—ãƒ€ã‚¦ãƒ³ãƒªã‚¹ãƒˆã�® 
[ä¸é–“ï¼ˆMediumï¼‰] ãƒ�ã‚§ãƒƒã‚¯ãƒœãƒƒã‚¯ã‚¹ã‚’ã‚ªãƒ³ã�«ã�—ã�¾ã�™ã€‚

Cisco Nexus 3000ã€�7000ã€�ã�Šã‚ˆã�³ 9000 ã‚·ãƒªãƒ¼ã‚º 
ã‚¹ã‚¤ãƒƒãƒ�ã�® SMU

ã‚·ã‚¹ã‚³ã�¯ã�“ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹æ¬¡ã�® SMU 
ã‚‚ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚æ¬¡ã�® SMU ã‚’ Cisco.com ã�® Software Center 
ã�‹ã‚‰ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�§ã��ã�¾ã�™ã€‚

Cisco NX-OS 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹

Platform SMU å��

7.0(3)I7(10)

Nexus 3000 

ã�Šã‚ˆã�³ 
9000 
ã‚·ãƒªãƒ¼ã‚º 
ã‚¹ã‚¤ãƒƒãƒ�

nxos.CSCvz72442-n9k_ALL-1.0.0-

7.0.3.I7.10.lib32_n9000.rpm

8.4(5)

Nexus 7000 

ã‚·ãƒªãƒ¼ã‚º 

ã‚¹ã‚¤ãƒƒãƒ�

n7000-s2-dk9.8.4.5.CSCvz72463.bin 

n7700-s2-dk9.8.4.5.CSCvz72463.bin 

n7700-s3-dk9.8.4.5.CSCvz72463.bin

9.3(8)

Nexus 3000 

ã�Šã‚ˆã�³ 
9000 
ã‚·ãƒªãƒ¼ã‚º 
ã‚¹ã‚¤ãƒƒãƒ�

nxos.CSCvz72442-n9k_ALL-1.0.0-

9.3.8.lib32_n9000.rpm

ã�“ã‚Œã‚‰ã�®SMUã�®ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�¨ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco

Nexus 3000ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�ã€�Cisco Nexus 

7000ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�ã€�ã�¾ã�Ÿã�¯Cisco Nexus 

9000ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�å�‘ã�‘Cisco NX-
OSã‚·ã‚¹ãƒ†ãƒ ç®¡ç�†è¨å®šã‚¬ã‚¤ãƒ‰ã�®ã€Œã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�®å®Ÿè¡Œã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

Cisco UCS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ç™ºè¡Œæ™‚ç‚¹ã�§ã�¯ã€�æ¬¡ã�®è¡¨ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹ãƒªãƒªãƒ¼ã‚¹æƒ…å ±ã�¯æ£ç¢ºã�§ã�—ã�Ÿã€‚æœ€ã‚‚å®Œå…¨ã�§æœ€æ–°ã�®æƒ…å ±ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¸Šéƒ¨ã�«ã�‚ã‚‹ãƒ�ã‚°
ID ã�®è©³ç´°ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3000/sw/system_mgmt/7_x/b_Cisco_Nexus_3000_Series_NX-OS_System_Management_Configuration_Guide_7x/b_Cisco_Nexus_3000_Series_NX-OS_System_Management_Configuration_Guide_7x_chapter_010011.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3000/sw/system_mgmt/7_x/b_Cisco_Nexus_3000_Series_NX-OS_System_Management_Configuration_Guide_7x/b_Cisco_Nexus_3000_Series_NX-OS_System_Management_Configuration_Guide_7x_chapter_010011.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3000/sw/system_mgmt/7_x/b_Cisco_Nexus_3000_Series_NX-OS_System_Management_Configuration_Guide_7x/b_Cisco_Nexus_3000_Series_NX-OS_System_Management_Configuration_Guide_7x_chapter_010011.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus7000/sw/system-management/guide/b_Cisco_Nexus_7000_Series_NX-OS_System_Management_Configuration_Guide-RI/b_Cisco_Nexus_7000_Series_NX-OS_System_Management_Configuration_Guide-RI_chapter_011011.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus7000/sw/system-management/guide/b_Cisco_Nexus_7000_Series_NX-OS_System_Management_Configuration_Guide-RI/b_Cisco_Nexus_7000_Series_NX-OS_System_Management_Configuration_Guide-RI_chapter_011011.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus7000/sw/system-management/guide/b_Cisco_Nexus_7000_Series_NX-OS_System_Management_Configuration_Guide-RI/b_Cisco_Nexus_7000_Series_NX-OS_System_Management_Configuration_Guide-RI_chapter_011011.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/system_management/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_System_Management_Configuration_Guide_7x/b_Cisco_Nexus_9000_Series_NX-OS_System_Management_Configuration_Guide_7x_chapter_010100.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/system_management/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_System_Management_Configuration_Guide_7x/b_Cisco_Nexus_9000_Series_NX-OS_System_Management_Configuration_Guide_7x_chapter_010100.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/system_management/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_System_Management_Configuration_Guide_7x/b_Cisco_Nexus_9000_Series_NX-OS_System_Management_Configuration_Guide_7x_chapter_010100.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/system_management/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_System_Management_Configuration_Guide_7x/b_Cisco_Nexus_9000_Series_NX-OS_System_Management_Configuration_Guide_7x_chapter_010100.html


UCS 6200ã€�6300ã€�ã�Šã‚ˆã�³ 6400 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ 
ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ

Cisco UCS 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹
ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹æœ€åˆ�ã�®ä¿®æ£ãƒªãƒªãƒ¼ã‚¹

4.0 ã‚ˆã‚Šå‰�  ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œã€‚

4.0 ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œã€‚

4.1 4.1(3h)

4.2 4.2(1l)1

1. 

UCSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹4.2(1k)ã�«ã‚‚ã€�ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ä¿®æ£ã�Œå�«ã�¾ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã�Ÿã� ã�—ã€�ãƒªãƒªãƒ¼ã‚¹4.2(1k)ã�¯ä¿�ç•™ãƒªãƒªãƒ¼ã‚¹ã�§ã�™ã€‚

Product Security Incident Response Teamï¼ˆPSIRT; ãƒ—ãƒãƒ€ã‚¯ãƒˆ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 

ã‚¤ãƒ³ã‚·ãƒ‡ãƒ³ãƒˆ ãƒ¬ã‚¹ãƒ�ãƒ³ã‚¹ 
ãƒ�ãƒ¼ãƒ ï¼‰ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è©²å½“ã�™ã‚‹ãƒªãƒªãƒ¼ã‚¹æƒ…å ±ã�¨ä¿®æ£ã�•ã‚Œã�Ÿãƒªãƒªãƒ¼ã‚¹æƒ…å ±ã�®ã�¿ã‚’æ¤œè¨¼ã�—ã�¾ã�™ã€‚

ã��ã�®ä»–ã�®ãƒªã‚½ãƒ¼ã‚¹

Cisco Nexus ã‚¹ã‚¤ãƒƒãƒ�ã�«æœ€é�©ã�ª Cisco NX-OS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�®æ±ºå®šã�«éš›ã�—ã�¦ã‚µãƒ�ãƒ¼ãƒˆã�Œå¿…è¦�ã�ªå ´å�ˆã�¯ã€�ä»¥ä¸‹ã�®æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹ã�«é–¢ã�™ã‚‹ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§ã‚ˆã‚Šæ–°ã�—ã�„ãƒªãƒªãƒ¼ã‚¹ã�ŒæŽ¨å¥¨ã�•ã‚Œã�¦ã�„ã‚‹å ´å�ˆã�¯ã€�ã��ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã‚¬ã‚¤ãƒ€ãƒ³ã‚¹ã�«å¾“ã�†ã�“ã�¨ã‚’ã�Šå‹§ã‚�ã�—ã�¾ã�™ã€‚

Cisco MDS ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ� 

Vmware ã‚¹ã‚¤ãƒƒãƒ�å�‘ã�‘ Cisco Nexus 1000V 

Cisco Nexus 3000 Series Switches 

Cisco Nexus 5500 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ� 

Cisco Nexus 5600 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã‚¹ã‚¤ãƒƒãƒ� 

Cisco Nexus 6000 Series Switches 

Cisco Nexus 7000 Series Switches 

Cisco Nexus 9000 Series Switches 

ACI ãƒ¢ãƒ¼ãƒ‰ã�® Cisco Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�

Cisco UCS 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�«æœ€é�©ã�ªãƒªãƒªãƒ¼ã‚¹ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ãƒªãƒªãƒ¼ã‚¹ãƒŽãƒ¼ãƒˆã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹ã�«é–¢ã�™ã‚‹ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco PSIRT 

ã�§ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã‚„ã��ã�®å…¬è¡¨ã�¯ç¢ºèª�ã�—ã�¦ã�Šã‚Šã�¾ã�›ã‚“ã€‚

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/b_MDS_NX-OS_Recommended_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/b_MDS_NX-OS_Recommended_Releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_3000_Series_Switches.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5500/sw/release/recommended_releases/n5500_recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5500/sw/release/recommended_releases/n5500_recommended_nx-os_releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5600/sw/release/recommended_releases/n5600_recommended_nx-os_releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5600/sw/release/recommended_releases/n5600_recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus6000/sw/release/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_9000_Series_Switches.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html


å‡ºå…¸

ã‚·ã‚¹ã‚³ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã�«ã�¤ã�„ã�¦å ±å‘Šã�—ã�¦ã��ã� ã�•ã�£ã�Ÿ 
Qihoo 360 ç¤¾ CERT ã�® Hou JingYi æ°�ã�«æ„Ÿè¬�ã�„ã�Ÿã�—ã�¾ã�™ã€‚

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cdp-dos-

G8DPLWYG

æ”¹è¨‚å±¥æ´

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ èª¬æ˜Ž ã‚»ã‚¯ã‚·ãƒ§ãƒ³ ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ æ—¥ä»˜

1.1
Nexus 

9000ã‚·ãƒªãƒ¼ã‚ºä¸�å…·å�ˆã‚¹ã‚¤ãƒƒãƒ�ã�«é–¢ã�™ã‚‹ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ã‚¹ã‚¤ãƒƒãƒ�æƒ…å ±ã‚’ä¿®æ£ã€‚
è©²å½“è£½å“� Final 2022å¹´3æœˆ1æ—¥

1.0 åˆ�å›žå…¬é–‹ãƒªãƒªãƒ¼ã‚¹ - Final 2022å¹´2æœˆ23æ—¥

åˆ©ç”¨è¦�ç´„

æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ç„¡ä¿�è¨¼ã�®ã‚‚ã�®ã�¨ã�—ã�¦ã�”æ��ä¾›ã�—ã�¦ã�Šã‚Šã€�ã�„ã�‹ã�ªã‚‹ç¨®é¡žã�®ä¿�è¨¼ã‚‚ç¤ºå”†ã�™ã‚‹ã‚‚ã�®ã�§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æƒ…å ±ã�Šã‚ˆã�³ãƒªãƒ³ã‚¯ã�®ä½¿ç”¨ã�«é–¢ã�™ã‚‹è²¬ä»»ã�®ä¸€åˆ‡ã�¯ã��ã‚Œã‚‰ã�®ä½¿ç”¨è€…ã�«ã�‚ã‚‹ã‚‚ã�®ã�¨ã�—ã�¾ã�™ã€‚
ã�¾ã�Ÿã€�ã‚·ã‚¹ã‚³ã�¯æœ¬ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®å†…å®¹ã‚’äºˆå‘Šã�ªã�—ã�«å¤‰æ›´ã�—ã�Ÿã‚Šã€�æ›´æ–°ã�—ã�Ÿã‚Šã�™ã‚‹æ¨©åˆ©ã‚’æœ‰ã�—ã�¾ã�™ã€‚ 
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è¨˜è¿°å†…å®¹ã�«é–¢ã�—ã�¦æƒ…å ±é…�ä¿¡ã�® URL 
ã‚’çœ�ç•¥ã�—ã€�å�˜ç‹¬ã�®è»¢è¼‰ã‚„æ„�è¨³ã‚’æ–½ã�—ã�Ÿå ´å�ˆã€�å½“ç¤¾ã�Œç®¡ç�†ã�—ã�Ÿæƒ…å ±ã�¨ã�¯è¦‹ã�ªã�•ã‚Œã�¾ã�›ã‚“ã€‚ã��ã�†ã�—ã�Ÿæƒ…å ±ã�¯ã€�äº‹å®Ÿèª¤èª�ã‚’å¼•ã��èµ·ã�“ã�—ã�Ÿã‚Šã€�é‡�è¦�ã�ªæƒ…å ±ã�Œæ¬ è�½ã�—ã�¦ã�„ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®æƒ…å ±ã�¯ã€�ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¨ãƒ³ãƒ‰ãƒ¦ãƒ¼ã‚¶ã‚’å¯¾è±¡ã�¨ã�—ã�¦ã�„ã�¾ã�™ã€‚

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cdp-dos-G8DPLWYG
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cdp-dos-G8DPLWYG


翻訳について
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