Cisco BroadWorks Hosted Thin
Receptionisté@«é@géé‘é,é,_é.fé,‘é,pé,né.f"é,‘é,'

&, Caf%oaf € a,na, flaFrasulD : cisco-sa-bw- CVE-2022-
M edi unihinrept-xss-g§4CecU 20948

& @a...~é-cae—Y¥ : 2022-10-05 16:00

df @afa, afsasf 1.0 : Find

CVS&4,%4,%4,¢: 5.4

&76€¢¢- : No workarounds available

Cisco af@a,° ID : CSCwc84724

B Yore&5@«ad,"a cef...a t3@ a€HPe+e?73P«a, a,«aZYe-ft3OPEGZA..., a1 a4
Al
av el@

Cisco BroadWorks Hosted Thin
Receptionisti@®®Webc®ic€ 13,0553, 51%3f+3,83,13,' 3@ ®e, 13%+20€85€«3,"3,55€ 92 @2 " 1433, ES:

50"39®8,18%txE55Q € QI 939 O3 139 5513, 15 ®3..¥aS@uee i@ «u-d> 5O —F @i
5 8,130 59 3@®¢, 131+ 2€559«d %At AQ™E,E, 13555, 5,55,C3, Caffaf—aftafhaf s, afarar

é@"é@@é,Céf%oéf@é,ﬁé,ﬂéf350_5€06eﬂi§Q®§.fa§f3§,_5f§,§(;¢°éaééQ§§00§O%é@“"éﬁ
https://tools.ci sco.com/security/center/content/ Ci scoSecurity A dvisory/cisco-sa-bw-thinrcpt-xss-gSj4CecU

SOPY5" SEYAA" €
8, TaV+a€85@®a€,a,<e£123" @

A..—é~<EM ( 15Q83@ €QPIQP"'aQP®e, Tal+xe€83€@ Cisco BroadWorks Hosted Thin
Receptionista€@«a%:+éY:3,4 759 3@ %3@—a@YaE,

a..~é~ae™, ¢, a@8e,Tal+te€83@Ec(°° Qa3 EIQ | 39,38,« Cisco
a,%af-af"3,!3,83,Ca@®afafrafia,'a@«i9rie,i¢ 39 IEQPIVaQ®3,Caf%af€a,ra 9330 ®.
ID 3 ®20O% °3,»3,” 3, 4/53f°3,59,C..509—39 | 50 QIO 56°30,3€,

8, TaY/atoe€88, 49«4, 6985 9,30%30,50"50 GO ECC°° 9594, EIHYLf13"Q

Q" 3@ ®3,Caf%0af@a,na N33 @®E, 18/aaES5Q A, 8,«e£ 123" @8,»3, 8,-af83° 3@ «& "e%%0d @ 3



https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-bw-thinrcpt-xss-gSj4CecU
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc84724
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20948
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20948

DZEQ G-

3O "3Q®E,Ta1+REEI P« Uit AQO™I D 76Qc-3@ 3€,5,550%3€>3,"3E,
ac®xfx"a@éa,%2afaf aq, a,s84a,c

A YsAf+3f 4,15 84, CAQ @&, CAFfAf—3,°8 31435 %03,’ amos 759 ™5 <653 @« @ FEQA 4143
8, »8, Af YAfAf 14, £ &, CAf%odf @4,15,14F

Af3a5143, 983, ¥R %0 A QIO 94,5, 5,5, E13" @A Q ®F, Caf%oaf 98,15, 0558, '4@3R eV (E, 39 «49,C
3,Y:3F3f¥a 143, 55535 €3%93, (L0 QIO—3Q | 1O QIO 59+59,3€,

50,3953, FI@® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,3ftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance

Centeri%a"TACi¥%%od, i @—3 @ @3€ A¥'(C,i@—i® | é@,,é,éfiéa‘s‘éﬁéﬁéﬁéﬂé.f—éféf@é,néﬁéf%éoe
4 ®axfexe a@safrafrasaa,’

™™g (EE™, ¢, 5@ 83@ A€QX-dQB®E| aQ«crCaQP™afiafiasfa, ef...a iéé_ae£gC°éQ§é0—éQVé€,a

a1a@®3"—3€ 34,3,'3,%4,%%afaf"3,)4,83,Cafafa5143,'3,(r°i@—3€ QI QI QPRI —3@ afafafa, a¢

Cisco BroadWorksHosted Thin First Fixed
Receptionistd, V28 -af 4, |8, 88, ¢af2afaf Y4, |ReleaseiVs 4 RecLi@a, Ea@ Y e€d 99 ®aFafafa, i
22.0 &»¥%o € 22.0.2022.08
23.0 23.0.2022.08
24.0 24.0.2022.08

Product Security Incident Response TeamiVa PSIRT; 8f—afaf€a, af” 8 »a, af¥afeafta £

3 0af3, -af tafeaf” af -4 af @ara,’

af@afvaf 1%%o3€@ A€EQPI Q"3 @P®3,Caf%af@a,na,9afa@«e "e1%%0a@+3, i@ | 3€,3,€0°3"3@™3
4 @RESOC" " 8%AWEO " A...~a%O ™8

Cisco PSIRT
G853 €@ F€Q@r0e-3,Caf%af¢a,ra, affa@«e "e1%i¢a,EIQ | i€, d,,TaV+trE8aQRA, @rLA"OC

8108,

3@ "a@®e,Ta%+r€85€@ Cisco TAC
5, UAfQEFUAS 8,253, 3@ ®LEER08 O™ G5, EFOUIP—FOVE,


https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt

URL

https://toals.ci sco.com/security/center/content/Ci scoSecurity A dvisory/cisco-sa-bw-thinrcpt-xss-0Sj4CecU

o' 1e", at¥ee

af @afad, aF5a S 7 8,»3, 73, -Af8Af2| 8 1af TAfYA, ¢4, ¥~

1.0 X @274, ~6—afaraf%3,"| - BE0EECHCY%o” 20228 10ae08 See—¥

d'©¢" Q¢ .,

ae0ed, Caf %odf € 3,03,95°3@ ¢,i8, 98 %hIQPRS, IQPRIQ IQ—iQ IO 2QOIWIO—3€  3€535,55¢
e0e-3,Caf%0af 3,03, 35 ®ef...8 +t3€55, 493338, a@®a1 " Q@ «é-CAP™E @2Erm IPBE €
FOUIGPYI€PE,3,'5,°5@ 20e-df%03, aF¥EfAFAf FQB®AT...3®5,8°° 4S5 QT O —3 @ «an%oe> TP —a€
a0e-d, Caf%oaf @ 4,08, 35 Q@@ "8;°8T. AR '3 «é-CA9—3@ | 2f..& +6..95;i5€9® URL

3,'CeQCYiQO—ICQIQ -IPB®E»Ce %04, 2, @ 33, 'e-1L39—39Y3 4@ FE€QI " (vHhIQPTECRicO
3O "3Q®af%03,af¥aF3FAf 3@®xS..4 +t3@ 3€94,3,'5,°0f 13" @IQ®F, AP af%0af | AF143, 98,8 Wbl


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-bw-thinrcpt-xss-gSj4CecU

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



