Cisco BroadWorks CommPilot 7 7’U4s —< 3>
V7RI T7 OGN

7 R)NA 1) —ID : cisco-sa-broadworks- CVE-2022-

ngh ssrf-BJeQfpp 20951
/A 8 : 2022-11-02 16:00 CVE-2022-
BMREHT A : 2023-01-24 17:26 20958

/N—>32 1.1 :Final

CVSSA7 :8.3

[E138 %K : No workarounds available

Cisco /X% ID : CSCwd58339 CSCwd04685
CSCwd06681

BARBCLBEHE. KBCLDRLOFAREBRTSY . KBERLEOMTH
BOMBT 52 BRI, RERISBELET,

B=

Cisco BroadWorks CommPilot 7 7’4 —>3> Y7 KNJDIT7DO Web R—RAEEBA > X—T T
AAICBETHEBROMEEMEICKY), RIS EUE—NOHBENZRITFNAATEENI—R
ZRTLEY, XY NDJ—%2 L® Cisco BroadWorks H—/\—X D7 /N4 AH 5 #Z1E K % B
BLEYTDUEMENHYET,

NS DRBUEDFHMIIOVWTREAT RNA U0 "TEFHAER, 0232 2FRLTLEEVY

o

AR NS OME®ICHNTEIY T RIITTFYTTF—REJU—-ALTVET, Ch5D
fEsSMIC LT HEBEREH) XL A,

COTRNATFUE, ROV OKYERTEEXT,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
broadworks-ssrf-BJeQfpp

=S m
IS0 & 2 R

NS NDREEEHE. Cisco BroadWorks CommPilot 7 77U —2 3> VY7 NJITICEELE
E

fEEUEAFEETS Cisco V7 RDITVI—RIZDOVTE, COT RNAFUD MEEFHY


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-broadworks-ssrf-BJeQfpp
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-broadworks-ssrf-BJeQfpp
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:L/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd58339
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd04685
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd06681
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20951
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20951
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20958
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20958

JRIIT, €923 ESRBLTLKEE W,
EMZEATVWEVZ EABEEEhEREA

COTRNAFUDOHEEEOHZRBEEIIVICEHEENATVRZREOEN, ChSDHES
HMOEEEZ TR EN DA 2TVET,

FHAM

ChS DRFHERFEKEFERRICEES, VThAORSEMZIIATOMNTD O, LOMESS
MZIOVAT7O4RNTRIHERIHERA. T, WThHORBUEOHFEEZZ TR I—AT
Ho2TE, HOMRBUEOHFEIZTBEVWEENFHYET,

FESMEDFMEUTOERTY,

CVE-2022-20958 : Cisco BroadWorks CommPilot 7 7’ )4 —>3a> Y7 KNI TF70OUE—RN]
— REFTOMEHE

Cisco BroadWorks CommPilot 7 7’4 —>3> Y7 RJITF7 O Web R—ABEBA( > X—7 I
A ADMEIEHEICKY), BIAEThEVE—NOHEENZHET/NAATEENI—REZETITSHA
BEMFHYET,

CORHEMER., I—EEODANOKRIANIN T T2 THICECBALET. WEERF., RITN
AADWeb 1 R —TIAAICHHYRICHIENEHTTIP UV I AN EZREETDIEICKY,
DEFEZIVAT7O4NTB UMl BYET. TVATOCMNIERITRE, REERG
bworks 1—H—& U TERYETNAATEENDTI—REZRTTED ARSI HYET, ChiC&kY)
BREBEREE T AN ATLAAOEEO 7 7AI)\ E2FAEM 2 V), —SBOERTHFOTOEAEF
WLV TEEXRT,

AR OB TEIVYTINIITTFTYTF—REV)—ALTVWET, COMEFEHEIIC
MuFREBREHKE A

/N7 1D : CSCwd06681

CVE ID : CVE-2022-20958
tFIVTAZEFM(SIR) 1 &
CVSS K—AA7 :83

CVSS X7 K JL : CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:.L/A:H

CVE-2022-20951 : Cisco BroadWorks CommPilot 7 7’U4o —>3a> VY7 KNI F7OH—/)\—4
ARYUGIAN 7= T ) QSN

Cisco BroadWorks CommPilot 7 7’4 —>3> Y7 RJI T O Web R—ABEBA( > X—7 I
A ADMBHBHEICKY), BIESNEVE—NOREENZYUTNAALCHLTH—=N—HBA R UD
TANT7#—211) (SSRF ) HBZRITITHAEEN B ET,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd06681

COfEEMEE., I—YEEDAIORIAEN T+ THBIEICERLET, REHRK, ZI3TN
AADWeb 1 VR —TIAAICHBICHIETNAEHTTIP UVIARNZREETDEICKY),
DREFEHEETIVATOANTBHAEREN HYET, TVATOCMNNIEKITEIE, HEEG
Cisco BroadWorks H—/N\—X XY RO =0 L OO T /N1 AL SEBIFHRZIMB TE D AEMEN
HY)ET,

AR COMBECHVITZIVY IRV ITTYTTF—RE)—ALTVERT, COHHEIC
Mg BEBEREH XA

JNY'ID : CSCwd04685, CSCwd58339

CVE ID : CVE-2022-20951

tF1VFAHEFM (SIR) : &

CVSS R—RRAO7 : 7.7

CVSS R% ~JL : CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:N/A:N

o] 5 3R
CheDfESEEICHuTIEEREIHY) EBA.
BEZFARYTITNDIDIT

DAOARCOT RNAFUICEHE N EREY IR0 TEIEEODY JNDITT7YTF—RED
J)—ALTVWET, BEOYVIRNIITTYTTF—RMNNEENDI Y —EAZWNESESOBEFRK
. BEOT7Y7TF—RFyZRIUDPSEFIVTAEEZMBIZIHENf HVET,

BEBEBEN M VARN=IULEVHR—RNZZTLEYTEDOE., 42 RAZIBAVELEVWEY
R0 N=232ET714—F ¥ EYRNIR/ULTORERBRYET, TEDLDIBYTIRNIITT
VT7IL—REAVARN=I, FVO2VO0—R, TORAEERZTOMOEETEALLEE. &
EREUTOVOICRETALADAOVIRNIVITIA 2 AOFREICHS CEICARLE
CEILRYET,

https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

T, BEBRAVIRNDIDITZEIVO-RTEZORE, YVINIITOBMBZTA I AED
AN S5E#E. $PVRAOBEIVEZ—PN—KF—HPSEEBLTVRHEICRYET., B
B, ChRURBALLEY I NIITOXYTFVATYTIL—RTY, EEOEF1)T 1
YI7RDIT TYTTF—RIE2T, BEBFRICHLWITRIIT7 F4E€2VA BEMY 7RO
T 74—F% YN, EFLEEXDy—DEDI3> PYTIL—RINTIERNFFEEhD
tEHNEEA,

Cisco.com @ Cisco Support and Downloads X—ZIClk. SAE ARAEX T O—RICETS1E
BARHENTVET, COR—=JIZEF., [NI1TFT/NAL A (MyDevices ) |V—IZFERATIHE
BODARI—FNAAYR—NEHEXRRTEET,

JVIRDITFOTFYTIL—=RERFNIDERICE, ZADEF1UTA FRNAMHPUR=DT



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd04685
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd58339
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

AFTERAOHMOT RNAY U ZEHNICSRL T, REZZWHAEMETYTIL—
RYDV1-232-—AEi#RBLTSEEV,

WIFhoBEE, 7YTIL—RIBFNAALLTDEBXEIN BB E, BLUOREN/\—R
DITEVTRNIDITOBENFHHR))—ATEEHREELSHR—rEhTVWBEeZTHIC
BEEL TV, FHAERICDOWTI, Cisco Technical Assistance Center ( TAC ) £ L < (&£
HLUTWB X TFARAZ7ANAMZ—=ICHEBLEhELSEE L,

H—EAZNEZHMATEVEEE

SAOANSEEBALLAAODOY—EAZWNZZRMAVWEEVWTOWEVWES, £k, ¥—R
N=TFTARVE—DPSEBALENFMEERRVY TNV ITEZBAXENSAFTERVEER,
Cisco TAC ( https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html ) (&
BULITYZTIL—REAFLILEEL,

BET7Y7IL-—RONKREBTHA EEZTAAL TV EELSLEDIC, HBROZUTIILESL,
A7 RNAHF)DURL 2T AELSEE L,

RORTE, EOHICZATVYTRIITII-ARZEHLTVET, 2BEB DI, Chso
RS ICNTRNY FAVI—RENIEAESH, BLENYFZEZRETED VI -AESZETR
LTVWERT., BRIOFICE. RATEENY FOT7AIILEBNF —BERRENET, cOEI>3
VORICERBEECATVIBEYBBERKYTIRIIFTII—RAILTYTIL—RIDZEZHE
HBLET,

Cisco First Fixed CVE-2022-20958 @ /\¥Y F || CVE-2022-20951 @ /\Y F
BroadWorks ||Release ( {§1E& 774LA 77A4LA
CommPilot 77" |hi&#FD ) 1) —
Dir—>3az A)
VANPE VALY,
— A

EEZHII)—R
23.0 & V) H] CBITLET. |- -
10

CommPilot-23 /\
23.0 -3z
2022.11_1.273
CommPilot-24 /X
24.0 —>3ar AP.as.24.0.944.ap383998 AP.as.24.0.944.ap384389
2022.11_1.273

CommPilot-25 /\
25.0 —>3ar - -
2022.11_1.273

AP.as.23.0.1075.ap383998 ||AP.as.23.0.1075.ap384389
AP .xsp.23.0.1075.ap383998 ||AP.xsp.23.0.1075.ap384389



https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

1. J1)—2R23.0 & V) H® Cisco BroadWorks CommPilot 77U —>3a> Y7 Ko7 ))—
AE, VIRNIDITAVTFVANRTLTVET, ChSsOMEMENBERAOTR—IMER
JY—RAICBITITRDEEEZB#HOLET,

Product Security Incident Response Team ( PSIRT; Z7AX IV N %21 UF4 412 F2N LA
RUAF—L) ), COTRNAFVICEBEBENTVRIREZHETDIV I —ABEREMBEE LU
—X'%ﬁa)&fé*ﬁﬁfbi?o

FTEMAEH E KRR

Cisco PSIRT Tld, X7 RNAHVICREE N TV IMBHOFERAESE TOLNKRIGHETL
THYFEEA,

) B
S DiEFEMHIE. Cisco TAC DHR—NREORISEFICKREEhEL I,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
broadworks-ssrf-BJeQfpp

iG] B
N—2 i - AT —
=1 < S 3
.y BB vo<ay 52 B 1
11 CSCwd58339 ZEML, BEFAKV U —A |FHHESIOEBER Final 2023 F 1
' ENYFT7AINEBEERH, H*RYTRNIIT A 24 H
2022 F 11
/\ 1)1)— R i
1.0 ENEU)—A Final A28
F AR

KT RNAFVRERAEDEDE L TIRHLTEY ., WHBIBEEORIAETRRIZDENTR
HYERBA, ETRNABVOBHBBICVIVOERICETZIREND IR TNhSOEREC
HBENELERT, Fh, DATRBRAERFIXNOABRZFEZRLICEEL LY, EFLLEY
TREMNEZBLET,

KT RNAFVOERABICBAL THEMEE D URL ZEBEL, BHOERPERERL 2358,
HHNEELLEBEREFREENIEA, TS LEEHRIE, BRR[Fzs(eRILEY, BEEL
BHARELTVWEYIRAEENHYET. CORFIXD MNOERE, >AORBOIY R
A—HZXHRELTVLET,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-broadworks-ssrf-BJeQfpp
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-broadworks-ssrf-BJeQfpp

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



