Cisco Webex Meetingsfor
Androida@®a,¢afea,;afsan%ose> a@®e, Talszt:

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2021-
M ediu mvebex-andro-iac-fsu R8frB 1467

& @a...~é-cae—Y¥ : 2021-04-07 16:00

df @afa, afsasf 1.0 : Find

CVS&4,14,%4,¢: 4.3

&76€¢¢- : No workarounds available

Cisco af @a,° ID : CSCvw45870

B Yore&5@«ad,"a cef...a t3@ a€HPe+e?73P«a, a,«aZYe-ft3OPEGZA..., a1 a4
Al
av el@

Androida€'a€'Cisco Webex
Meetingsd@®¢,18%+e€83€«3,°5,53€ Q2@ 1433, E3QYaFafCafhaf 3@®xr"»x'fe€. 3@ ES Y]

G "aQ@®e,Ta1+x€83@ I€QI, QOO 1@ @e haf@a 83ffa, d@«ep-d AQ@P—3@PKhaQP™IE,x"»a
Webex
Meetingsa, af©3,n3,caffaf a@®a,;afua, 2affaf af) af1aa,9a€«a-8a | TMéQ«g'°é-¥éQ-é,CEéo\?é | @t

&4,-81836¢ J@"'a@®e,Tal+txr€’a@«d 3t a@™45,<4,%afaf4, ) 4,88,Ca, caffaf—astasnas a, asrearasy
5O "3Q®3,Caf%05f 3,058,953 3€Qx-iaQ®IfEFE, 5,5,5¢C°QIP8IQO Y IONIG™AE,

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-webex-andro-iac-
f3URSrB

e028Y2" efA" @
&, T8V oet8AQ @A, 8, <RE128"§

8...~6~aE™ ¢, 159859 I€QIP"TO®,T1+2€83Q afafaf1a,'41.34,°5,58%0 @39 ®ANdroid3 €2
Webex Meetingsd€@«a1:+6Y:3,'4 73€ 3@ %3 —3@YaE,

aeEs,, BOER. .. 3SR e€r-"3QRESf..3 tiQ«I1Q1iQ, 30 59 € HIO"IOD, Caf%03f @5 13 Y5f
ID 39 ®e03C °4,»3, 3,-3/53°5,39.C..559—30 | 50 95O 3630 ,3€,

8, TaYrac€ss, 49 «a,"89839,39%36,,30"39 3G ECC°R* QIO 3, EIHYELLI"Q


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-andro-iac-f3UR8frB
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-andro-iac-f3UR8frB
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw45870
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1467
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1467

3" 3@ ®3,Caf%0af Q3,138,933 Q®E, &/ tE85QRAM,3,<0£ 153" €@8,»8, 3,383 3@ «& ~e1%0a@ 3
DZEQ G-

3Q"3Q®,T8%+2€83@«d %at AQ™E, 7P -3Q 3€,3,559%3>3,"3E,

aRxfx a@¢a,2afaf " a, | a,8a,¢

8 Y5Af+af 4 |3 84, ¢A@ ®43,Caffaf—3a,°af~af1haf %08, seroe Za@™3,«65>3 @ «3@ E€QA 4143

8 »8 af¥afeafté £ & ¢af %oaf @4a,»a,9af

af3af%3, a€8a.. Y% 3@ 83Q945,<5,-3,'3,3e£1,5" @ 3@ ®F,Caf%oaf @3, 13,953, a®320eY(S, 59 «4@,C
3,%:3f°af¥afa, af83F%a €3% €38, ¢(°*° QI O—3© | 3O QIO 3039 3,

50,5053, QPR 3973, 3€@4,Caffaf—3,°af-af 135 %03 @™5,«aft5f@a,03,' 3@« @ @3 Ta@2af;a5¢a
Technical Assistance

Centeri%a"TACi%%03, i @—3 @ @3 3¥Y'(,i@—a3@ | 3€,3,afiafPartarsara, af—afaf@a,nafeafaa €«
i @xfx a@afrafrasna,’

a..~é~ae™,c 15@83€¢ a€@Cisco Webex Meetings for
Androidafiafiastsd,'41.3a»¥éM Qi@ «i @ 3@ ®e, Tali+r€83@«a %#4IQP™E,«a;RrfIQP EIQP«a@343,E:

aees,, SRER... 59 S e€r-"3@@xf.. .4 t3Q«31Q1IQ, i@ 1O OO TO®F, Caf%0af @5 13,1556
ID 3@ ®e03C °4,»3,”3,-5/53°5,39.C.. 559 —30 | 50 93O 3639 ,3€,

5, @REAOC" " 8%i8%<3Q "a...~a%ec™og; "

Cisco Product Security Incident Response
TeamiVi PSIRTY203€p 3€€@e0e-3,Caf%oaf€a,nad 3P a@«e "e%%od@ 3, i€ | 39,3,€,TaVtr€85 @

8108,

aee-8, T8yt eE85@ 5€9 5, 8,'5,25T...6F 5559 @3, »3, 3 Ef14,£
313,15 5«3, 3OL3Q | (Ve 33, EIQUIO—IOVEE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-webex-andro-iac-
f3URSrB

o' 1¢", At ¥ee


https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-andro-iac-f3UR8frB
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-andro-iac-f3UR8frB

af@afva, afsas a7 8,»8, 3,-Af8af3 || &4,'af tafvd, ¢cal| ee—¥a"

1.0 X @za..~é-afeafafna, |- Final 2021-APR-07

d'©¢" Q¢ .,

ae0ed, Caf %odf € 3,703,953 @ C,i8, 98 %hIQP®S, IQPRIQP IQ—iQ iQ 2QOIWIOP—3€  3€535,55¢
e0e-3,Caf%0af 3,03, 35 ®ef...8 +t3€55, 493338, 4@ ®a1 " Q@ «é-CAP™E @2 Erm IPBE €
FONUIGPYI€PE,3,'5,°5@ 20e-df%03, aF¥EfAFAf FQB®AT...3@5,8°° 4S5 QT O —3 @ «an%oe>y TP —a€
a0e-d, Caf%oaf ©4,08, 35 Q@®e 8081, AR 3P «é-CA9—3@ | f..& +6..95;i5€9® URL

3,CeQCYiQO—ICQIQO -IPB®E»CeU%0a,, 2,9 33, 'e-1L39—39Y3 3@ FE€PI " (vHhIQPTECRcO
3O "3Q®af%03,Af¥AF 3P 3Q®xS..4 +t3@ 3€94,3,'5,°0f 15" @IQ®F, AP af%0af | AF143, 98,8 Wbl



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



