Cisco SD-WAN vM anage
HTTPeA@e 1af! af1ha,fla"—eE™a@®e, talatae

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2021-
M edi unyymanage-enumeration-64eNnDKy 1486

& @a...~é-c«e—Y¥ : 2021-05-05 16:00

df @afa, afsasf 1.0 : Find

CVS&4,%4,%4,¢: 5.3

&76€¢¢- : No workarounds available

Cisco af @4a,° ID : CSCvx21265

B Yore&5@«ad,"a cef...a t3@ a€HPe+e?73P«a, a,«aZYe-ft3OPEGZA..., a1 a4
Al
av el@

Cisco SD-WAN
vManages, vaafeaf 4 4 84, a9 ®¢, 131+t e€85€«3,°3,53€ 90298  136+3,E30 ' 50,5039, 3P 5FCaFA:

50"39®8,18%te€55@ GEQHTTPAS AffAf€af 1@ @3 99O 139231 (@ TIP P 5O —39%3€
5 8,130 59 3@®¢, 131+ 2€559«d %At AQ™E,E, 13555, 5,55,C3, Caffaf—aftafhaf s, afarar
59 39®3,Caf%0af Q3,5 Y559 €Qx-Q®IFEFE 5, 5,5 @IOTIPPIOUIO™MIE,

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-vmanage-
enumeration-64eNnDKy

e028Y7" e£YA" @
&, 18Vt ecESaO ®E,8,<@£128" @

8...~é~a™ 156839 I€PIH"IO®e,T8%+€85€ 20.3.33653,°3€°20.4.13,"5,58%0 @3 ®Cisco
SD-WAN vManage3, .af-af 3, | §,83,Caf2af a3, 5@ «81:+E6Y;3,/4 739 39 %ha@—3@VY3E,

oees, SRR, 59 SR e€r-"F@®x].. .4 ti9«IQrIO, 50 5O FEQPIV IO®E, Caf%0af @313 5f
ID 59 ®03% °4,»3, 3, -4f553,59,(..500—39 ' 10 93O 56°30,3€,

&, TaYrac€8s, 49 «a,"89839,39%36,30"30 3G ECCR* QIO 3, EIHYELLI"O

3©"'3O®3,Caf%0af@a,n3, 935 @®e, 18/ toE83Q R Q,8,<e£153"Q4,»8, 8, 4f88F°3 @«e €% %0d @ 4



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vmanage-enumeration-64eNnDKy
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vmanage-enumeration-64eNnDKy
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx21265
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1486
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1486

DZEQ G-

3O "3Q®E,Ta1+REEI P« Uit AQO™I D 76Qc-3@ 3€,5,550%3€>3,"3E,
ac®xfx"a@éa,%2afaf aq, a,s84a,c

A YsAf+3f 4,15 84, CAQ @&, CAFfAf—3,°8 31435 %03,’ amos 759 ™5 <653 @« @ FEQA 4143
8, »8, Af YAfAf 14, £ &, CAf%odf @4,15,14F

Af3a5143, 983, ¥R %0 A QIO 94,5, 5,5, E13" @A Q ®F, Caf%oaf 98,15, 0558, '4@3R eV (E, 39 «49,C
3,Y:3F3f¥a 143, 55535 €3%93, (L0 QIO—3Q | 1O QIO 59+59,3€,

50,3953, FI@® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,3ftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance

Centeri%a"TACi¥%%od, i @—3 @ @3€ A¥'(C,i@—i® | é0,,é,<éfiéf3éf’réf§§f3é,1é.f—éféf@é,néﬁéf%é@e
4 ®axfexe a@safrafrasaa,’

a..—é~<ax&™ c 15@83€ d€@Cisco SD-WAN
vManaged,,af+af 3, ! 5,85,¢af5F25513,'20.3.3355,"59°20.4. 13«5 Q"3 @ ®, 181+ 2E€83 @ «8 %3’

a0Es, ADEA. .. G52 RER-FQ@%S..3 t3P«IPnIO, 5O 5O FEOIO IO, CAf%oaf 4,13, 5F5€
ID 3@ ®e©3C °4,»3,” 3, 3/53°5,39.C.. 550 —30 | 5093 3630 ,3€,

4, @Rr£A"O¢" " a%a%<aQ "a...~ah@gMog;”

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p d€@ee—a,caf%oaf@a,nd affa@«e "e1%od @3, E3Q | 3,3, TaVtr€85€¢

8108

5, 4,14,%@ €QIO"IO®L,13%+2€85,'8 +4'559—3€ 3€,30Y3€ 36,36 YBlack Lantern
SecurityéO®NeIsonae°0§Q«ae,,\?éﬂéé0,,50?50—50%5\0“"56

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/ci Sco-sa-vmanage-
enumeration-64eNnDKy

o' 1g", at¥ee

df@afna, afsas a7 8,»8, 3, -Af8af3| & af Tafvaa, ¢a,t Yoy~

1.0 X @aza...~é-afeafasna,’ | - Final 2021 & 5a€ 5



https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vmanage-enumeration-64eNnDKy
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vmanage-enumeration-64eNnDKy

af@afva, 3F5af

Samr= VA

5,7, 3, 4f8af°

a‘aftafva, ¢ca’

a—¥a»~

rx—¥

a0¢" ¢ @¢,

aae-3, CAf %oBf 3,73, 359 ¢, 18: 08 %IO®3,IORIQ 10—i0 i9 29PINIO—ie 555 556
ee-d,Caf%0af 3,03, 95 3@®af...8 +t3953, 3@%aFa3, 3@ a1 FQ«E-CIQP™F,@2-Em IPBA £
FQNIOYI€OS,5,"3,°3€ 20e-df%0d,af¥af;afPaf d@®AT...a@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
aae-4, Caf %oaf € 3,03, 94 a@®e " "€;°3t...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL

3,/ CeQPCYIQ—ICQIQ -IPB®E»(2Y%0d,, 2,90 33, 2-1IQP—3QYE 49 I QI (UIYP TR
33O ®af%0a,af¥afiafPaf d@®xf...d +ta@ 3€@4,3,"3,°eL13"QAQ®A, afaf%0af| 3f143,93,3 341



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



