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&, Caf%oaf €a,na, fafeaFulD : cisco-sarv- CVE-2021-
overflow-WUnUgv4U 1160
5 @a...n6-ce—Y : 2021-01-13 16:00 CVE-2021-
ae0eEgLe ae-"ee—¥ 1 2021-01-19 16:21 1162
af @afva, afsasf 2.0 : Fina CVE-2021-
CVSS5,14,%,¢ : 9.8 1360
&726€ ¢¢- : No workarounds available CVE-2021-
Cisco &f €4,° ID : CSCw96807 CSCw96729 1101
CSCVW96806 CSCvw06813 CSCvwosg7g SV E-2021-
CSCW96768 CSCW96801 CSCvw76488 104
CSCVV96767 CSCVv96800 CSCWI6765 CVE-2021-
CSCvw91642 CSCWO6764 CSCWO6763 1103
CSCWO6762 CSCw96761 CSCvwilodgs — CYE-2021-
CSCW79110 CSCW79109 CSCw71463 1166
CSCW71466 CSCW 79107 CSCW71467 CVE-2021-
CSCVW06865 CSCV71468 CSCw69398 102
CSCVW06900 CSCvw06987 CSCvwosgge  SYE-2021-
CSCVW06860 CSCvw06981 CSCw96809 108
CSCW96818 CSCwW96817 CSCvwoes2g  SYE-2021-
CSCwW96738 CSCw96814 CSCvwoe902 124
CSCVw06868 CSCw96812 CSCwoesll — CYE-2021-
CSCV96733 CSCW96810 CSCWWI6732 1167
CSCV96730 CSCW96772 CSCWO6771 CVE-2021-
CSCvw10487 CSCvw06991 CSCvwo7002 1200
CSCVW06832 CSCvw06998 CSCvw0s993 SV E-2021-
CSCVW06992 CSCvw06874 CSCvw06873 1203
CSCVW06950 CSCw96748 CSCwoe747 — SYE-2021-
CSCVW04779 CSCvWO6879 CSCvw06958 102
CSCV96820 CSCWW96742 CSCWW96741 CVE-2021-
CSCVW06880 CSCw65098 CSCvwoa7sl 1202
CSCVW06882 CSCvw06841 CSCvwosge2 SV E-2021-
CSCVW06961 CSCWO6759 CSCvw49036 1202
CSCWW96758 CSCvw06846 CSCvwosge7 SV E-2021-
CSCWO6757 CSCvw49034 CSCwo6756 1204
CVE-2021-

CSCvv96755 CSCvvI6799 CSCvw49030

1207


http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96807
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96729
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96806
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06813
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06978
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96768
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96801
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw76488
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96767
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96800
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96765
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw91642
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96764
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96763
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96762
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96761
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw10484
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv79110
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv79109
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv71463
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv71466
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv79107
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv71467
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06865
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv71468
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv69398
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06900
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06987
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06982
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06860
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06981
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96809
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96818
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96817
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06828
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96738
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96814
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06902
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06868
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96812
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96811
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96733
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96810
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96732
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96730
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96772
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96771
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw10487
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06991
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw07002
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06832
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06998
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06993
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06992
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06874
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06873
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06950
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96748
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96747
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw04779
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06879
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06958
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96820
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96742
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96741
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06880
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv65098
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw04781
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06882
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06841
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06962
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06961
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96759
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw49036
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96758
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06846
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06967
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96757
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw49034
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96756
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96755
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96799
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw49030
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1160
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1160
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1162
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1162
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1360
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1360
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1161
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1161
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1164
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1164
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1163
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1163
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1166
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1166
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1165
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1165
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1168
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1168
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1201
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1201
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1167
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1167
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1200
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1200
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1203
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1203
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1169
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1169
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1202
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1202
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1205
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1205
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1204
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1204
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1207
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1207

CSCvv96751 CSCvw10473 CSCvw04678 CVE-2021-

CSCvw06894 CSCvw06971 CSCvw06852 1206
CVE-2021-
1209
CVE-2021-
1208
CVE-2021-
1171
CVE-2021-
11/0
CVE-2021-
1173
CVE-2021-
1172
CVE-2021-
1175
CVE-2021-
1174
CVE-2021-
1177
CVE-2021-
1210
CVE-2021-
1176
CVE-2021-
1179
CVE-2021-
1212
CVE-2021-
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CVE-2021-
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CVE-2021-



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96751
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw10473
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw04678
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06894
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06971
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06852
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1206
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1206
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1209
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1209
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1208
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1208
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1171
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1171
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1170
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1170
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1173
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1173
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1172
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1172
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1175
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1175
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1174
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1174
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1177
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1177
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1210
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1210
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1176
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1176
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1179
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1179
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1212
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1212
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1178
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1178
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1211
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1211
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1214
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1214
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1213
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1213
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1216
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1216
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1215
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1215
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1217
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1217
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1180
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1188
CVE-2021-
1187
CVE-2021-
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CVE-2021-
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CVE-2021-
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CVE-2021-
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1180
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1182
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1182
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1181
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1181
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1184
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1184
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1183
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1183
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1186
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1186
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1185
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1185
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1188
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1188
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1187
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1187
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1189
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1189
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1307
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1307
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1191
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1191
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1190
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1190
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1193
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1193
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1192
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1192
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1195
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1195
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1194
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1194
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1197
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1197
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1196
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1196
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1199
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1199
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1198
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1198
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1159
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1159
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