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RV110Wã€�RV130ã€�RV130Wã€�RV215W 
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Critical
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-rv-

overflow-WUnUgv4U

åˆ�å…¬é–‹æ—¥ : 2021-01-13 16:00

æœ€çµ‚æ›´æ–°æ—¥ : 2021-01-19 16:21

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 2.0 : Final

CVSSã‚¹ã‚³ã‚¢ : 9.8

å›žé�¿ç– : No workarounds available

Cisco ãƒ�ã‚° ID : CSCvv96807 CSCvv96729 

CSCvv96806 CSCvw06813 CSCvw06978 

CSCvv96768 CSCvv96801 CSCvw76488 

CSCvv96767 CSCvv96800 CSCvv96765 

CSCvw91642 CSCvv96764 CSCvv96763 

CSCvv96762 CSCvv96761 CSCvw10484 

CSCvv79110 CSCvv79109 CSCvv71463 

CSCvv71466 CSCvv79107 CSCvv71467 

CSCvw06865 CSCvv71468 CSCvv69398 

CSCvw06900 CSCvw06987 CSCvw06982 

CSCvw06860 CSCvw06981 CSCvv96809 

CSCvv96818 CSCvv96817 CSCvw06828 

CSCvv96738 CSCvv96814 CSCvw06902 

CSCvw06868 CSCvv96812 CSCvv96811 

CSCvv96733 CSCvv96810 CSCvv96732 

CSCvv96730 CSCvv96772 CSCvv96771 

CSCvw10487 CSCvw06991 CSCvw07002 

CSCvw06832 CSCvw06998 CSCvw06993 

CSCvw06992 CSCvw06874 CSCvw06873 

CSCvw06950 CSCvv96748 CSCvv96747 

CSCvw04779 CSCvw06879 CSCvw06958 

CSCvv96820 CSCvv96742 CSCvv96741 

CSCvw06880 CSCvv65098 CSCvw04781 

CSCvw06882 CSCvw06841 CSCvw06962 

CSCvw06961 CSCvv96759 CSCvw49036 

CSCvv96758 CSCvw06846 CSCvw06967 

CSCvv96757 CSCvw49034 CSCvv96756 

CSCvv96755 CSCvv96799 CSCvw49030 
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http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96807
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96729
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96806
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06813
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06978
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96768
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96801
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw76488
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96767
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96800
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96765
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw91642
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96764
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96763
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96762
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96761
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw10484
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv79110
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv79109
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv71463
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv71466
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv79107
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv71467
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06865
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv71468
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv69398
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06900
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06987
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06982
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06860
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06981
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96809
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96818
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96817
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06828
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96738
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96814
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06902
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06868
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96812
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96811
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96733
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96810
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96732
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96730
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96772
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96771
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw10487
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06991
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw07002
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06832
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06998
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06993
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06992
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06874
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06873
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06950
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96748
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96747
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw04779
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06879
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06958
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96820
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96742
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96741
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06880
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv65098
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw04781
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06882
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06841
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06962
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06961
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96759
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw49036
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96758
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06846
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06967
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96757
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw49034
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96756
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96755
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96799
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw49030
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1160
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1160
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1162
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1162
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1360
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1360
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1161
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1161
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1164
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1164
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1163
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1163
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1166
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1166
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1165
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1165
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1168
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1168
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1201
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1201
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1167
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1167
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1200
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1200
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1203
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1203
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1169
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1169
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1202
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1202
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1205
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1205
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1204
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1204
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1207
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1207


CSCvv96751 CSCvw10473 CSCvw04678 
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv96751
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw10473
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw04678
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06894
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06971
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw06852
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1206
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1206
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1209
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1209
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1208
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1208
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1171
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1171
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1170
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1170
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1173
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1173
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1172
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1172
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1175
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1175
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1174
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1174
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1177
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1177
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1210
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1210
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1176
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1176
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1179
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1179
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1212
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1212
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1178
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1178
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1211
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1211
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1214
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1214
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1213
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1213
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1216
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1216
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1215
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1215
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1217
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1217
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1180
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1180
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1182
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1182
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1181
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1181
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1184
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1184
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1183
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1183
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1186
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1186
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1185
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1185
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1188
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1188
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1187
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1187
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1189
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1189
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1307
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1307
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1191
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1191
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1190
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1190
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1193
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1193
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1192
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1192
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1195
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1195
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1194
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1194
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1197
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1197
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1196
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1196
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1199
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1199
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1198
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1198
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1159
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1159
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Cisco Small Business RV110Wã€�RV130ã€�RV130Wã€�RV215W 
ãƒ«ãƒ¼ã‚¿ã�®ãƒ¦ãƒ‹ãƒ�ãƒ¼ã‚µãƒ« ãƒ—ãƒ©ã‚° ã‚¢ãƒ³ãƒ‰ 
ãƒ—ãƒ¬ã‚¤ï¼ˆUPnPï¼‰ã‚µãƒ¼ãƒ“ã‚¹ã�Šã‚ˆã�³ Web 
ãƒ™ãƒ¼ã‚¹ã�®ç®¡ç�†ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�«è¤‡æ•°ã�®è„†å¼±æ€§ã�Œã�‚ã‚‹ã�Ÿã‚�ã€�ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œä»»æ„�ã�®ã‚³ãƒ¼ãƒ‰ã‚’å®Ÿè¡Œã�—ã�Ÿã‚Šã€�è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’çª�ç„¶å†�èµ·å‹•ã�—ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œè©³ç´°æƒ…å ±ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã‚·ã‚¹ã‚³ã�¯ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’æ��ä¾›ã�—ã�¦ã�„ã�¾ã�›ã‚“ã€‚ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã‚ˆã‚Šç¢ºèª�ã�§ã��ã�¾ã�™ã€‚ 
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-rv-overflow-

WUnUgv4U

è©²å½“è£½å“�

è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�¯ã€�æ¬¡ã�® Cisco Small Business 
ãƒ«ãƒ¼ã‚¿ã�«å½±éŸ¿ã‚’å�Šã�¼ã�—ã�¾ã�™ã€‚

RV110W Wireless-N VPN ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«•

RV130 VPN ãƒ«ãƒ¼ã‚¿•

RV130W Wireless-N å¤šæ©Ÿèƒ½ VPN ãƒ«ãƒ¼ã‚¿•

RV215W Wireless-N VPN ãƒ«ãƒ¼ã‚¿•

ã�“ã‚Œã‚‰ã�®ãƒ‡ãƒ�ã‚¤ã‚¹ã�® Web 
ãƒ™ãƒ¼ã‚¹ç®¡ç�†ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�¯ã€�ç„¡åŠ¹ã�«ã�§ã��ã�ªã�„ãƒãƒ¼ã‚«ãƒ« 
LAN 
æŽ¥ç¶šã€�ã�¾ã�Ÿã�¯ãƒªãƒ¢ãƒ¼ãƒˆç®¡ç�†æ©Ÿèƒ½ã�Œæœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã‚‹å ´å�ˆã�¯
WAN 
æŽ¥ç¶šã‚’ä»‹ã�—ã�¦åˆ©ç”¨ã�§ã��ã�¾ã�™ã€‚ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�§ã€�ãƒªãƒ¢ãƒ¼ãƒˆç®¡ç�†æ©Ÿèƒ½ã�¯ã�“ã‚Œã‚‰ã�®ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ã�¯ç„¡åŠ¹ã�«ã�ªã�£ã�¦ã�„ã�¾ã�™ã€‚

ãƒ‡ãƒ�ã‚¤ã‚¹è¨å®šã�®ç¢ºèª�

ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ãƒªãƒ¢ãƒ¼ãƒˆç®¡ç�†æ©Ÿèƒ½ã�Œæœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�Web
ãƒ™ãƒ¼ã‚¹ç®¡ç�†ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã‚’é–‹ã��ã€�[åŸºæœ¬è¨å®šï¼ˆBasic 

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-rv-overflow-WUnUgv4U
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-rv-overflow-WUnUgv4U


Settingsï¼‰] > [ãƒªãƒ¢ãƒ¼ãƒˆç®¡ç�†ï¼ˆRemote Managementï¼‰] 
ã‚’é�¸æŠžã�—ã�¾ã�™ã€‚[æœ‰åŠ¹ï¼ˆEnableï¼‰] ãƒ�ã‚§ãƒƒã‚¯ 
ãƒœãƒƒã‚¯ã‚¹ã�Œã‚ªãƒ³ã�«ã�ªã�£ã�¦ã�„ã‚‹å ´å�ˆã€�ã��ã�®ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ã�¯ãƒªãƒ¢ãƒ¼ãƒˆç®¡ç�†ã�Œæœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã�¾ã�™ã€‚

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è£½å“�ã�®ã�¿ã�Œã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�“ã�¨ã�Œåˆ†ã�‹ã�£ã�¦ã�„ã�¾ã�™ã€‚

è©³ç´°

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�¯ä¾�å˜é–¢ä¿‚ã�«ã�¯ã�ªã��ã€�ã�„ã�šã‚Œã�‹ã�®è„†å¼±æ€§ã‚’ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�™ã‚‹ã�Ÿã‚�ã�«åˆ¥ã�®è„†å¼±æ€§ã‚’ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�™ã‚‹å¿…è¦�ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚ã�•ã‚‰ã�«ã€�ã�„ã�šã‚Œã�‹ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�§ã�‚ã�£ã�¦ã‚‚ã€�ä»–ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã�¯å�—ã�‘ã�ªã�„å ´å�ˆã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�æ¬¡ã�®ã�¨ã�Šã‚Šã�§ã�™ã€‚

Cisco Small Business RV110Wã€�RV130ã€�RV130Wã€�RV215W ãƒ«ãƒ¼ã‚¿ã�«ã�Šã�‘ã‚‹ 
UPnP 
ãƒªãƒ¢ãƒ¼ãƒˆã‚³ãƒžãƒ³ãƒ‰å®Ÿè¡Œã�Šã‚ˆã�³ã‚µãƒ¼ãƒ“ã‚¹å¦¨å®³ã�®è„†å¼±æ€§

Cisco Small Business RV110Wã€�RV130ã€�RV130Wã€�RV215W 
ãƒ«ãƒ¼ã‚¿ã�®ãƒ¦ãƒ‹ãƒ�ãƒ¼ã‚µãƒ« ãƒ—ãƒ©ã‚° ã‚¢ãƒ³ãƒ‰ 
ãƒ—ãƒ¬ã‚¤ï¼ˆUPnPï¼‰ã‚µãƒ¼ãƒ“ã‚¹ã�«è„†å¼±æ€§ã�Œã�‚ã‚‹ã�Ÿã‚�ã€�èª�è¨¼ã�•ã‚Œã�Ÿãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œä»»æ„�ã�®ã‚³ãƒ¼ãƒ‰ã‚’å®Ÿè¡Œã�—ã�Ÿã‚Šã€�è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’çª�ç„¶å†�èµ·å‹•ã�—ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ 

ã�“ã�®è„†å¼±æ€§ã�¯ã€�ç�€ä¿¡ã�™ã‚‹ 
UPnPãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�®æ¤œè¨¼ã�Œä¸�å��åˆ†ã�§ã�‚ã‚‹ã�“ã�¨ã�«èµ·å› ã�—ã�¾ã�™ã€‚å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�Ÿ
UPnP 
è¦�æ±‚ã�Œè©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�«é€�ä¿¡ã�•ã‚Œã‚‹ã�¨ã€�ã�“ã�®è„†å¼±æ€§ã�Œã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�•ã‚Œã‚‹å�±é™ºæ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ä¸�æ£åˆ©ç”¨ã�«æˆ�åŠŸã�™ã‚‹ã�¨ã€�æ”»æ’ƒè€…ã�¯åŸºç›¤ã�¨ã�ªã‚‹ã‚ªãƒšãƒ¬ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã‚·ã‚¹ãƒ†ãƒ ã�§ãƒ«ãƒ¼ãƒˆãƒ¦ãƒ¼ã‚¶ã�¨ã�—ã�¦ä»»æ„�ã�®ã‚³ãƒ¼ãƒ‰ã‚’å®Ÿè¡Œã�—ã�Ÿã‚Šã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ãƒªãƒãƒ¼ãƒ‰ã�•ã�›ã€�ã‚µãƒ¼ãƒ“ã‚¹å¦¨å®³ï¼ˆDoSï¼‰çŠ¶æ…‹ã‚’å¼•ã��èµ·ã�“ã�™å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚  

ã‚·ã‚¹ã‚³ã�§ã�¯ã€�æœ¬è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�›ã‚“ã€‚ã�“ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

Bug ID: CSCv79107ã€�CSCv79109ã€�ã�Šã‚ˆã�³CSCv79110 

CVE IDï¼šCVE-2021-1164 

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£å½±éŸ¿è©•ä¾¡ï¼ˆSIRï¼‰ï¼šè‡´å‘½çš„ 

CVSS ãƒ™ãƒ¼ã‚¹ã‚¹ã‚³ã‚¢ï¼š9.8 

CVSSãƒ™ã‚¯ãƒˆãƒ«ï¼šCVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Cisco Small Business RV110Wã€�RV130ã€�RV130Wã€�RV215W 
ãƒ«ãƒ¼ã‚¿ã�®ç®¡ç�†ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�«ã�Šã�‘ã‚‹ãƒªãƒ¢ãƒ¼ãƒˆã‚³ãƒžãƒ³ãƒ‰å®Ÿè¡Œã�Šã‚ˆã�³ã‚µãƒ¼ãƒ“ã‚¹å¦¨å®³ã�®è„†å¼±æ€§

Cisco Small Business RV110Wã€�RV130ã€�RV130Wã€�RV215W ãƒ«ãƒ¼ã‚¿ã�® Web 
ãƒ™ãƒ¼ã‚¹ã�®ç®¡ç�†ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�«è¤‡æ•°ã�®è„†å¼±æ€§ã�Œã�‚ã‚‹ã�Ÿã‚�ã€�æœ‰åŠ¹ã�ªç®¡ç�†è€…ã‚¯ãƒ¬ãƒ‡ãƒ³ã‚·ãƒ£ãƒ«ã‚’æŒ�ã�¤èª�è¨¼ã�•ã‚Œã�Ÿãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œä»»æ„�ã�®ã‚³ãƒ¼ãƒ‰ã‚’å®Ÿè¡Œã�—ã�Ÿã‚Šã€�è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’çª�ç„¶å†�èµ·å‹•ã�—ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã�“ã�®è„†å¼±æ€§ã�¯ã€�Web 



ãƒ™ãƒ¼ã‚¹ã�®ç®¡ç�†ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�§ãƒ¦ãƒ¼ã‚¶ã�Œå…¥åŠ›ã�—ã�Ÿãƒ‡ãƒ¼ã‚¿ã�«å¯¾ã�™ã‚‹æ¤œè¨¼ã�Œä¸�å��åˆ†ã�§ã�‚ã�£ã�Ÿã�“ã�¨ã�ŒåŽŸå› ã�§ã�™ã€‚æ”»æ’ƒè€…ã�¯ã€�è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�Ÿ
HTTP 
è¦�æ±‚ã‚’é€�ä¿¡ã�™ã‚‹ã�“ã�¨ã�«ã‚ˆã‚Šã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ä¸�æ£åˆ©ç”¨ã�«æˆ�åŠŸã�™ã‚‹ã�¨ã€�æ”»æ’ƒè€…ã�¯åŸºç›¤ã�¨ã�ªã‚‹ã‚ªãƒšãƒ¬ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã‚·ã‚¹ãƒ†ãƒ ã�§ãƒ«ãƒ¼ãƒˆãƒ¦ãƒ¼ã‚¶ã�¨ã�—ã�¦ä»»æ„�ã�®ã‚³ãƒ¼ãƒ‰ã‚’å®Ÿè¡Œã�—ã�Ÿã‚Šã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ãƒªãƒãƒ¼ãƒ‰ã�•ã�›ã€�ã‚µãƒ¼ãƒ“ã‚¹å¦¨å®³ï¼ˆDoSï¼‰çŠ¶æ…‹ã‚’å¼•ã��èµ·ã�“ã�™å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹ã�«ã�¯ã€�æ”»æ’ƒè€…ã�¯è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�®æœ‰åŠ¹ã�ªç®¡ç�†è€…ãƒã‚°ã‚¤ãƒ³æƒ…å ±ã‚’æŒ�ã�£ã�¦ã�„ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³ã�¯ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’æ��ä¾›ã�—ã�¦ã�„ã�¾ã�›ã‚“ã€‚ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

Bug ID: 

CSCv96742ã€�CSCv96741ã€�CSCv96738ã€�CSCv96733ã€�CSCv96732ã€�CSCv96729ã€�CSCvv96730ã€�CSCvw10473ã€�CSCvw10487ã€�CSCvw10484ã€�CSCvw04678ã€�CSCvw04779ã€�CSCvw04781ã€�CSCvv96765ã€�CSCv96767ã€�CSCv96764ã€�CSCvv96756
CSCv96755ã€�CSCv96751ã€�CSCv96748ã€�CSCv96747ã€�CSCv96772ã€�CSCv96771ã€�CSCv96768ã€�CSCv96763ã€�CSCv96762ã€�CSCv96761ã€�CSCv96757ã€�CSCv96820ã€�CSCv96758ã€�CSCv96759ã€�CSCv96812ã€�CSCv96814ã€�CSCv96811ã€�CSCv96810ã€�CSCvV
96809ã€�CSCv96806ã€�CSCv96799ã€�CSCv96800ã€�CSCv96801ã€�CSCv96807ã€�CSCv06978ã€�CSCv06865ã€�CSCv06971ã€�CSCv06860ã€�CSCvw06967ã€�CSCvw06852ã€�CSCvw06962ã€�CSCvw06846ã€�CSCvw06841ã€�CSCvw06961ã€�CSCvw06832ã€�CSCvw06958ã€�CSCvw96817
vw96818ã€�CSCvw06813ã€�CSCvw06902ã€�CSCv06828ã€�CSCv06950ã€�CSCv71466ã€�CSCvw71463ã€�CSCvw69398ã€�CSCvw49030ã€�CSCv49036ã€�CSCv49034ã€�CSCv71467ã€�CSCv71468ã€�CSCv65098ã€�CSCvw07002ã€�CSCvw06900ã€�CSCv06998ã€�CSCv06894ã€�CSCv06993ã€�CSCv06882ã€�CSCv06868
cscvw06981ã€�CSCvw06873ã€�CSCvw06982ã€�CSCvw06987ã€�CSCvw06874ã€�CSCvw06879ã€�CSCvw06991ã€�CSCvw06880ã€�CSCvw06992ã€�CSCvw76488ã€�CSCvw91642ã€�CSCvwã€�CSCvwã€�CSCvwã€�CSCvwã€�CSCvwã€�CSCvwã€�CSCvwã€�CSCvw 

CVE ID:CVE-2021-1209ã€�CVE-2021-1207ã€�CVE-2021-1167ã€�CVE-2021-1208ã€�CVE-
2021-1360ã€�CVE-2021-1168ã€�CVE-20 1-1204ã€�CVE-2021-1173ã€�CVE-2021-
1187ã€�CVE-2021-1161ã€�CVE-2021-1198ã€�CVE-2021-1182ã€�CVE-2021-1211ã€�CVE-
2021 1163ã€�CVE-2021-1171ã€�CVE-2021-1188ã€�CVE-2021-1189ã€�CVE-2021-
1159ã€�CVE-2021-1192ã€�CVE-2021-1184ã€�CVE-2021-1 16ã€�CVE-2021-1177ã€�CVE-
2021-1210ã€�CVE-2021-1170ã€�CVE-2021-1174ã€�CVE-2021-1200ã€�CVE-2021-
1195ã€�CVE-2021-12 5ã€�CVE-2021-1205ã€�CVE-2021-1201ã€�CVE-2021-1196ã€�CVE-
2021-1175ã€�CVE-2021-1179ã€�CVE-2021-1191ã€�CVE-2021-1169ã€� cve-2021-
1307ã€�CVE-2021-1212ã€�CVE-2021-1180ã€�CVE-2021-1190ã€�CVE-2021-1185ã€�CVE-
2021-1176ã€�CVE-2021-1172ã€�CVE-2021-1183ã€�CVE-2021-1166ã€�CVE-2021-
1194ã€�CVE-2021-1203ã€�CVE-2021-1206ã€�CVE-2021-1178ã€�CVE-2021-1214ã€�CVE-
2 021-1217ã€�CVE-2021-1186ã€�CVE-2021-1165ã€�CVE-2021-1197ã€�CVE-2021-
1160ã€�CVE-2021-1181ã€�CVE-2021-1162ã€�CVE-20 1-1199ã€�CVE-2021-1213ã€�CVE-
2021-1193ã€�ã�Šã‚ˆã�³CVE-2021-1202 

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£å½±éŸ¿è©•ä¾¡ï¼ˆSIRï¼‰ï¼šé«˜ 

CVSS ãƒ™ãƒ¼ã‚¹ã‚¹ã‚³ã‚¢ï¼š7.2 

CVSSãƒ™ã‚¯ãƒˆãƒ«ï¼šCVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H

å›žé�¿ç–

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
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ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�® SIR 
ã‚’é«˜ã�‹ã‚‰ã‚¯ãƒªãƒ†ã‚£ã‚«ãƒ«ã�«å¤‰æ›´ã€‚ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã‚¿ã‚¤ãƒˆãƒ«ã‚’æ›´æ–°ã€‚ã€Œè©³ç´°ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’è¿½åŠ ã€‚CVE-
2021-1164 ã�®èª¬æ˜Žã‚’å¤‰æ›´ã�—ã€�CVSS ã‚¹ã‚³ã‚¢ã�¨ SIR ã‚’æ›´æ–°ã€‚

ã‚¿ã‚¤ãƒˆãƒ«ã€�ãƒ˜ãƒƒãƒ€ãƒ¼ï¼ˆSIR ã�Šã‚ˆã�³ 
CVSS 
ã‚¹ã‚³ã‚¢ï¼‰ã€�æ¦‚è¦�ã€�ã�Šã‚ˆã�³è©³ç´°

Final

2021 å¹´ 

1 æœˆ 

19 æ—¥

1.1 å¤–éƒ¨ã�®ç ”ç©¶è€…æƒ…å ±ã‚’æ›´æ–°ã€‚ å‡ºå…¸ Final

2021 å¹´ 

1 æœˆ 

14 æ—¥

1.0 åˆ�å›žå…¬é–‹ãƒªãƒªãƒ¼ã‚¹ - Final
2021-

JAN-13
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


