8,4, 14, %" @a@«alréY;a€™a,«BlackBerry
QNX-2021-
0013 ®e,Tavatae€8i1a52021a" 8™

&, Caf%oaf€a,na, flaFraFnlD : cisco-sa-qnx- CVE-2021-
TOXjVPdL 22156

& @a...~é-c«e—Y¥ : 2021-08-18 16:00

eeEge ae-"ae—¥  2021-08-25 14:44

df @afvaa, afsasf 1.4 : Find

CVSS3,4,%3,¢: 9.8

&76€¢¢- : No workarounds available

Cisco af€&,°ID :

Yo &75@«8, d,cef...3 13Q A€Qe 12739 «a, 3, AZYR-13QPEPZA...maa A<
Al

£1 el@

2021 & 8 e 17 ;e—¥a€@BlackBerry 4@ 3,»3,af¥afaf13,£3,Caf%oaf@a,n3d, 94 QNX-2021-001

5, Afeafeafv.a, 1a@ —a@%hi@—aQ Y€ 49 39 B3, »3,af¥af5f15,£5,Caf%0af @ 3,135,935 @83@ €@ -

BlackBerry

3,%af+3f° 4,1 4,83,Caf 855143, 3@ «5@SIQ'd e @ °5,2af USf @ afhAf-FafhI @ ®E, TEa+ €85 @ Eé—

« QNX & Y:8f+af 4,4 88, Ca~CT™MOAf—AfOAf faf af +8 OAfYVAf Vs SDPIYR6o1Y/:36.5.0SP1 5»¥80%0 €
* QNX OSfor Medical1¥s81.1 8»¥8%0. €@
« QNX OSfor SafetyiV/&1.0.1 &¥&8%.€
8,78, 5, 18f—af 5 vaf a@«e @ASYIQO ™A, 3@ FEQR"»x'fEE. 3@ drre, QIO ®3 254 %03, aRYE|ES4

5O 3Q®L,T3%trE5IQPRE -2 Z59«iQPni, 3@ | 56 3€QQNX-2021-001
a ’ é@lg“‘§éé_éé : 50050 éé.ééné€l

é@“é@@é,Céf%oéf@é,né,ﬂéfaéé_é€éaeﬂié0®éfa§f3é,_é,“é,§c;¢°éaéé0§50050%50""é€,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-gnx-TOxjV PdL

€028z e£V23" @
&, T8Vt aet8aP®E€, 8, £123"©

a a 1a3a


https://support.blackberry.com/kb/articleDetail?articleNumber=000082334
https://support.blackberry.com/kb/articleDetail?articleNumber=000082334
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-qnx-TOxjVPdL
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-22156
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-22156

© ef1h8"@Aaf035,0EF5,8% eY»3QP—3@ | FEPIP "IP®E, T8Vt €83 «5,°5,581,+6Y:3,8@—3 4 <
Bug 3€ Cisco Bug Search Tool

5@ 8EnR( (4@ f1hIQ8i0,3,S3€QDHICQ -1 a1 4@ fLIQS 39 %03 8;RRLEIF
3feafeafsa,' @A @ OIEQIf—afOAFfaf af3,0af%af 3>°e0e%0d@®&; 43S f...4 +3@Ee ~e%%03 €

8, t&Y/sae€8a, 49 «8,"89889,39°50,39" 39 A9 ECC°°QaH 4, EGQ YLV
2 aQ®3,3,'3,3e£1,3" Q3@ IEQAV2+EY,;3, 39 —39'3,«QNX3,13f5f°3,13,85,C3, (" 3Q—a3€ | G4
Routing and Switching - Enterprise and Service Provider

- AfQAFLASf@AFOAE,18,°af%04...220e%0af@afaf 3, Caf€af—a,¢ 1% SPAIAY%0iY4" CSCvz348661Y.9%0
 Circuit Emulation over PacketiVa CEOPY/4%60SPATY4 CSCvz348651%/4%o0
« IOSXR 32 &f"&f faf a,%4af+af 4,8, 88, ¢i%/s CSCvz348711/:%0

& T/S80S XR

643f“af faf 8, Y-8 +3f 4,13, 85 ¢a€83€@ GEQ@QNXAE,1af+af"3,38,83,C4€@ 3" O¢" d@8i@QIQPa€
» RF 3,23fv.af 4,14, 88 o 10i%s CSCvz34869iY4%0

FQ"3QPE, TaV+rE83@«0%3,"3Q@™3, 3@ @IPP®I»-3©® Cisco
ef%3"QPI@ Q%A IQPRIQY i3, 9L PriQiQPLi@ | ie,ie%iea i€,
D766
QPN | AQRIEQ -39 FEQPLLNA"@I°rre%id€® Cisco Bug
3@ 3Q9—3@ 2T IE-3€3,Ei€QiQOOI,E3@23,EIQ"3aQB®F, Caf%oaf@a,nd Nafa@®EES, T8
ac®xfx a@éa,2afeaf " aq, a,84a,¢
a;®afe 5@ a,2af-af°4,! 4,838,453 143, d@®EO3* i@« QPri@, i@ 5@ dEQ@re-3,Caf%af@a,
CiscoBug ID §,34€,6..830 90—3€© | 50 @I© 3©°3©,3€,

8 148f+8f 4,13, 83, ¢ ®3, CAFFAf—a,° 8 ~af 143 %03, 'Erced " 73 ™A 539 «3Q €94, 5, 5,
»8,3F¥aF5f13,£ 8,C5F%03f 3,15, 94F

FEEFAE, 588, YRY%o IO TIQ Q5,3 5,518 95O, CAf%oaf 3,53, 95F5, 3®E2 eV, 39 «39,C
VoAFAFYaFAS, Af85PE €493, QIO —30 5O VIO 3630 ,3€,

QAn

an  an

5€,53€33, QR 3973, 3€@4,Caffaf—3,°af-~af1haf %03 @™5,«aft5f@a,03, 3@« @ @3 Ta@2af;a5¢a
Technical Assistance
Centeri%a"TACi%%03, i @—3 @ @3€@ 3¥'(,i@—a3@ | é0,,é,<éfiéf3é.f’r§f§éf3é,1éf—éféf@é,néf(%éf%ééo

4 ©@ES"OC"" 8%AYEO " A...~ YO8 "


https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvz34866
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvz34865
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvz34871
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvz34869

Cisco Product Security Incident Response
TeamiVs PSIRTY9608€ 839 3€93,3,'3,%0£1,8"Q3@%3QY3@ 3,paf%af's, 3«3 %hIQ™3 39 "39®e,

R108. ..

43O ®E,TA%+x€83@ a€92021 3" 8 re” 17 2—¥a@«3€@BlackBerry
39«3, 3QLIQ 4. 6393, EIQNIQ—IQVYAE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-gnx-TOx|V PdL

o' 1g", at¥ee

af@afva, afsas a7

1.4 o, 2 Qa953,"39%81+6Y;5,/39—3€'3,2F13"93, 2> - 3E,

1.3 &Y »4 AP DL 5" @ FEQL, 131+ e€83, 3 «E,"5985€,50%39,50"39 3O ECCO
1.2 &2 6Y »a, AQ ®EF 113" 3,8 1448 A€,

1.1 ¢ P QIO—3QVALEFE, 5, 8 PeEIE,

1.0 X Q@aza...~6—afaf2a5%a,"

cHCegc ] S

aeoe-3, CAf%odf 3,103,933 ¢,i8, 98 hiQP®], IQPRIQP 19—iQ 59 ' QP PIWIOP—3Q  553,55¢
e0e-3,Caf%03f 93,13, 1539 ®xS...4 +3€53,"3€%3F58, 3@®a ¢ 3@ «6-CAQ™E,@2EmIQP B €
3ONIQVIEHE, 3,350 20e-3f%05,f¥afAFEF G@®AT..AR'E,8°°8'SA 3@ —a € «an%o> 3P —a€
a8, Caf %oaf ©4,18, 935 Q@®e 8281, 4R '3 «é-CAP—3@ | =f..& +6..95;i5€9® URL

3,'CeQCYiQO—ICQIQ -IPB®E»CeU%0a,, 2, @ 33, 'e-1L39—39Y3 3@ FE€PI " (vHhIQPECRCO
3O"3Q®3f%03,af¥afiAfAf 4@ ®xS..8 +3Q 3€94,5,'5,3£1L"QFQ®F, A A %0af | 5f143,93, 8 el


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-qnx-TOxjVPdL

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



