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Cisco NX-OSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�§ã�®system login block-

forã‚³ãƒžãƒ³ãƒ‰ã�®å®Ÿè£…ã�«ã�Šã�‘ã‚‹è„†å¼±æ€§ã�«ã‚ˆã‚Šã€�èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œãƒã‚°ã‚¤ãƒ³ãƒ—ãƒã‚»ã‚¹ã‚’äºˆæœŸã�›ã�šå†�èµ·å‹•ã�•ã�›ã€�ã‚µãƒ¼ãƒ“ã‚¹å¦¨å®³(DoS)çŠ¶æ…‹ã‚’å¼•ã��èµ·ã�“ã�™å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã�“ã�®è„†å¼±æ€§ã�¯ã€�æ”»æ’ƒã�Œæ¤œå‡ºã�•ã‚Œã�¦å¯¾å‡¦ã�•ã‚Œã�Ÿã�¨ã��ã�«system

login block-

forã‚³ãƒžãƒ³ãƒ‰ã‚’å®Ÿè£…ã�™ã‚‹éš›ã�®è«–ç�†ã‚¨ãƒ©ãƒ¼ã�«èµ·å› ã�—ã�¾ã�™ã€‚æ”»æ’ƒè€…ã�¯ã€�è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å¯¾ã�—ã�¦ãƒ–ãƒ«ãƒ¼ãƒˆãƒ•ã‚©ãƒ¼ã‚¹ãƒã‚°ã‚¤ãƒ³æ”»æ’ƒã‚’å®Ÿè¡Œã�™ã‚‹ã�“ã�¨ã�«ã‚ˆã‚Šã€�ã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�«æˆ�åŠŸã�™ã‚‹ã�¨ã€�æ”»æ’ƒè€…ã�¯ãƒã‚°ã‚¤ãƒ³ãƒ—ãƒã‚»ã‚¹ã‚’ãƒªãƒãƒ¼ãƒ‰ã�•ã�›ã€�è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�¸ã�®èª�è¨¼ä¸ã�«é�…å»¶ã‚’å¼•ã��èµ·ã�“ã�™å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³ã�¯ã�“ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã‚ˆã‚Šç¢ºèª�ã�§ã��ã�¾ã�™ã€‚ 
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-nxos-login-

blockfor-RwjGVEcu

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�2021 å¹´ 8 æœˆã�«å…¬é–‹ã�•ã‚Œã�Ÿ Cisco FXOS 
ã�Šã‚ˆã�³ NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒª 
ãƒ�ãƒ³ãƒ‰ãƒ«ã�®ä¸€éƒ¨ã�§ã�™ã€‚ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®å®Œå…¨ã�ªãƒªã‚¹ãƒˆã�¨ã��ã�®ãƒªãƒ³ã‚¯ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€ŽCisco

Event Response: August 2021 Cisco FXOS and NX-OS Software Security Advisory Bundled 

Publicationã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

è©²å½“è£½å“�

è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�

ã�“ã�®è„†å¼±æ€§ã�®å…¬é–‹æ™‚ç‚¹ã�§ã€�Cisco NX-

Medium
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-nxos-

login-blockfor-RwjGVEcu

åˆ�å…¬é–‹æ—¥ : 2021-08-25 16:00

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.0 : Final

CVSSã‚¹ã‚³ã‚¢ : 5.3

å›žé�¿ç– : No workarounds available

Cisco ãƒ�ã‚° ID : CSCuz49095 CSCvx74585 

CSCvw45963

CVE-2021-

1590

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-nxos-login-blockfor-RwjGVEcu
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http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz49095
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx74585
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw45963
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1590
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1590


OSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹ãƒªãƒªãƒ¼ã‚¹ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã�¦ã€�system

login block-for 

CLIã‚³ãƒžãƒ³ãƒ‰ã�Œè¨å®šã�•ã‚Œã�¦ã�„ã‚‹æ¬¡ã�®ã‚·ã‚¹ã‚³è£½å“�ã�«å½±éŸ¿ã‚’ä¸Žã�ˆã�¾ã�—ã�Ÿã€‚

MDS 9000ã‚·ãƒªãƒ¼ã‚ºãƒžãƒ«ãƒ�ãƒ¬ã‚¤ãƒ¤ã‚¹ã‚¤ãƒƒãƒ�(CSCuz49095)•

Nexus 3000ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�(CSCuz49095)•

Nexus 5500ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã‚¹ã‚¤ãƒƒãƒ�(CSCvw45963)•

Nexus 5600ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã‚¹ã‚¤ãƒƒãƒ�(CSCvw45963)•

Nexus 6000ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�(CSCvw45963)•

Nexus 7000ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�(CSCuz49095)•

ã‚¹ã‚¿ãƒ³ãƒ‰ã‚¢ãƒãƒ³NX-OSãƒ¢ãƒ¼ãƒ‰ã�®Nexus 
9000ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�(CSCuz49095)

•

UCS 6200ã‚·ãƒªãƒ¼ã‚ºãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ(CSCvx74585)•

UCS 6300ã‚·ãƒªãƒ¼ã‚ºãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ(CSCvx74585)•

system login block-

forã‚³ãƒžãƒ³ãƒ‰ã�¯ã€�ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�§ã�¯ç„¡åŠ¹ã�«ã�ªã�£ã�¦ã�„ã�¾ã�™ã€‚

æ³¨ï¼šä¸€éƒ¨ã�®Cisco NX-
OSãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã�¨æ–°ã�—ã�„ã‚³ãƒ¼ãƒ‰ãƒˆãƒ¬ã‚¤ãƒ³ã�§ã�¯ã€�login 

block-for modeã‚³ãƒžãƒ³ãƒ‰ã�®å��å‰�ã�Œsystem login block-

forã�«å¤‰æ›´ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚å…¬é–‹æ™‚ç‚¹ã�§ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã�¯ä¸¡æ–¹ã�®å½¢å¼�ã�®ã‚³ãƒžãƒ³ãƒ‰ã�«é�©ç”¨ã�•ã‚Œã�¦ã�„ã�¾ã�—ã�Ÿã€‚

è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹ Cisco 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚æœ€æ–°ã�‹ã�¤å®Œå…¨ã�ªæƒ…å ±ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®å†’é ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹ãƒ�ã‚°IDã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ãƒ‡ãƒ�ã‚¤ã‚¹è¨å®šã�®ç¢ºèª�

NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

è©²å½“ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œlogin block-forã�¾ã�Ÿã�¯system login block-for 

CLIã‚³ãƒžãƒ³ãƒ‰ã�§è¨å®šã�•ã‚Œã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�show

running-config | include block-

forã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚ã�“ã�®ã‚³ãƒžãƒ³ãƒ‰ã�‹ã‚‰å‡ºåŠ›ã�Œè¿”ã�•ã‚Œã�Ÿå ´å�ˆã€�ã��ã�®ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯è„†å¼±ã�§ã�‚ã‚‹ã�¨è¦‹ã�ªã�•ã‚Œã�¾ã�™ã€‚ä»¥ä¸‹ã�«ã€�show

running-config | include block-forã‚³ãƒžãƒ³ãƒ‰ã‚’å®Ÿè¡Œã�™ã‚‹ã�¨ã€�Cisco NX-
OSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�§system login block-

forã‚³ãƒžãƒ³ãƒ‰ã�Œè¨å®šã�•ã‚Œã�¾ã�™ã€‚

 

<#root>

nexus# 

show running-config | include block-for

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz49095
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz49095
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw45963
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw45963
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz49095
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz49095
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx74585
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx74585
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-nxos-ipv6-netstack-edXPGV7K#fs
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-nxos-ipv6-netstack-edXPGV7K#fs


 
system login block-for 30 attempts 20 within 120

 

UCS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

UCS 

6200ã‚·ãƒªãƒ¼ã‚ºã�¾ã�Ÿã�¯6300ã‚·ãƒªãƒ¼ã‚ºãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆã�Œãƒã‚°ã‚¤ãƒ³è¦�æ±‚ã‚’ãƒ–ãƒãƒƒã‚¯ã�™ã‚‹ã‚ˆã�†ã�«è¨å®šã�•ã‚Œã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�Cisco
UCS Manager Web UIã‚’ä½¿ç”¨ã�—ã�¦æ¬¡ã�®æ‰‹é †ã‚’å®Ÿè¡Œã�—ã�¾ã�™ã€‚

ãƒŠãƒ“ã‚²ãƒ¼ã‚·ãƒ§ãƒ³ ãƒšã‚¤ãƒ³ã�«ç§»å‹•ã�—ã€�Admin 

ã‚’ã‚¯ãƒªãƒƒã‚¯ã�—ã�¾ã�™ã€‚
1. 

[Expand All] > [User Management] > [User Services] > [Login Profile] 

ã‚’é�¸æŠžã�—ã�¾ã�™ã€‚
2. 

Workãƒšã‚¤ãƒ³ã�«ç§»å‹•ã�—ã€�Admin 

Stateãƒ•ã‚£ãƒ¼ãƒ«ãƒ‰ã�®Enableã‚ªãƒ—ã‚·ãƒ§ãƒ³ãƒœã‚¿ãƒ³ã�®è¨å®šã‚’ç¢ºèª�ã�—ã�¾ã�™ã€‚Enableã‚ªãƒ—ã‚·ãƒ§ãƒ³ãƒœã‚¿ãƒ³ã�Œé�¸æŠžã�•ã‚Œã�¦ã�„ã‚‹å ´å�ˆã€�ã��ã�®ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯è„†å¼±ã�§ã�‚ã‚‹ã�¨è¦‹ã�ªã�•ã‚Œã�¾ã�™ã€‚
3. 

ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�§ã�¯ã€�ãƒã‚°ã‚¤ãƒ³ãƒ—ãƒãƒ•ã‚¡ã‚¤ãƒ«ã�®è¨å®šã�¯ç„¡åŠ¹ã�«ã�ªã�£ã�¦ã�„ã�¾ã�™ã€‚

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è£½å“�ã�®ã�¿ã�Œã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�“ã�¨ã�Œåˆ†ã�‹ã�£ã�¦ã�„ã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã�Œä»¥ä¸‹ã�®ã‚·ã‚¹ã‚³è£½å“�ã�«ã�¯å½±éŸ¿ã‚’ä¸Žã�ˆã�ªã�„ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�—ã�Ÿã€‚

Firepower 1000 ã‚·ãƒªãƒ¼ã‚º•

Firepower 2100 ã‚·ãƒªãƒ¼ã‚º•

Firepower 4100 ã‚·ãƒªãƒ¼ã‚º•

Firepower 9300 ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹•

VMware vSphere å�‘ã�‘ Nexus 1000 Virtual Edge•

Nexus 1000V Switch for Microsoft Hyper-V•

Nexus 1000V Switch for VMware vSphere•

Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¹ã‚¤ãƒƒãƒ�ï¼ˆã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ 
ã‚»ãƒ³ãƒˆãƒªãƒƒã‚¯ ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ï¼ˆACIï¼‰ãƒ¢ãƒ¼ãƒ‰ï¼‰

•

UCS 6400 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ•

è©³ç´°

system login block-

foræ©Ÿèƒ½ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�¸ã�®ãƒ–ãƒ«ãƒ¼ãƒˆãƒ•ã‚©ãƒ¼ã‚¹ãƒã‚°ã‚¤ãƒ³æ”»æ’ƒã‚’æ¤œå‡ºã�—ã�¦é˜²å¾¡ã�§ã��ã�¾ã�™ã€‚system

login block-forã‚³ãƒžãƒ³ãƒ‰ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€ŽCisco Nexus 
9000ã‚·ãƒªãƒ¼ã‚ºNX-
OSã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ã‚¬ã‚¤ãƒ‰ã€�ãƒªãƒªãƒ¼ã‚¹9.3(x)ã€�ã�®ã€ŒAAAã�®è¨å®šã€�ã�®ç« ã�®ã€Œãƒã‚°ã‚¤ãƒ³ãƒ‘ãƒ©ãƒ¡ãƒ¼ã‚¿ã�®è¨å®šã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x_chapter_011.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x_chapter_011.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x_chapter_011.html#task_794D196F3DD7430E93F14D9EEC7DE44B
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x_chapter_011.html#task_794D196F3DD7430E93F14D9EEC7DE44B


ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ä¾µå®³ã�®ç—•è·¡

ã�“ã�®è„†å¼±æ€§ã�Œä¸�æ£åˆ©ç”¨ã�•ã‚Œã‚‹ã�¨ã€�èª�è¨¼ã€�èª�å�¯ã€�ã�Šã‚ˆã�³ã‚¢ã‚«ã‚¦ãƒ³ãƒ†ã‚£ãƒ³ã‚°(AAA)ãƒ‡ãƒ¼ãƒ¢ãƒ³ãƒ—ãƒã‚»ã‚¹ã�Œã‚¯ãƒ©ãƒƒã‚·ãƒ¥ã�—ã€�æ¬¡ã�®ã‚ˆã�†ã�ªã‚¨ãƒ©ãƒ¼ãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã�Œç”Ÿæˆ�ã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

 

%SYSMGR-2-SERVICE_CRASHED: Service "AAA Daemon" (PID 22769) hasn't caught signal 11 (core will be saved).

 

ã�“ã�®ã‚¨ãƒ©ãƒ¼ãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã�«ã�¯ã€�è¤‡æ•°ã�®åŽŸå› ã�Œè€ƒã�ˆã‚‰ã‚Œã�¾ã�™ã€‚ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ã�“ã�®ãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã�Œè¡¨ç¤ºã�•ã‚Œã�Ÿã�Šå®¢æ§˜ã�«ã�¤ã�„ã�¦ã�¯ã€�ã‚µãƒ�ãƒ¼ãƒˆçµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ã€�ã��ã‚Œã�Œã�“ã�®è„†å¼±æ€§ã�®ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�«ã‚ˆã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ä¾µå®³ã‚’ç¤ºã�—ã�¦ã�„ã‚‹ã�®ã�‹ã�©ã�†ã�‹ã‚’åˆ¤æ–ã�—ã�¦ã‚‚ã‚‰ã�†ã�“ã�¨ã‚’ã�Šå‹§ã‚�ã�—ã�¾ã�™ã€‚

å›žé�¿ç–

ã�“ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ã�“ã�®ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯ã€�system login block-

forã‚³ãƒžãƒ³ãƒ‰ã�Œè¨å®šã�•ã‚Œã€�æ½œåœ¨çš„ã�ªDoSæ”»æ’ƒã�Œæ¤œå‡ºã�•ã‚Œã�Ÿå ´å�ˆã�«ã�®ã�¿è„†å¼±ã�§ã�™ã€‚no

[system] login block-for seconds attempts within 

secondsã‚’ä½¿ç”¨ã�—ã�¦ã�“ã�®ã‚³ãƒžãƒ³ãƒ‰ã‚’å‰Šé™¤ã�™ã‚‹ã�¨ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯è„†å¼±ã�§ã�¯ã�ªã��ã�ªã‚Šã�¾ã�™ã€‚

ã�Ÿã� ã�—ã€�system login block-

forè¨å®šã‚’å‰Šé™¤ã�™ã‚‹ã�¨ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ãƒ�ã‚¹ãƒ�ãƒ£ã�Œå¼±ã��ã�ªã‚Šã�¾ã�™ã€‚è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€ŽCisco
Nexus 9000ã‚·ãƒªãƒ¼ã‚ºNX-
OSã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ã‚¬ã‚¤ãƒ‰ã€�ãƒªãƒªãƒ¼ã‚¹9.3(x)ã€�ã�®ã€ŒAAAã�®è¨å®šã€�ã�®ç« ã�®ã€Œãƒã‚°ã‚¤ãƒ³ãƒ‘ãƒ©ãƒ¡ãƒ¼ã‚¿ã�®è¨å®šã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�“ã�®ç·©å’Œç–ã�¯å°Žå…¥ã�•ã‚Œã�¦ã�Šã‚Šã€�ãƒ†ã‚¹ãƒˆç’°å¢ƒã�§ã�¯å®Ÿè¨¼æ¸ˆã�¿ã�§ã�™ã�Œã€�ã�Šå®¢æ§˜ã�¯ã€�ã�”ä½¿ç”¨ã�®ç’°å¢ƒã�Šã‚ˆã�³ä½¿ç”¨æ�¡ä»¶ã�«ã�Šã�„ã�¦é�©ç”¨æ€§ã�¨æœ‰åŠ¹æ€§ã‚’åˆ¤æ–ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�¾ã�Ÿã€�å°Žå…¥ã�•ã‚Œã�¦ã�„ã‚‹å›žé�¿ç–ã�¾ã�Ÿã�¯ç·©å’Œç–ã�Œã€�ã�Šå®¢æ§˜å›ºæœ‰ã�®å°Žå…¥ã‚·ãƒŠãƒªã‚ªã�Šã‚ˆã�³åˆ¶é™�ã�«åŸºã�¥ã�„ã�¦ã€�ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�®æ©Ÿèƒ½ã‚„ãƒ‘ãƒ•ã‚©ãƒ¼ãƒžãƒ³ã‚¹ã�«æ‚ªå½±éŸ¿ã‚’å�Šã�¼ã�™å�¯èƒ½æ€§ã�Œã�‚ã‚‹ã�“ã�¨ã�«æ³¨æ„�ã�—ã�¦ã��ã� ã�•ã�„ã€‚å›žé�¿ç–ã‚„ç·©å’Œç–ã�¯ã€�ã�”ä½¿ç”¨ã�®ç’°å¢ƒã�¸ã�®é�©ç”¨æ€§ã�¨ç’°å¢ƒã�¸ã�®å½±éŸ¿ã‚’è©•ä¾¡ã�—ã�Ÿå¾Œã�§å°Žå…¥ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€�ã‚·ã‚¹ã‚³ 

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒª 
ãƒšãƒ¼ã‚¸ã�§å…¥æ‰‹ã�§ã��ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å®šæœŸçš„ã�«å�‚ç…§ã�—ã�¦ã€�ä¾µå®³ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�¨ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ä¸€å¼�ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã�Šå®¢æ§˜ã�Œ Cisco NX-OS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®è„†å¼±æ€§ã�«ã‚ˆã‚‹ä¾µå®³ã�®å�¯èƒ½æ€§ã‚’åˆ¤æ–ã�§ã��ã‚‹ã‚ˆã�†ã€�ã‚·ã‚¹ã‚³ã�§ã�¯
Cisco Software Checker 

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x_chapter_011.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x_chapter_011.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x_chapter_011.html#task_794D196F3DD7430E93F14D9EEC7DE44B
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x_chapter_011.html#task_794D196F3DD7430E93F14D9EEC7DE44B
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x


ã‚’æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚ã�“ã�®ãƒ„ãƒ¼ãƒ«ã�«ã‚ˆã‚Šã€�ç‰¹å®šã�® 
Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�«è©²å½“ã�™ã‚‹ã‚·ã‚¹ã‚³ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã€�ã�Šã‚ˆã�³å�„ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§èª¬æ˜Žã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�Œä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼ˆã€ŒFirst
Fixedã€�ï¼‰ã‚’ç‰¹å®šã�§ã��ã�¾ã�™ã€‚ã�¾ã�Ÿè©²å½“ã�™ã‚‹å ´å�ˆã€�ã��ã�®ãƒªãƒªãƒ¼ã‚¹ã�«é–¢ã�™ã‚‹ã�™ã�¹ã�¦ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è„†å¼±æ€§ã�Œä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼ˆã€ŒCombined
First Fixedã€�ï¼‰ã‚’ç‰¹å®šã�§ã��ã�¾ã�™ã€‚

ã�Šå®¢æ§˜ã�¯ã€�Cisco Software Checker 

ã‚’ä½¿ç”¨ã�—ã�¦æ¬¡ã�®æ–¹æ³•ã�§ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’æ¤œç´¢ã�§ã��ã�¾ã�™ã€‚

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã€�ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã€�ã�Šã‚ˆã�³ 1 
ã�¤ä»¥ä¸Šã�®ãƒªãƒªãƒ¼ã‚¹ã‚’é�¸æŠžã�™ã‚‹

•

ç‰¹å®šã�®ãƒªãƒªãƒ¼ã‚¹ã�®ãƒªã‚¹ãƒˆã‚’å�«ã‚€ .txt 
ãƒ•ã‚¡ã‚¤ãƒ«ã‚’ã‚¢ãƒƒãƒ—ãƒãƒ¼ãƒ‰ã�™ã‚‹

•

show version ã‚³ãƒžãƒ³ãƒ‰ã�®å‡ºåŠ›ã‚’å…¥åŠ›ã�™ã‚‹•

æ¤œç´¢ã‚’é–‹å§‹ã�—ã�Ÿå¾Œã�§ã€�ã�™ã�¹ã�¦ã�®ã‚·ã‚¹ã‚³ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¾ã�Ÿã�¯ 1 
ã�¤ä»¥ä¸Šã�®ç‰¹å®šã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�Œå�«ã�¾ã‚Œã‚‹ã‚ˆã�†ã�«æ¤œç´¢ã‚’ã‚«ã‚¹ã‚¿ãƒžã‚¤ã‚ºã�§ã��ã�¾ã�™ã€‚

ã�¾ã�Ÿã€�æ¬¡ã�®ãƒ•ã‚©ãƒ¼ãƒ ã‚’ä½¿ç”¨ã�—ã�¦ã€�Cisco NX-OS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�¨ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã‚’é�¸æŠžã€�ã�Šã‚ˆã�³ãƒªãƒªãƒ¼ã‚¹ã‚’å…¥åŠ›ã�™ã‚‹ã�“ã�¨ã�§ï¼ˆä¾‹ï¼šCisco
Nexus 3000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�ã�® 7.0(3)I7(5) ã€�ACI ãƒ¢ãƒ¼ãƒ‰ã�® Cisco NX-OS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�® 14.0(1h)ï¼‰ã€�ã‚·ã‚¹ã‚³ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®å¯¾è±¡ã�¨ã�ªã‚‹ãƒªãƒªãƒ¼ã‚¹ã�§ã�‚ã‚‹ã�‹ã‚’åˆ¤æ–ã�™ã‚‹ã�“ã�¨ã‚‚ã�§ã��ã�¾ã�™ã€‚

Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢  

MDS 9000 ã‚·ãƒªãƒ¼ã‚º ãƒžãƒ«ãƒ�ãƒ¬ã‚¤ãƒ¤ ã‚¹ã‚¤ãƒƒãƒ�

Enter Version   Check

ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�§ã�¯ã€�Cisco Software Checker ã�®çµ�æžœã�«ã�¯ã€�Security Impact 
Ratingï¼ˆSIRï¼‰ã�Œã€Œé‡�å¤§ã€�ã�¾ã�Ÿã�¯ã€Œé«˜ã€�ã�®è„†å¼±æ€§ã� ã�‘ã�Œå�«ã�¾ã‚Œã�¾ã�™ã€‚ã€Œä¸é–“ã€�ã�®
SIR è„†å¼±æ€§ã�®çµ�æžœã‚’å�«ã‚�ã‚‹ã�«ã�¯ã€�Cisco Software Checker 
ã‚’ä½¿ç”¨ã�—ã�¦ã€�æ¤œç´¢ã‚’ã‚«ã‚¹ã‚¿ãƒžã‚¤ã‚ºã�™ã‚‹ã�¨ã��ã�« 
[å½±éŸ¿ã�®è©•ä¾¡ï¼ˆImpact Ratingï¼‰] ãƒ‰ãƒãƒƒãƒ—ãƒ€ã‚¦ãƒ³ãƒªã‚¹ãƒˆã�® 
[ä¸é–“ï¼ˆMediumï¼‰] ãƒ�ã‚§ãƒƒã‚¯ãƒœãƒƒã‚¯ã‚¹ã‚’ã‚ªãƒ³ã�«ã�—ã�¾ã�™ã€‚

Cisco UCS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ç™ºè¡Œæ™‚ç‚¹ã�§ã�¯ã€�æ¬¡ã�®è¡¨ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹ãƒªãƒªãƒ¼ã‚¹æƒ…å ±ã�¯æ£ç¢ºã�§ã�—ã�Ÿã€‚æœ€ã‚‚å®Œå…¨ã�§æœ€æ–°ã�®æƒ…å ±ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¸Šéƒ¨ã�«ã�‚ã‚‹ãƒ�ã‚°
ID ã�®è©³ç´°ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x


å·¦ã�®åˆ—ã�¯ã‚·ã‚¹ã‚³ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã‚’ç¤ºã�—ã€�å�³ã�®åˆ—ã�¯ãƒªãƒªãƒ¼ã‚¹ã�Œã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�Ÿè„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�‹ã�©ã�†ã�‹ã€�ã�Šã‚ˆã�³ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ä¿®æ£ã‚’å�«ã‚€ãƒªãƒªãƒ¼ã‚¹ã‚’ç¤ºã�—ã�¾ã�™ã€‚

UCS 

6200ã�Šã‚ˆã�³6300ã‚·ãƒªãƒ¼ã‚ºãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ:CSCvx74585

Cisco UCS 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹
ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹æœ€åˆ�ã�®ä¿®æ£ãƒªãƒªãƒ¼ã‚¹

4.0 ã‚ˆã‚Šå‰� ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œã€‚

4.0 4.0(4m)

4.1 4.1(3d)

4.2 è„†å¼±æ€§ã�ªã�—

 

ã��ã�®ä»–ã�®ãƒªã‚½ãƒ¼ã‚¹

Cisco Nexus ã‚¹ã‚¤ãƒƒãƒ�ã�«æœ€é�©ã�ª Cisco NX-OS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�®æ±ºå®šã�«éš›ã�—ã�¦ã‚µãƒ�ãƒ¼ãƒˆã�Œå¿…è¦�ã�ªå ´å�ˆã�¯ã€�ä»¥ä¸‹ã�®æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹ã�«é–¢ã�™ã‚‹ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§ã‚ˆã‚Šæ–°ã�—ã�„ãƒªãƒªãƒ¼ã‚¹ã�ŒæŽ¨å¥¨ã�•ã‚Œã�¦ã�„ã‚‹å ´å�ˆã�¯ã€�ã��ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã‚¬ã‚¤ãƒ€ãƒ³ã‚¹ã�«å¾“ã�†ã�“ã�¨ã‚’ã�Šå‹§ã‚�ã�—ã�¾ã�™ã€‚

Cisco MDS ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ� 

Vmware ã‚¹ã‚¤ãƒƒãƒ�å�‘ã�‘ Cisco Nexus 1000V 

Cisco Nexus 3000 Series Switches 

Cisco Nexus 5500 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ� 

Cisco Nexus 5600 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã‚¹ã‚¤ãƒƒãƒ� 

Cisco Nexus 6000 Series Switches 
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


