Cisco Nexus
00004, -Af2af .4, °af 8, |Af—Af%Af fa, 5, 14 vaf fAf @3 €C
&, ¢af%oaf € a,na, flaFraFlD : cisco-sa-naci- CVE-2021-

M ediunfravul-vrkVgNU 1584
& @a...~é-c«e—Y¥ : 2021-08-25 16:00

df @afa, afsasf 1.0 : Find
CVS&4,14,%4,¢: 6.0

&76€¢¢- : No workarounds available
Cisco af @a,° ID : CSCvy05012

Yoo &5 «d, aef..a ta@ A€Hte?7a9«a, 3,<aZYR-13OPEQZA...~a11 A ¢
Al

o, €19

5, CAf—afe8, +Af V4, -Af SAf28 »afAf A5 4, 3 0AfAf -8 OF 8 4 O3, &f @ AFE(ACI)AF¢ 5f 1453 %03©®Cisco

Nexus
900043, 8f*af143,°3f+3,|f-3aff3,”5,'8,0affaf @ 3@ ®e,T81h+2€83 9«3, 5,55€ Q2@ " 133, EIQYAS

59" 3Q®e,1a%+2E85Q FEQ %0 AR3IQ®CLIE >af753 %03 @B®ARYe|(ES 3@ «d NE™ Qi@ TS, QI
8,-8153%6¢ J@"'a@®e,Tal+txe€si@«ad 3at|a@™a,3,%afaf"3,|4,83,¢Ca, caffaf—aftasfnasa, afearasy

é@“é@@é,Céf%oéJ‘@é,ﬂé,ﬂéfaé0_é€éaeﬂié0®éfa§f3é,_é,“é,§c;¢°éaéé0§50050%€1Q""é€,
https://toals.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-naci-mdvul -viKVgNU

39"3Q®3,Caf%0af 3,03, 9339 3€€20213" 80" 3@ ®Cisco FXOS3€53,"5€>NX-

0S3,1,3f+3°4, ' 4,83,¢3,»8,aF¥afaf15,£3,Caf%oaf @ 3,08, 5 af @33 af%0af«3... 63 QB3 €4f 5985 @
FXOS3€53,"3@>NX-

0S3,1baf-af"4,'4,85,¢8,»8,4f¥5faf 14 £4,Caf%0af @4,08, Q4 3f @ AF3 8 %0af«d...~é-<3E,

e©23Y4" efvd" €@
&, AVt aE83@®a@,a,«e£%-3" @
5@ "a@®e,Ta%+r€83€@ €@ Cisco NX-
0S4, Ya8f+af "4, 8,84, 3@ ®e,13%+r€83QRIQ,5,<3Fafaf 13,3, aRYe|E5 @ —3€@aftaf+3,05f«af e”
Nexus
90003, -5F5f13,°55+3,/af-3F°45F3,”3, 3, naffaf @ 5@ «315+6Y, 5,4, 759 59 %I Q—3 @Y€,


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-naci-mdvul-vrKVgNU
https://tools.cisco.com/security/center/viewErp.x?alertId=ERP-74640
https://tools.cisco.com/security/center/viewErp.x?alertId=ERP-74640
https://tools.cisco.com/security/center/viewErp.x?alertId=ERP-74640
https://tools.cisco.com/security/center/viewErp.x?alertId=ERP-74640
https://tools.cisco.com/security/center/viewErp.x?alertId=ERP-74640
https://tools.cisco.com/security/center/viewErp.x?alertId=ERP-74640
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy05012
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1584
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1584

8, TaVraec85@ Ea"ace " 3@ ™3 < Cisco
a,%af-af"3,|a,83,¢cafafaf1a, ' a@«i9rie,i@ 3@ QI 'aQP®3,Caf%af¢a,na N3 3QRAEES

&, TaYrac€8s, 49 «a,"89839,39%36,30"30 3G ECC* QIO 3, EIHYELLI"O

3O '3P®3,Caf%oaf@a,na a3 Q®e, 18/ +at8aQ R Q,8,<ef13"Q8,»8, 4, 8f83F° 3@« "e1%od@ 4

54,14, €039 3008, 15%trE55QEir¥i dQ®E, 3,303 "QP39«3Q 31216Y;3,4 759 54

» Firepower 1000 &, -af%afvaa,°

» Firepower 2100 &, -af%afvaa,°

» Firepower 4100 &, -af%afvaa,°

 Firepower 9300 &, »8, af ¥af2af ta £ 4 ¢af—af o4, oa, ¢af34*

« MDS 9000 3, -3f%5fv.4,° af 28f «af @af-a,nafa 3,'3,naffaf @
« VMware vSphere 3@'a€' Nexus 1000 Virtual Edge

* Nexus 1000V Switch for Microsoft Hyper-V

» Nexus 1000V Switch for VMware vSphere

« Nexus 3000 3 -Af°&f Y44, ° 4,15, 04f fAf ©

« Nexus 5500 &f—Aaf©Af faf"af+3 OAfVAf &4 caffaf€

« Nexus 5600 &f—&fOAf fAf af+& OAfVAf 54 caffaf &

« Nexus 6000 3, -af%fY.4,° 5,14, oaf faf @

« Nexus 7000 3 -Af*&f Y4, ° 4,14, 0af fAf ©

. 518 ¢AfOE %03 CAfAFS NX-OS &f CAf V[ %3 ® Nexus 9000 3,-3f°5%3,° 3,'5,n3Ff5f &
 UCS 6200 & -8f°afY.8,° &f 8, jaf-afaf fa,~ & oafa Afva,af@a, af”

« UCS 6300 & -afafY.8,° &f <, jaf-afaf fa, & oafa Afva,%af @a, af

 UCS 6400 & -8f°afY.8,° af <8, jaf-afeaf fa, & oafa Afva,af@a, af”

76 éC-

5O "3Q®e,T81+2€839«d %3t AO™ D 76Q-3Q 3€,5,550%3>3,"3€,
a,®afxa@¢a,2afaf " q,,4,8a,¢

5 VAAf+Af 4 1A 53 CA0 ®3F, CAFfaf—a, *af-af1haf%od, @uced " 7a@™MI EHI Qa0 FEGL A 1A
8 »8 af¥afeafta £ & ¢af %oaf @a,»a,9af

535143, 584, Y%A @8I @3,<3, 3,3, 158" @B, Caf%0af @3, 15,553, a®520eYCS, 39 «39.C
5,:3F3f ¥4, 5555 €4% 98, (°° QIP—iQ 3O V3P 19°39,3€,

50,3953, F3Q®3 3@ 3, 3€@Q35,Caffaf—a,°af~af1haf%oa@™a,aftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance
Centeri%"TACi%%03, i @—3@ @3¢ AY'(,i@—ai@ | 50,,§,<~fi§f3§ﬁ'§f§§f3§,1é.f—éfo@é,Qéf€§f%§Qe


https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt

Cisco NX-OS & 4faf 4, 4, §3, ¢

5 Sa®Cx8 3@ Cisco NX-0S
a,%af-af"3,!38,83,Ca@®e,131%+2€85€«3,"3,<a%UAR’aQRIY ef/r0€83,d ne-3@83@ 43,3, 3@ T3€
Cisco Software Checker

5, 2QQPiNIiO—3Q 5, 30%IO™IE,IQ TYPAS,3fhAf«39«E, 3, SIEQ %' AR3FH®

Cisco NX-OS 3,%af+af"3, | 3,83, cafafafa,'a@«e©%*3%:"a@™a<3,3,'a,>
3,»3,3f¥afaf15,£3,Caf%03f 4,05, Y3 3€ @353, 398 €,5,Caf%oaf 3,13, 338872 7363, EA
Fixed3€@1%%08,'c%0'a®33 Q83 Q Q313 ™AE,

FQUIPYLOE"3QP™E 4@ QIO QIOBIFAIFIfE, 5P «b-CIP™IIO™MIP'3O | 5O B®A,CAf%0
First Fixed3€€1%4%03,'c%0'a®33 Q@83 Q@ Q3313 ™AE,

5@ SA®C 28" 3€ 3€€ Cisco Software Checker
8 80 30 —3€@ ' e-ii@®e-"23 3683, af%3f@ 3,035,955, erec tiQ8iQQIONIO™IE,

. & Y:Af-af 4 4 88 CAEQ@Af—AfOAffAf af3,0afaf A€ Q5953 5€° 1
3@ni»¥a SIQ®AFAFAfKA, S, 6@ 2S759™E ¢

.« ChlARSBO®AFAFEfE, aQ®EFE, af 5, 8 «E,€ txt
f+3,i8,08f«3,'8,CAffaf—afafhaf%oa ™3 <

« show version & 3f 2834 %.a@ ®31°85>3,'4.. ¥35>3€ ™4«

3,Caf%0af 3,13, 933 @%i@Yie 1
3@uir¥3 STQ®CY%0'a®3AQ®3,Caf%0af @3, 13, N5 5Q 3@ «a9%3,ES,A, 3@ Ta@«aeroec’ ¢4, d,«4, "3,

FOUIQOYIEQ R3O ®Ifa,0af %S a,a%i¢" a@—ae | a€@Cisco NX-OS

5,%,3f-3°4,' 5,83, 3@ "af—afOAffaf 3f-3,0af%af 3,6 € =5753€ 93953, 3951 515f143,"3,4.. ¥85>3€
Nexus 3000 &,-3f%af1%4,° &,'3,raffaf @3 ® 7.0(3)1 7(5) 2@ ACI a4F¢aF%aF%o0a€® Cisco NX-OS
a,%afaf"a,'3,83,¢39® 14.0(1h)i%%03€€4,-3,'a, a,»3,aF¥afafta,£

3,¢35%0af© 3,03, 9339 B3 %e+idQ " 3623,«afafafid,'a983€,3,<30<3,'3a" ne-3O ™I <3O 3O

Cisco NX-OS &Y:4f+af 4,4,84,¢

MDS 9000 &,-8f24[ V440 Af 24f «Af @af-3,0afu 3,3, 03ff3f@

Check

af taf -5 Oaf«af 483 € a€€@Cisco Software Checker 3@ ®cU@xr70ed @ «3€@ €@ Security Impact
Ratingi% SIRi%%03 @ EI€Fé1 @a183€QIQUIQOYIQ IETECICQIQOP®E, T3%+2€83@ 3Q'FQO T«
GEEL 63 QIQ® SIR ¢,Ta1+e€83Q@RCUQPRZeE,' 3«3, 94,39 «3€@ a€@Cisco Software

Checker &,/a%;¢" " a@—a@ | 3€@rr0e¢’ €3, '3,«3,"3,,3f73,08,°3@™3,«3 @ Q@ IV«
[37:+6Y: 3@ ®2©+a%;i% Impact Ratingi%%o] af%.afaf faf—Aaf€3, Af°af4, 'af 5@ ®



https://tools.cisco.com/security/center/softwarechecker.x
https://tools.cisco.com/security/center/softwarechecker.x
https://tools.cisco.com/security/center/softwarechecker.x
https://tools.cisco.com/security/center/softwarechecker.x
https://tools.cisco.com/security/center/softwarechecker.x
https://tools.cisco.com/security/center/softwarechecker.x

[4,6-"T%"Mediumi'a%eo)] &f €3,83ffa, afcedffs, 3,'a,a,"af’a@«a@—a9%aQ™aE,
QO OaHPBI»-aOB®AS A, 2af%a,’

Cisco Nexus 4,18, naf faf @ d @ «e0e€é @ ©a@? Cisco NX-OS
a,%.af-af"3,|a,83,cafafaf1a, ' a@®xe+°aR3I@«€539—a@ | 3,paf@afhif a@Ea;...e | @33 3@"a
3,Caf%0af€3,03,935€83,"5,Se-"a9—a€,5faf5f %3, 5@ Exl 3Y 3643, E3€ 13€,3,<d 2@ 3@

Cisco MDS &, -af%fv.8.° 8 14 caf faf &

Vmware 4,4 caf faf @a€'a€’' Cisco Nexus 1000V

Cisco Nexus 3000 Series Switches

Cisco Nexus 5500 af—af©af faf"af-a ©afv.af a'acaffaf€e

Cisco Nexus 5600 &f—af©af faf &f 8 ©afv.af 8 '8 caf faf €

Cisco Nexus 6000 Series Switches

Cisco Nexus 7000 Series Switches

Cisco Nexus 9000 Series Switches

ACI &f¢CafYaf%.a€@® Cisco Nexus 9000 §,-3f25f143,° 4,'3,03ffaf €

Cisco UCS
8 Y58f+8f "3, |5, 88, Ca@«r e QO @ afafiafg, d, e’ Qa9 ™a,«a@«a@ ac@affafea na,'a@®afras

3, @RrEA"OC" " a%a%<aQ "a...~ava@c™Mog;”

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p d€@ee-a,caf%oaf@a,nd affa@«e "e%%od @3, E3Q | 3@,8,¢,TaV%tr€85€¢

&198...
5, 4,14,%@ €QIQ"IO®, 13%+2€85,8 +3'559—3€ 5€,30Y3€ 36,39 YAdrien
Petera€@Pierre MiIionié€0§0§é,‘5035ynacktivé@@CIement
Amici@«x,Ye-939,iQYi0—30%3I9™IE,

URL

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/ci sco-sa-naci-mdvul -viKV gN U

o 1, kYo

af@afna, 3F5a S YA 8,»3, 3, -Af 83| 4 1af taf VA, ¢A L Yoy~

1.0 L Q78..~6-EFEfEfnE, | & S0 L%0” 20218 8aas 256—¥



https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/b_MDS_NX-OS_Recommended_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/b_MDS_NX-OS_Recommended_Releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_3000_Series_Switches.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5500/sw/release/recommended_releases/n5500_recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5500/sw/release/recommended_releases/n5500_recommended_nx-os_releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5600/sw/release/recommended_releases/n5600_recommended_nx-os_releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5600/sw/release/recommended_releases/n5600_recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus6000/sw/release/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_9000_Series_Switches.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-naci-mdvul-vrKVgNU

a'0¢" ele¢,,

aae-3, CAf %ol 3,73, 559 ¢, [8: 08 %IO®3,IOPIQ 190—i0 i9 29PPINIO—ie 555 55
ee-d,Caf%0af 3,05, 95 3@®af...8 +t39S53, 3@ a3, 3@ a1 (" FQ«E-CIQP™F @2 IPBA £
FQNIOYI€O9S, 3,336 20e-df%0d,af¥af;afPaf A ®AT...a@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
ae-4, Caf %oaf € 3,03, 933 @®e " "€;°at...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL

3,/ CRQPCYIQ—ICQPIQ «-IPB®E»(2Y%0d,, 2,0 33, 2-1LIQP—3QYE 49 FE€PI ' (nUIYP TR
33O ®af%0a,af¥afiafPaf d@®axf...d +ta@ 3€@4,3,'3,°eL£13"QAQP®A, afaf%0af| 3f143,93,'3 3461



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



