Cisco IOSBE L V'IOS XEY 7 MU T 7 MDLink
Layer Discovery ProtocollZ & (T2 DoSHE 55 14

T RINA 1) —ID : cisco-sa-lldp-dos- CVE-2021-
Med|u BnuHS|T 34703

736 B : 2021-09-22 16:00

/N\—>321.0: Final

CVSSA7 :6.8

[E138 %K : No workarounds available

Cisco /N7 ID : CSCvwv12527

BARBC LB EHE. RBCLDRLOFAREBRTSY . KERLEOMTH
BOMEBT 52 BRI, RERXSBELET,

BE

Cisco IOSY 7 R I 7 #H K UCisco I0S XEY 7 h"J T 7 MLink Layer Discovery
Protocol(LLDP)X Y £2—2 /)N—H —DEEHICK Y, REENZETF/NAAD)O—REZS| &
L., TORBRY—ERABE(DoS)REN RETD AN BV ET,

CORBEERE. NY 77 OFENENBLICEALET, REER, ROVThADEETIO
fesStE 2 R ERIR T2 ABEMEA B KT,

« WEAETNIEVE—NOBREERK, FNAANBEOREIZHDHIC., CLIELIESNMPO W
ITNAZENUTLLDPRAN—FT—T T VAT HAEMEN B ET,

« BTN TOBVBETIREERF., BEDLLDP7L—AZRY RD—JICEAL, FN
AANEBEETERITFNAAEZEBTDEY RD—IVEEBS AT ANMS)ACLIE = F
SNMPEN L TF/NA ADLLDPRAN—FT—T I EWMB T2 N2 SIS & T, LLDPX
AN—FT—T N EHEITHAEENIHYET,

« SNMPOSRAEIWERILF YIRS, TN/ ACLICK T 2HERHNIEV, RIEh
BT IRESEG, BEMDLLDP7L—AZXY RD—2I12AL, CLIFEKEIFSNMPEZH
TLLDPEZRAN—TFT—TIICTORATDEIZKY), LLDPRAN—F—T7 ) &2HIBT BT
BEMA BV ET,

IOA704RMNIENTRE, REERIZIETNARZIZY1E8, TOHBRTNAADY
O—RARETDAERMEAN DY XS,

JATDRCOMRBECHLTDIYTIRNIITFFTYTF—REVI)—ALTVET., CORBHEIC
MugREBREHKE A

COFTRNAFVE, ROV IRVEETERT,


http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:A/AC:L/PR:L/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv12527
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-34703
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-34703

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-lldp-dos-
sBnuHS|T

DT RINAHFUJIE, CiscolOSELPIOSXEV 7 NI ITFOEFIVFA T RINAFUNDR
LARD2021FIA V) —AD—ETT, PRNAFVEVIOO—BIZOVWTE, T

Cisco Event Response: September 2021 Semiannual Cisco 10S and 10S XE Software Security
Advisory Bundled Publicationy 2B L T EE W,

HUHR
Bt sH2HMm

NEABESTE., COMTEEMEF. CiscolOSELIRFIOSXEY 7 NI I T ORBENF FETDUL
—AZZETL., LLDPEEENBMICBE>TVWBR I AOAFNAAICHEREZX T L 1=,

Cisco IOSB LT’IOS XEV 7 R I I 7 Tld. LLDPHEERF T 7 AL N TEBICH>TVET,

FESSMEANEET S Cisco V7 RDITVI—RICOVTE., COT RNAHFUD MBEFHY
TRI9TT7, 923 aSBLTILSEEL,

TINA ARE DFERE

LLDPHEEN BRICE > TVWB A ES A ZHEFR T S IZIE. show running-config | include lidp
undN>Y REFNAADCLITETLET, ONV ROEINRENEFEES. TNAARZD
MESEENEEEZITET, ZOHNE., LLDPEENBVICZ >TVW RV E, BLTT/NA
AN COMBEHEOXEEZZITEVEZRLET,

X LLDPRRE Q¥ B (Eshow ldp AR RZFEALBVTLKEE W, COONY RZFERT
L, COTRNAYUTHATATVWRREMASIEREh, TNAADUO—RARE
TRAREMELNHYET,

feBtEEATVAVW S EfEFEEh-REA

COTRNAFUDOELEOHZREEIIVICEHENATVRIREOAKN ., COMEMD
HEEZ R EN DA 2TVET,

DA, CORBENIUTOAARRICEFELZSEZ BV EEZRABLEL L,

« IOSXRY7KhDITF
« Meraki @
« NX-OSVY7KhDIT

2] 38 2R

COMRBHICHLIZIEBEREHYEEA,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-lldp-dos-sBnuHSjT
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-lldp-dos-sBnuHSjT
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74581
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74581
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74581
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74581
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74581

BEZRYVTRNDIT

YIRIIFOFYTIL—KERHTHRICE. YR EFIUFA FRASFY R=IT
AFTEBVAIARBOT KA FUEEHNCSRLT, REEZHTRMLT Y ST L—
KYU1—2ay—RERBLTETL,

WIThDBEE, TYTIL—RIBZFNAALLTDBXFIN BB, BRTBREND/\—R
DITEVIRNIVITOBENFFRII—ATEIERMEELSHR—FhEThTWB ez +2(IC
BERLTSEETV, FBEARIZDVTI, Cisco Technical Assistance Center ( TAC ) £ L < (& 22
HUTLVBRXATFHFAZONA A —ICBBEVEDELSEE L,

CiscolOS BT IOSXEV 7 RNDIT

CiscolOS V7 RIJITHBRTIOSXEV IR VITORBHICLIDEZDOAREMEZHHTES
&5, AT Cisco Software Checker ZRMHL TWVWET, cOV—IICLY, HEDVY 7 b
DJIFVI—RCEZETRAAEFI VT4 FRNAHF), SLOET RNAHF U TEHAETH
TV MEEEhEFHOU ) —R ( "FirstFixed, ) ZHEETEET, FLZEHT S5
. TOV)—RAICETEIIXNTOT RNAHUOBBEHENMMEEEAEHZIDO) - (T
Combined First Fixeds ) ZHETEE T,

HEHRIE. Cisco Software Checker ZFRA L TXDFETT RNAH ) 2 BRETEET,

« VIRDITE1DBEDOV ) —ABEEBIRLET,
c BEOVI)—ADVARNZEL Xt 774N 2T7Y70O—RTS
« show version AN ROHBEHEANTS

BRREZABLERT, IXTOZAOEFIVTA TRNAHFU, BEDT RNAHU, Rk
BHOLARERIRHEENATVRZINTOT RNAMFUNEEND RS ICREENARINAAT
XY,

Fh, ROFEXEMFEAL T, CiscolOS TR IOSXEVTZRIITUD—R (15.1(4)M2 %
3138SHE ) ZANTDET, TOVV—ANF A EF21VT4 TRNAFUOEEZS
FTVBRAESHZHMTEET,

Check

77 # )L N Tk, Cisco Software Checker Q#ERC &, Security Impact Rating ( SIR ) A" TEX
L FEER "E) ORBEUHEFAEENET., "HFRE O SIREBEOERZSHDICE,
Cisco.com |Z3 % Cisco Software Checker ZEAL T, RRZDARXI A XTHEEIC [HED
i (ImpactRating ) ] O FICHD RAY ZF7HZ I VARND [FE (Medium ) | FIYIRY IR
EAICLET,

TEMASH E NAHESR



https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x

Cisco Product Security Incident Response Team ( PSIRT ) &, &7 RNAHFUIZEBEEhTWVLS
MEHEEOTEFAEFPTOLAREEEL TLERE A,

i
C DHEEEHEIE Cisco TAC YA R— KNI —AMBBRFICREKEENEL L,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-lldp-dos-
sBnuHS|T

G B

N—=—>32 B7L] o3> AT—2A B
1.0 AEABUU—R  |— Final 2021 € 9 A 22 A
MARL

BT RNAFVIERILEDEDELTIRELTHY, WABZIBEORIAERKRIZENDTE
HYEEBA, ETRNABVOBBBICVIOERICETZEEO IR ThSOERAEC
HBDENELERT, Ty DAORBRAERFIXVNORABRZFERLICEELLEY ., EFLLEY
THRENEZBLET,

AT RNAF)ORRABICEL TEREFE O URL ZEBEL ., BiOEHPBERZRL 1255,
HUANEBLEBBREGIRBZENERA. TOLEBRE, BRR[FEsIERILLEY, EER
BHARZBLTVWEY TR BN ERT, CORFIXDMNOBERIEF., ZATDHROIY R
A—HZXHRELTVET,



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-lldp-dos-sBnuHSjT
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-lldp-dos-sBnuHSjT

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



