Cisco 8000 &, -&f3afv.d,° af «afva, ;a€Sa,”ae®
Network Convergence System 540

a,-af*af1a,c af«af1a,;¢” " Cisco IOS XR
a,2afeaf q, a,8a,Ca@®a,rafiafla, sencee 1a€

8, Caf%oaf @ a,=a, aFfaF1alID : cisco-sa-ioxr- CVE-2021-

Hi gh [-zZNhcGCBt 1244
& @a...né-<@—Y : 2021-02-03 16:00 CVE-2021-
af©afa, afsaf 1.0 : Fina 1136

CVSS4,%4,%4,¢: 6.7
&76@¢¢- : No workarounds available
Cisco af€a,° ID : CSCvr07463 CSCvs70887

Y73 «ad, d,«ef...3 t3@ A€OQecteZi@Q«ad,"a,<aZYr-13Q9REQZA...~a11 P a ¢
Al

£1 el@

Cisco Network Convergence Systemiva NCSi¥£260540 &, -af %afv.a,°

af «afv.d, ;i@ ®enix-ca@®e,tal+ar€8il " Cisco I0S XR NCS540L

5,%:af35°3,13,85,¢3,05f{35%3, 3 53,°3€° Cisco 8000 3,-3f*4f13,° &f«af14d,s¢"" Cisco I0S XR
5,%:af35°3,15,85,03, 40V E5Q—3@ | 59,5, 30 5O®IQi%%IP«d, 5,559 9L %55, 59"

49"3,E3, %03 @®¢,Ta1+r€83 @ B®O’ 3P «aQPra@, i@ | 3@ 03,3 % af@a,n3 93 3@ BIEEEC
&,-81835¢ 3€"3,E3, %od@®e,Tal+e€8a@«a 3t a@™3a,<3,%afaf"4,)4,83,¢a caffaf—astasnas a, s

Q"3 ®3,Caf%oaf€a,ra,q éfaé0_é€oaeﬂié0®éfaéf3é,_é,“é,§g<;°éa®é0§é®050%é0""é€,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-i oxr-1-zNhcGCBt

SO285" SEYAA" €
8, TaVa+o€85@®a@,a,<£123" @

56"3,E3, %039 ®8, T31+2€55€ €@ Cisco I0S XR
5,%3Fa°3,'5,53,CA0®8,18%tec539ES dce " 3Q™3, A aFEFE,", SOV IO —i@ | 5€,5,E 34
« 8000 & -Af%5fY.8,° Af «Af YA, ¢,
« NCS540L & odfiafvid, 8 80V e Eae—3€ ' 53€,3,« NCS 540 §,-3f5f148,° af«af14s,¢


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ioxr-l-zNhcGCBt
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr07463
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs70887
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1244
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1244
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1136
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1136

8, T4/ +a£85€@ EJ"ace " a@™a,« Cisco

a,%af-af"3,|a,83,¢cafafaf1a, ' a@«i9rie,i@ 3@ QI 'aQP®3,Caf%af¢a,na N3 3QRAEES
a 1/2€1f°§.f“€1, :é, 83, ¢ éf@é.f%ﬁ,,§.f§§.f350®5"ﬁ5"¥

aftaf€a,na,'a€@E NCS540L

a,%af+af a, | é,§é,Cé,ﬁé.fﬁf%é,ﬁ,’é@?éiCEéé—éé 1 39,3, 09« QO0IQPTIRG,'CCC°QPAO™A, I P«A4
version
5,3§fié.f3éf%o§,'(;”‘"°éiCEéQ—éQ%éQTMéﬁ&-ié@@é%(éQ«gu°éQT""§,A50TéQ«é€0éi°é§><§0«

LNT

3@ Ee| (n°a@-3,Ei@ | 39,3,<d 2@ 3€QIfTaf@a ns,'d@ 3€"3,(EF,%3@®E,Tal+rE83Q BV

<#root>

Router#show version
Cisco IOS XR Software,

Version 7.0.1 LNT

Copyright (c) 2013-2019 by Cisco Systems, Inc.Build Information:

&, 1aYrcee€8a, 4@ «d,"89839,39°39,30"39 49 ECC° 9aH 4, EaOYeLa"§

59 "3Q®3,Caf%0af 3,05, 953 ®E, 1Y/t aL55QRI@.5,« L 13" @8,»3, 4, 5835 @«& " ~21h%0a @3
e03¢°
5€"3,(E3, %039 ®8, 1aVi+e€85€ %@ 6-C4/,50«5O 0 TQOIEHIQ, 3033, Ei9 3O, Talatae
&, T8/ o£83@ ®e©3C°3 @ a»¥4 AQP®IQ 353,558 ™aE,

CVE-2021-1136: Cisco 80004, -af2a YA, °af «afv.8, ca€pSa,”a@°Network Convergence System
5404a,-af°af%a,’af«afa,é¢” " Cisco I0S
XRa,%Rafaf"a,!a,8a,Ca@®GRUBaF-afuaf afafuafca@®e, tavate€s

Cisco NCS 540 &, -&feaf V.8, ° af «af 8, ;A9 ®e, T&Y+ae€8i%4 Cisco I0S XR NCS540L

5,%.3f-3°4,! 5,83,¢8,nafiaf 143, 3€53,"3€° Cisco 8000 &,-3f%afa,° af«af%a,¢¢"" Cisco I0S XR
5,%,3f°3°4, 5,835,053, 40Ye|E3@—3@ | 5€,3,3 309 3QPIQ;i1h%039«3,"3,55£9e° @2 14iQ3,FiQ
3O "3O®,T8%+2€85@ € PL0 31, aftaf€@3,n3,'3€® GRUB 3f-af14af 3faflhifeasli @ ®as-

5ff3, @8£E™naf@Aaf143, 3f8Aa@«eu-d IQP—IQUIQ™MIE, xR fEE..53¢ IEQGRUB

3fiaf<af¥afha€ A, %oaf-afhaf af—afd,»a,"a, an%oe> Q™33 3@ 39«3, 3,53€ 939 "3H®e, T3Vt



84,8183 J@"'a@®e,Tal+txe€’a@«a 3t a@™a,4,%afaf4,)4,838,Ca, caffaf—astasnas a, asrarasy

Bug ID:CSCvs70887

CVE IDI¥SCVE-2021-1136

8, »8, Af YAfEf 15, £&Y/r+EY (QOaY4 Y4 S| RIYbol VS

CVSS af ™afv.a 18,14,33, ¢iv86.7

CVSSaf™8§, af af«ivsSCVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H

CVE-2021-1244:Cisco 80003, -af2af YA, *af «afva, A€ Sa,”a€>Network Convergence System
5404,-a5°af%a,’af«afa,;c” "Cisco I0S XRa,2afaf 4, | 4,84,a@®Unsigned Boot
Filea@®e,tavate€s

Cisco NCS 540 & -8f%f V4, ° af «&f VA, (A9 ® 1SO

3faffa,+3f%a, AQ®C 2@ P rOYefLiQP«a39Sa€', @, TaV+a€814 Cisco I0S XR NCS540L
3,%afaf3,!5,83,C4,048faf%3, 3€53,"3€° Cisco 8000 &,-3f*af143,° af«afld,¢¢"" Cisco I0S XR
3,%.3faf°3,3,83,¢3,4@Ye{Fi@—3€ | 3,3, ’é@ﬁﬁ@@é03’%%050«5,“5,§é€0g®ig0’ré€...g%o1ae"G
ISO

FQ®3,03F3,af af 43«3 AP «IEQ Q939 3, FIQP | 3€9,39%39,3,°3F1%3%08, @Y EIQ™E,< 3@

59"39®8,18%t2€559 F€QISO

3t..39@xw 139O IP®3, '3, i af—af 30 EIEQIBRVEES%0@FQ®3, 3, aF15f §,CafFaf—a,°5f-3
ISO

5,085{351%3, 3, 30%0y 3@ —3€ QIO @IO®A, nafiaf 145, 5,81 FO—3@ | 2298 Vi 5 (®ICOTRE..

§,-8,%5%€ J@"'de®e,Ta%+xet83Q«d %t |a@™4,4,%%afaf4,)4,83,Ca, caffaf—aftafnas a,afrasrasry

Bug ID:CSCvr07463

CVE IDiVSCVE-2021-1244

8,»3, Af Yafoaf 13, £4/+EY (0«83, 1V4" SIRIYbol V<

CVSS &f ™afv.a, 18,14,%8, ¢iv436.7

CVSSaf™a af af«/SCVSS:3.VAV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H

D76 éC-

5€"3,E3, %039 ®8, Ta1ite€859«d %at ! 3Q™I D76 -39 50,3,559%3953, 3¢,

a,®afx"d@¢a,2afaf a,,4a,8a,¢c

8,-4,14,%6€ 39"3Q®3,C3f%0af 3,13, 935« "2%%0a@ 3, EIQPYe, TaVte€85@«a Hhat! TQ™E (i
af@afna, 3f8afa€ "af-a,£afhaf@ast

a»affaf a@«d %Hhi@P—a@ FORIG; IO 39%3,55QUIO™MIEIQOQIOBI, 3T, haf a3, 13,83,
https://www.cisco.com/c/en/us/products/end-user-license-agreement. html



http://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs70887
https://sec.cloudapps.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
http://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr07463
https://sec.cloudapps.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

3O NIPYICPIOSA®C 8 5O ES,1Laf3f 3, 4,85,¢5,'af€3, | aF33faf143f%03 QB3P Q3 A ORIO F€Q3,
5,Caffaf—a, af-af1haf%oa @83 @™aE,c,id, YaO®a,»3,af¥afafta £ a,1.af+af°4,'4,83,¢
3,Caffaf—aftafuaf 3€«3, " 3QLiQ  A€QIQSI®C RS 3P«r-°3Q9—3€,3, 1,33 5,1 5,83,¢
3f03,08,»3133, 36 @&, 138 &,1.3f-3f "4, 4,85,¢ af+3,Fafuaf@afE

3, »3ffaf € Q3O NIPYIO afia, AfLafY af2afa, AF8af
5,Caffaf—a,°af-af1hafthod@«d %IQ™i e OE™MPIPES»"575€+3,F5,5Q"39 36 3€,3,550%39

8 YAf+af 4 !5 85 CA@ ®43,Caffaf—3a,°af~af%4af %08, a0 Za@ ™35>3 @«3€@ €@ 4143

a»8 af¥afeafta £ & ¢af%oaf €4, »d,9af*

3f355143, 3€83.. ¥ %03 @83 93,<3,-3,'3,°e£1,8" QIO ®3, Caf%oaf @ 3,135,953, a®52eY (s, 39 «3€,.C
a,%.af2afYafa, af8afa €3% €3, Qi9—39 | iQOIH 39°3,3€,

50,3953, F3@® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,3ftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance
Centeri’a"TACi%%o03, 3@ —3Q Q3@ a¥'(,30—3€ | 36,3,afaFaf1arSaF5, af—afaf €3, nafEAf 143 €«

8, ffVAf 4,18% ¢, 4, 89"a"0O¢" " 39839236, 395aB®Cxes"
3, -8,18,%5€)3,%00 7¥2% 3. Y9 —3@ Y9 E5,-3,'3, 5@ ®F,pafkafa, ' a¥c ,4,49"4°0¢" 5€,39Yie

cisco-worldwide-
contacts.htmliV %3 «é€£cuid @—3€ | 3,Caffaf—3,°5f-af1%5f%03,3...¥2 %039 —3i€ 30 @IiQ 3636,

G.i8, Y4, Caf faf—a, *Af -af VA %oa@ ®3 Hhe+ef 1L @3 83€,3, 39 "3 3,8 he /39—3€ ' 3,59V
URL 3,/3@"¢" " ®,@i0@309 3030 ,3E,

acPate 5@ ;afafafna,"

2 QPR 39«3€@a@, CVEID
dORXREI QIQPRI RrLr, 3@ afafaf1ha," 3, (r°a @ —3@3HhaYP™AE,

av+éY 4, 4@—ae'a <af—afoaffasr afea,0arvaasf CVE-2021-1136
iQP®refd" QAP Pefr, d@ afafafls
. o e 7.0.12
Cisco 8000 &, -af2afvaa,° af «af¥aa, ¢, 291
Cisco NCS 540 & -3 48, ° &f «&f YA, ¢, 721

4, @efa"O¢" " a%«a¥a@ "a...~av@g™og”

Cisco Product Security Incident Response
TeamiVs PSIRTY%03€p d€@ece-a,caf%oaf@a,nd affa@«e "e1%od @3, E3Q | 3,3, Tal+r€85€¢


https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

8108

aee-8, T8/ eES5@ 5695, 5,'5,28T...6F 5559 @3, »3, af¥aFEf 14 £
313,53 5«3, 3QLIQ | (Ve 3@+3,E5QUIO—IOVEE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-i oxr-1-zNhcGCBt

o' 1g", At ¥ee

af@aF%a, 3F5a S YA 8,3, 8, -AfSaf3| 4 1af taf VA, cA L]  ee—¥ar

2021 & 206 3

1.0 °A0é>2é...ﬁé—(é.faé‘faaf%§,1 - Fina
¥

adO¢"ElO¢ .,

aee-3, CAf%odf 93,103,933 ¢,i8, 98 hiQPB], IQPRIQP 19—iQ iQ9 ' QP PIWIO—31@  553,55¢
e0e-3,Caf%0af @3, 13, 539 ®xS...4 +3€55," 39358, 3@®a ¢ 3@ «6-CAQ™3,@2-EmIQPBE €
3ONIQYVIEHE, 3,350 20e-df%05,af¥afAFAF GQ®AT..AR'5,8°7 4S9 3@ —a€ «an%oz> 3P —a€
a8, CAf %oaf @ 4,138,935 @@ "8;°8T.. 4R '3 «é-CAQ—3@ | 2f..& +6..95;i5€® URL

3,CeQCYiQO—ICQIQ -IPB®E»CeU%0a,, 2, 35, 'e-1L39—39Y3 3@ FE€PI " (vHhIQPTECRcO
3O "3Q®3f%03,3f¥af3Faf 5@®xSf...4 +t3@ 3€4,3,'3,° £ 13"@FO®E, 3P af%0af | 3F143, 93,8 %4


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ioxr-l-zNhcGCBt

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



