Cisco Firepower Threat
Defensed, Voaf*af "4, 4, 83, (3@ ®CLIA @ «a@Sae'a, <

&, ¢af%oaf € a,na, faFrasulD : cisco-saftd- CVE-2021-
M ediundi'e-write-SHVemQVe 34761

& @a...~é-c«e—Y¥ : 2021-10-27 16:00

e0eEg e ae-"ae—¥  2023-05-26 11:54

df @afa, afsasf 1.1: Find

CVSS3,'4,%4,¢: 4.4

&76€¢¢- : No workarounds available

Cisco af@a,° ID : CSCvy41757 CSCwc83308

CSCwb27153

B Yore&75@«ad, a «ef...a t3@ a€HPe+e?Z3P«a, a,«aZYe-ft3OPEGZA...,a11 a4
Al
av el@

Cisco Firepower Threat
Defense(FTD)3, 28f+af 4, 4, 83, ¢a@ ®e, T8+ e€85€«3,"5,53€ 92 @2 " 1433, Ea @ Yafaf1ha, «af«5@®r"

59 "3Q®e,T81+2€53@ € C%0'aB®ZIQ®CLIA af75af %03 @ ®AES ! 5F143,94...¥35,3@®enced %I (
§,-8,%5%€ J@"'de®e,Ta%+txet8aQ«d %t |a@™4,3,%afaf"4,)4,83,Ca, caffaf—aftafnas a,afrasrasry
5O "3Q®3,C3f%05f 35,035,953 €Qx-aQ®IfEFS, 5,5,5¢C°QIP8IQOVITONIG™AE,

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftd-file-write-

SHVYcmQVc

GO"3Q®3,Caf%oaf¢a,nd 93f25€ a€@Cisco

ASAGEQFTDI€Q IS, 39> FMCA,»3,af¥af5F14,£3,Caf%0af @3, 03 Y3 af @ afaf%oaf«a...~é-39®20
Event Response: October 2021 Cisco ASA, FMC, and FTD Software Security Advisory Bundled
Publications€€3,'3€,¢...80 9—3 €@ | QO QIO 33,3,

e028Y2" efA" @
&, T8V oet8AQ @A, 8, RE128"§

a..—é~E™ ( 15Q83@ €QPIQ"'aQ®e, TaN+xe€83€ Cisco
FTD&,1,8f+3°3,' 4,85,C 3 «312+6Y: 38,3953 %3O —3 | 5€,30%3Q—3OVYAE,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftd-file-write-SHVcmQVc
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftd-file-write-SHVcmQVc
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74773
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74773
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74773
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:N/I:H/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy41757
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc83308
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb27153
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-34761
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-34761

a3 TV SAf 1af+8, Oaf «af & AREP 3@ &,18%+e€83 E3€,3,55 Q%A H™AE,

. —6~aEM ¢, 15@8e,Tal+r€83 @ EC( Q-3 EIQ | 3€,3,« Cisco

1haf-af 3, ! 3,83, ca@®afafafa,'a@«iPri@, i@ | 3@ E€QPIOaQP®I, Caf%af@a 13 N3l a9®
ID 3@®e©3¢°4,»3, a,4f83f%3,3€,¢..8809—3Q | iQQIO 39°3@,3€,

a.
a,

&, tavrcee€8a, 4@ «d,"89839,39°39,30 39 49 ECC°e 9aO 4, EaOYeL2a"§

Q" 3@ ®3,Caf%0af@a,na N3 3@ ®e, 18/aaES5Q I, 3,«ef 123"@3,»3, 8,-af83 3@ «& "e%%0d @ 3

8,818,359 83@ €QIQ"ie®e, Ta%+r€83@E Cisco

@ ©3;00878,»3,3f¥af5f15,£3,CAf—3f04,08,CaF35, 114 ASA14%03, 1,353 "4, | 4,85,¢ 553,33
CiscoFirepower Management

Centeri% FMCi%%o3,23f+af"3,! 4,83, 3@ «3%+éY; 39 —39°3€,39"3€ '3,/ QI9—39 | 56,5¢

DH7EQiC-

3O "3Q®E,Ta1+2E8a@«3 Uit AQO™I D 76Qc-3@ 3€,5,530%3€>3,"3€,
ac®xfx"a@éa,%2afaf aq,|a,s8a,c

A Y5Af+3f 4 '3 84, CAQ ®E, CAFfAf—3,°8f~3f 1435 %03, amos 259 ™5 <653 9«5 @ 5€€35,5,'3,3
a,»3,3f¥afafta,£ &,Caf%oaf@a,na, af

3F3a5143, 5984, Ye%od Q83O ©5,<3, 3,15, 13" 3O B3, Caf%oaf ©3,55, 9355, 3®ER eV CE, 39«39, C
8, %:3F3f¥af %3, 5F55F% €3% @8, C°° QIO—39 1O VIO 19°39,3€,

59,5933, QPR 3973, 3€@4,Caffaf—3,°af-~af 1435 %03 @™5,<aftaf@a,03,' 3@« @ @3 Ta@af;af¢a
Technical Assistance

Centeri%a"TACi%%od, i @—3 Q@ @3€ A¥'(, 30— | é0,,é,<éfiéf3éf’réf§éf3é,1éf—éféf@é,néf@f%éée
4 ®afee a@safrafrasaa,’

™08 (Ee™, ¢, 159 83@ A€QX-aQ®E| @« "e1%ie 3, EIQ |3, 3,afafafha, ef...a +t3€ *eL£cC
ID 3@®e©3¢°4,»3, a,:4f83%3,3€,¢..809—39 | iQQIO 39°3€,3€,

&1a@®A"—3€ 34,3,'3,%3,%%afaf"3,]3,83,Cafafaf1a,'a, (r°a@—3€ QAP A QPRI —3@ afafafha, ae

FTD &%24f-af"4,18,8a, ¢

CiscoFTD  |39"4@®2,1a%+e€8d@«a %haO™a, 20€i @49 ®i;PeLifafafrka,’
a,28f+af"a,18,8a,¢
afeafearya,t

6.2.2 ¥%o @l |4 Pafer a4 3FEFEF 1A, 5@ «8»&EAE,



https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

CiscoFTD 5@ "a@®e,Talite€83@Q«a %IHG™a k€A QAGPBRA; RREISaFaF1E,"

a,28f+af"a,18,84,¢

Afeafearya,:
6.2.3 ac®afr @ afPafaf1aa,  a€«c8»ejEaE,
6.3.01 dc®afr 4@ afPafafa, @ «c8»eEaE,
6.4.0 6.4.0.13
6.5.01 ac®afr @ afPafaf1a, @ «c8»ejEaE,
6.6.0 6.6.5
6.7.0 6.7.0.3
7.0.0 7.0.1
7.1.0 a®afr @ affafeafad,' a€@«c8»ejEaE,
7.2.0 &»¥E™@ 7.2.0.1

1. Cisco FMC &€53,"3€° FTD &,1,3f+a°3, ! 5,85,CaF5F°513," 6.2.2 3»¥3%0@3€53,°5€°
6.3.03€€6.5.0 39«3QPri9, 39 3O €O
8 1Af~af 4. 14 83 CA@ ®AS;3FPaf 135558, a @ Ecp,8°T4@—3€ | 3,39 %IP™IE, 59 T, TaViteE8T¢

FTD &ftaf€3a,03,'3@®3,¢affaf—a,°af-~af1haf%oe%o0é 13 @ «3Pri@,i@ 3¢ 3€@Cisco
Firepower Management Center
& Caf faf—a, °af ~afvsaf %od, —8,0df %od,’ 4€,C..88 @—3@ | A QO QIO 3939 ,3€,

Product Security Incident Response TeamiVa PSIRT; 8f—afaf€a, af” 8 »a, af¥afeafta £

8 08f3a, -af tafsaf” af -4 1af @afra,’

af@afvaf 1%4%o3€@ €@ Q"3 @P®3,Caf%af@a,n3,9af3@«e "e1%0a@+3, i@ | 3€,3,€0°3"3@™3
5, @REAOC" " 8%i8%<3Q "a...~a%@c™og;”

Cisco PSIRT
G833 €@ F€Q@r0e-3,Caf%af¢a,ra, Naffa@«e "e1%i¢a,EIQ | i€, d,,TaV+tr€8aQRA, @rLA"OC

8108,

5O IQ®e,Ta%+0€83@ 3€€4,-3,5,%51...6F 3€83,»3,af¥afa 13, £3f13,'3f 3, a®@Ye-15,5€94,3,"3,%3
Brandon Sakai 3€«3,"3@£3€ | ¢™¢e | A3, E3O%IGP—IOYAE,

URL

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftd-fil e-write-

SHVcmQVc



https://www.cisco.com/c/en/us/products/eos-eol-listing.html
https://www.cisco.com/c/en/us/products/eos-eol-listing.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/upgrade/fpmc-upgrade-guide/getting_started.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/upgrade/fpmc-upgrade-guide/getting_started.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/upgrade/fpmc-upgrade-guide/getting_started.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftd-file-write-SHVcmQVc
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftd-file-write-SHVcmQVc

o' 1g", At ¥ee

af @afna, afsas a7 &,»8, 3, -afsafe A'8ftafva, ¢

5c®@aar 5€p;3f°af°5f143,"3€ " Cisco _
11 " :aéf - ¢ 5®@akaR 58, %af3f"4,4,83,¢ | Final
Bug ID&,'ae> e-°a€,

1.0 & @7a..~é-afafafua, - Final

d'C¢" elO¢

ae0ed, Caf %odf 3,03, 95°3@ ¢,i8, 98 %hIQPRS, IQPRIQ IQO—iQ IO 2QQIWIO—3€  3€535,55¢
e0e-3,Caf%0af 3,03, 3 3@ ®e]...8 +t3€55, 493338, 4@ ®a1i " Q@ «é-CAP™E @2 Em IQPBE €
FOUIPYI€PE,3,'5,°5@ 20e-df%03, aF¥Ef3FAf FQB®AT...3@5,8°"8'S5 QT O —3 @ «an%oe> TP —a€
a0, Caf%oaf ©48,08, 35 Q@@ 8081, 4R '3 «é-CA9—3@ | f..& +6..95;i5€® URL

3,'CeQCYiQO—I€QIQ -IPB®E»C2U%0a,, 2, @ 33, 'e-1L39—39Y3 4@ FE€PI " (vHhIQPTECRcO
3O "3Q®Af%03,af¥af3FAf GQ®eS..4 +t3@ 3€94,3,'5,°6f 13" @IQ®F, AP af%0af | AF143, 98,8 Wbl



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



