Catalyst

98003, -af3afY.4, °Af &, ndfoaf-a,1a,3af3af afafvafoc”
10S

XEA&, s8f+af 4, 'a 84 ¢a¢ ®EOGRE3 € «a©Saé'a, <D

&, ¢af%oaf € a,na, flaFraslD : cisco-sa-ewlc- CVE-2021-
Hi gh gre-6U4ELZAT 1611

& @a...~é-cae—Y¥ : 2021-09-22 16:00

df @afa, afsas 1.0 : Find

CVS&4,14,%4,¢: 8.6

&76€¢¢- : No workarounds available

Cisco af @4a,° ID : CSCvx48107

Y- &73@«a, a,«ef..a t3@ A€Qecte23Q«ad, a,<aZYe-13Q9REQZA...~ a1 A«
Al

&, 6@

Catalyst 90008, -af%afv.a,°8,1a, oaf faf @ a€@®Cisco Catalyst

9800af-a,;afYafaf a,nafnaf-3,'a,afa "afafluafOa€c@cu,a @ e34aQ af a,nafuaf-a,'aafPaf afafva

I0S XEaf &,nafudf-3,'a,2afaf afafuafoa,.af-af"a, | 5,83,C39«3€953€'3,Ethernet over

GRE(EoGRE)af'a,raffaf at| gQTé0®é,,Té%iae€§éo«é,‘é,§é€0é30é" %33, 3@ | €, 9°3€,afA

G "aQ@®e,TaV+tx€83€@ €@, @RLIGY°EOGREISE, +affaf dQ@P®I, @EQOI 1@ 3T cOTIQ«EY-D> G €

DoS ¢S9z...c3@EC™MC"YAO™E, 3@ &fre€85QE€,3,559%IQ™AE,

8,-8183%5¢ J@"'a@®e, Tal+txe€’d@«ad 3at|a@™a,3,%afaf"4,|4,83,¢Ca, caffaf—aftasnasa, afearasy

é@“é@@é,Céf%oéf@é,né,ﬂéfaé0_é€éae—lié0®éfaéf3é,_éfé,§g¢°éaéé0§50050%50TM5€,

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-ewlc-are-

6U4EL ZAT

Q"3 ®3F,Caf%oaf@a,na, 9559 a€Cisco 105553, 3€°10S
XE&,%2af-af"a,!a,83,¢a,»3,af¥afafta,£3,Caf%oaf@a,n3, 93 af @af af%oaf«a...~é—3€®2021a" 92"
Response: September 2021 Semiannual Cisco 10S and 10S XE Software Security Advisory Bundled
PublicationZ€€3,'3€.C..88 @—3€© | 3 Q QIO 3©°30,3€,

€023l e£8" €@


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ewlc-gre-6u4ELzAT
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ewlc-gre-6u4ELzAT
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74581
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74581
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74581
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74581
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx48107
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1611
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1611

&, T&/steE83@®a€,a,<e£%23" @

59"3@®,13%120€539 FE€QIFLaf I, 03,5082, 18%t2€E5@B®IQ,3,<3FaFEf 13,50 EA®YE|Ea4
10S
XEaf a,mafnaf-3,'a, 2524 afafkafoa, 1haf-aa, 5,85,C 5@« 3,4 750 5@ %aQ™IE, 259 ®:

. Catalyst 93005€€94003€€9500 a,-3f*5f143,° 3,'3,0affaf@¢"" Catalyst 9800

CH, 39 %A Af 3 nafuaf~3,'3, 3532 aF aFaf 1hafO

. Catalyst 9800 &, -af28f Y4, ° &f & 0afudf-4 ! & 34f°4f Af4fvV&fO

. 5 BfOF 5f%.5€'3@ Catalyst 9800 &f §,nafudf-3,'3,af3af afaf4af©

. Catalyst 4 08, 3 »3 18f 3,035 3@ ®Cl, 30 6% %3¢ af a,nafuaf-3,'5,3aaf afafhafo

a3 /2085 3@ ™3 «3f1af 3,038,539 83€ IEQEOGREXOYEfLI@ aftafa,0af«af 3€80e%0dS' s
&, Tav/taL85@Ea~ace " 3@ ™3« Cisco
3,%.3f+af°3,!4,83,C3F5a5 13, 49«3 @ni€, 39 5@ IEQIQ"IO®I, (af%0af@a, 3 13 IQPRIEES
8, TaYrtee€8s, 40«4, "89839,39°89,30"39 3O ECC°e* 95O 3, EIQYeLa"Q
8,-815%€ €QIO"3O®e,T8%+2E83QTa»Ya FQ®E,3,'5,°f 13" QIO @ 81b+6Y:5,'4 734 5@
« 10S38%28f~af 4,584 ¢
« 10SXR & 28f+3f"4,'5, 85, ¢
o Meraki efyss' €
« NX-OS 3 Yaf+af 55,85 ¢
o &f & ndfodf-81 LAN & 33f3af af afvAafoivs WLCIY%AireOS & Voafeaf 3, !4 85, ¢
39 "3Q®3,Caf%0af@ 3,13, 5 FP®L, 18/ +afSa@RID,5,«2f 168" @8,»3, 3,-3f83 3@« " 21i%0d @+
D2EQPiC-

3O "3Q®E,Ta1+2E83@«3 Uit AQO™I D 76Qc-3@ 3€,5,530%3€>3,"3€,

aRxfx a@¢a,2af*af " a,  a,8a,¢

5, -4,14%8€ 3€"3Q®3,C3f%0af€@a,13, 935« "2%%oa@ 3, EIQPYe, a1t €85@«a hat! TQ™E (i
af@afna, af8afa€  af-a,£afaf@are

a»affaf a@«ad %hiQ@P—a@ FORIG; 3O 39%3,55QUIO™MIE IO QIO IO T, haf 33, 13,83,
https.//www.cisco.com/c/en/us/products/end-user-license-agreement.html

59%3IQVIEQIOSa®CRE 5 ES Vaf-35 5,1 5,85,C5,5€3, | 3P a5 %I @55 O V5, GORIQ QS
5,CAffaf—3,°af~afhaf% 3 @55@™IE, 18, V@ ®F »3, a¥aFEf14,£ &,Y:a3F555, 15,85,
8, CAffaf—aftafvar 39«3, 59Li@ QIO SR RE 39 «r-"a9—39,3,13f5F 5, 15,83,¢


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

3f03,n3,»a3f3 1€1€0ég1/zé§ a,Ybaf-af"a, | a,83,¢ af-a £afas@ast
3 »3ffaf 3€Qa@%IQYIQ afid, AfEAf aFafa, afsas
3,Ca3ffaf—a,°af-af1%af%oa@«a %3@™ax” ©e“"®aQ(Ié»”é,iéé-é,CEé,éé”éé"50_50,5,550%50

A 1LAf~af 4, !4, 88 ¢A@ ®3,CAffaf—3,°8f~af1435 %08, anoas 7A@ ™3 <653 @ «3 @ €@ 4153

a »a af¥afaafta £ a ¢af%o.af @4a,=a,9af

af355143, 3€83.. ¥ %03 @83@ 93,<3,-3,'3,%e£1,8" Q3P ®3, Caf%oaf @ 3,135,953, a®52eY (s, 39 «39,C
3,%.af2afYafna, af8afa €313, QiO9—3Q | FQ QIO 39°39,3€,

59,3953, F3Q®A 3@ 3, 3€@5,Caffaf—a,°af~af1haf%oa @ ™a,<aftaf@a,13,' 5@« @ @3 1a@afiafca
Technical Assistance
Centeri%" TACi¥%%o03, 3@ —3@ @3 a¥'(,3Q@—3€ | 36,3, AfafPaftarSara, af—afaf€a,nafeasfha -«

8 BfYAf 5,18% ¢, 4, 89" 0O¢" " 565§30°30,30530CRs"
5 8,18, 3, %00 R7¥e .. YA@—3@Va9 T4, 5,5, QO3 afhaf 3, a¥'¢ 3,50 8°0C" " 50,59Vi¢

cisco-worldwide-
contacts.htmli¥d@ «E€L£cU @ —a @ | 8,Caffaf—a,°af-af%af %08, a...¥2 %0« @—3@ | i QP IQ Q3 @,

C,id, Y3 Caf faf—a, °af ~af Vaf %o d@p®a 4e+ief13"@i@83€,3,«39"3@ "3,'e Var”™ Za@—a@ 5€,3€VYa
URLG/4@"¢" ', 9i0@i@ d€°39,3€,

Cisco |0S 8€5a,”3€° 10S XE 3,%.afaf"3,'4a,83,¢

Cisco |OS &, Y4Af8f 4, 4, 85, ¢4 53,"3€° 10S XE
a,%af-af"a,3,83,Ca@®e,1a1%+e€839«3,75,<a%PaR’IQP®IQ &f/r2€83,'d ne-3983Q€35,3,"3@13€

Cisco Software Checker

5 O QIWIO—30 ' 30.5Q%UIQO™MIEIQ"IO®IS, A Af«IQ«A, 3,SIEQ %' ARIIO®, 1af5 4, ! 5,

a,»d,af¥afrafta £

5,C3f%03f 3,13, 931 3€ Q3 @53, 3033 .5,C3f%03f 93,05, 953 988 -2 7303, FI@ | 53€.5.<2, T8V

Fixed3€@114%03, ¢%0'aR3I P8I Q QI QHIQ™IE, 530 AUIQYE0%3,"a@™3,4 4@ € QIQPQIHB®IFAF

First Fixed3€€1%%03,'c%0'a®33 Q@83 Q@ @339 ™AE,

5 Sa®C 28" 5€ €€ Cisco Software Checker
A d4iC A—3€ e 3@Re-"233€83,Caf%03f€ 3,03, 9515,/ e (i@ QQIPNIO™IE,

o & 148f3f 4,14, 88 ¢5@ 1 3@nar¥a SAQ®AFEfEf1E,"3, 6@ 2579 —3QUIO™EE,
o %olRSEQP®AFEFAf14E, 3 Q®EFE,Ef S, 8 «E,€ .txt
3fe3,j8,naf«a, 8, Caffaf—afafhaf%od @™a,<

v

« show version &,38f 28f38f%.3€@ ®31°85>3,'4...¥a5,3@ ™3 <

a0 08, 6«88 —3QYaUTIPEIEQIQO™MIQ '3 | 3O®E,5,"3,° 3,»5,af¥afafT4 £


https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x

3,35 %0af@a,13, 95 5€ @ %0 AR3IQ®E, Caf%0af 3,05, Y3 G€ QI PAUIPYIQP Refr-"FQB®A...~E~«

5O %I PVIEQ 2T PB®INCOE, 81" 59 —3€  5€Cisco [0S 59%59Ya 10S XE

8,%3faF°3, 5,83,Cafara5%3, 1% 15.1(4M2 &, 3.13.8S

59°3Q01%%03,3.. ¥3539 ™53 5O IO5I€CQIOVIORIFEFAfE, 59 ES, 5,5,
8,»3,3F¥af5515,£

5,C5f%05f € 3,03, N3P 5@ @Y 5, 8@ —3i9'59 50,5, 3P 3Q0IQ1i9E, ' nr-39559QIQ%I&

Check

af1af+3,0af«af 5@ 83€¢ A€ Cisco Software Checker 3@ ®cu@x7ci@«3€ a€@Security Impact
Ratingi% SIRi%%03@ EI€Eé1 @4183€Q3QUIQYIOQ IETEI€QIOP®E, T8%+2€83@ 3Q'FO T«
SIR &, Ta%+x€83@RCU@PXZ0ea,' 3«3, @33 QP «3€@ 3€@Cisco.com 3@«3€,3,« Cisco Software
Checker 8,a%;¢" d@—3€ | 3€@xn0e('¢a,'3,«3,'a,;3f28,03,°4@™35,<3Q 3@ QI «
[812+€Y; 3@ ®©+5%ii%4 Impact Ratingita%o]

GO ®a A P«3@,a af%oafaffaf—afes, | affafa,'af a@® [a,é-"1%"Mediumita%o]

Af€a,8affa, afedffa, 4,'3,3,2 5@ «3@—a@HaY™AE,

8, @REAOC" " 8%i%<3Q "a...,a%ec™og; "

Cisco Product Security Incident Response
TeamiVs PSIRTY203€ a€€@e0e-3,Caf%oaf€a,nad iffa@«e "e%%od@ 3, i@ | 3@,3,€,TaVtres5¢

A108. ..

3@ "a@®e,Ta%+r€83€@ Cisco TAC
3,Uaf@araf 3,233, 3@ ®e8fe+°s 3@ «C™e | (F@3,FiQPHhIQP—IQPYIE,

URL

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-ewlc-gre-
6U4ELZAT

o' 1e", at¥ae

5[ @E5YE, 3F5AF _— 58,5 af5a0 aartarva At e
10 @878, ~6-AfAREUE, | - Find 20218 9
' o 22 ;¥

d'C¢" elO¢ .,


https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ewlc-gre-6u4ELzAT
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ewlc-gre-6u4ELzAT

aee-3, CAf%odf 93,103,953 ¢,i8, 98 hiQP®], IQPRIQP 19—iQ iQ ' QP PIWIO—31@  553,55¢
e0e-3,Caf%0af @3, 13, 1539 ®xS...4 +3€55," 39358, 3@®a ¢ 3@ «é-CAQ™3,@%-EmIQPBE €
3ONIQYVIEHE, 3,350 20e-3f%05,af¥afaFEF G@®AT..AR'5,8°° 4S5 39 —a€ «an%o> 3P —a€
a8, Caf %oaf @4,18, 93P 5@ ®e "8 °8T.. AR5 «é-CAQ—3@ | 2f..& +6..95;i5€® URL

3,'CeQCYiQO—IEQIQ -IPB®E»CeU%0a,, 2, 35, 'e-1L39—39Y3 3@ FE€QI " (vHhIQPTECRcO
3O "3Q®Ef%03,3f¥af3FAf 5@®xSf...4 +t3@ 3€4,3,'3° £ 13"@FQ®E, 3P af%0af | 5F143, 93,8 %4 ;E



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



