Cisco Application Policy Infrastructure Controller
T7Vr—>3a>ORBEEEOMREMN

T RINA 1) —ID : cisco-sa-capic-chvul- CVE-2021-
: CKfGYBh8 1579

ngh #1/~B B : 2021-08-25 16:00

RIKEFH A : 2022-06-07 17:29

/N—>32 1.2 Final

CVSSA7 :8.1

[E138 %K : No workarounds available

Cisco /N7 ID : CSCvw57164

BARBC LB EHE. RBCLDRLOFAREBRTSY . KERLEOMTH
BOMBT 52 BRI, RERISBELET,

B=E

Cisco Application Policy Infrastructure Controller ( APIC ) & & T Cisco Cloud Application Policy
Infrastructure Controller ( Cloud APIC ) ® API T RARA > NOHEMEICKY), EEEDFKE
WERILF UYL ZEFORIENEUE—MOKEEN, REATLTHERZERKREZES
ATREMAN B ET,

COfEEMEE. O—IR—ATI2€A DY MO—J (RBAC ) AT +HBEICEBALET, &
BEORIMVERILTF OO Y EHEOREBEER, EEENFERAKXIL TV YILNRES

NET7VTr—232ZFALTHRED API ERZIXETRET, COMBEUETIIATOA
NIBAEEAN BN ET, TVATOMNCHENTRIE, RBER, EESAKERZHOEERE
ICHEREZABRTEDRDICAYET,

JATDRCORBUECHLTEDYTIRNIITFTYTF—REVI)—ALTVET., CORBEHEIC
Mg REBREHKE A

COTRNATFUE, ROV OKYERTEEXT,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-capic-
chvul-CKfGYBhS8

=S m
IS0 & 2 R

C DAESEIMEIE. Cisco APIC 3 & T Cisco Cloud APIC /N1 AICBBENDEZIAXKERZRTE



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-capic-chvul-CKfGYBh8
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-capic-chvul-CKfGYBh8
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw57164
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1579
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1579

LET7TVT—232 A2 AR=lEn, BMCBE2>TVRERICHEEZEAET,

EEBEICLDEZAHNEBMCBE>TVWBRTITUT—=23a o FFNARICHIHESH EHER
TBICIE, ROFIEZERITLET,

1.Web Ul ZB&E., [77UT—>32 (Apps) ]| 270UV OLET,

2 AVAR=IIEN, BMICHBD>TWATITVTr—>32 ([#—7> (Open)] ERTE
NET)ICNTVARSA B ZEDEET, BLIC4DOTAIVHFRTENET,

B EWMDTAAVZEDIVYIOTRE, F7UT—2 3 OEREERLARILFIRTENE
I, [#EPR : B ( Permissions:admin] & [#ERL X)L : EZ A ( Permission
Levelwrite ) | " RRENDHBE, TNA AR ZORBEOHFEEZTET,

FESSMEANEET S Cisco V7 RDITVI—RICOVTE., COT RNAHFUD MBEFHY
TRI9TT7, 923 aSBLTILSEEL,

EBEMZEATVEVWC ENEREEhERR

COTRNAFUDOELEOHZREEI I VICEHENATVRIREOAKN . COMEMD
HEEZ R EN DA P2TVET,

2] 38 2R

COMRBHELCHLIIERREHEEA, £EL, EEELZE, EEEOEETAKERI W
BOTWARINTOFT7TVT—2 a0 2B NLERHIBRTEET,

ChSOT7VT—>3a2zEWEERLZZHIBRTSZICE. XOFIEZERTLET,

1.Web Ul 2B8& ., [77°UT—>3>2 (Apps )1 272UV YULZET,

2. AVARN=EN, BHCBL>TWB TS USr—23> ([A—7> (Open)] ERFEh
FT)ICNVARA B2 2EDEET, BLICADOTAAUHNRRENETT,
T7UT—2a> a2 8BHICI3IC@,. BAAEAOTAO%20)YHOLET, TTUY
—2 A EHRTBICE, X772V YOLET,

COBMREEAETATHY, TANRETRIRIAZATTH, FKRE. CEAORES LT
FERAFAFCEVTERAMEANEZHMTIZEN BN ET, Kk, EATATVIEBREL
FENRY, SEREFOEASFTIUFAHBIVOFHRICEIVT, XY NT—TOHER/NT +—
NOACEBREZREFTUEMNI BB EICEFBELTLKEETY, BEREPENEKGE. CFEHDOR
BAOBRAMERENOZEZNML B TEALTSEE L,

BEZRVYTRNDIT

DAOARZCOT RNAFUICEHE N EREY IR0 TEIEEDOY JNDITT7YTF—RED
J)—ALTVET, BEBEN A1 VARN=ILEYHYR—NZZTEYTEDZDORE, /1A%
CEBAVWELEWEYTIRDIDITN=2320E74—F v Y RMIHLTORERYET, TOKX



SBYTNDITFTTFYTIL—REAAN=I, 8T720—R, TORATLEREZEOMDTE
THEALLEEE, BEREUTOUJICRBENEAOADOYIRNIVITSA4 2 ADORKIEIC
O EICABLECEICRYET,
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

T, BEENYVYINIDIT7HERIDIDO—RTEDIOR., VI NIITOBWIBESAE AR
AOANSEE, $2VEPAOREVEZ—PN—KF—HSEBLTVWRBEICRY ET, &
HE., ChEUBIBALLEVY I NIITOXTFATYTIL—RTY, BEOEFIUT 4
VIRDIT TPYTTF—RNIE2T, BERICHLVWIYTIRNRIIT S4EVA, EMY 7RV
T 74—F ¥ YN, FEREXDYy— JED3aY PYTIL—RIZRTIERN TE5chDC
EtFEHYEREA

VINDITOTFTYTIL—RZEBRFIIEICEK. A EF1UT4 PRNAMFI R=DT
AFTERAOHMOT RNAY U ZEHNICSRL T, REZZTHAREMETYTIL—
RYDV1-232-—AEi#RBLTSEEL,

WIFhoBEaE, 7YTIL—RIBFNAALCTDBXEIN BB L, BLRUOREN/\—R
DITEVTRNIDITOBENFHHR))—ATEEHREELSHR—rEhTVWBEeZ+HIC
Bl T<EEV, FHAEKRICDOWTI, Cisco Technical Assistance Center ( TAC ) £ L < (&£
HLUTWB X TFARAZ7ANAMZ—=ICHEBLEbELLEE L,

H—EAZNEZHMATEVEEE

SAOANSEEBALLFAAODOY—EAZWNZZRAVWEEVWTOWEVWES, £k, ¥—R
N=TFTARVE—DPSEBALVENFMEERZRVY TNV ITEZBARENSAFTERVEER,
Cisco TAC ( https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html ) (&
BULITYZTIL—REAFLILEEL,

BET7Y7IL—RONKREBTHAEEZTAAL TV EESLEDIC, HROZUTIILESL,
K7 RNAHF)DURL ZZRAELSEE L,

BIEFEHR)—A

RORTE, EQOHICATVYTIRIITOV)—RA2RHLTWET, GHDHIE, VU—-X
AZOT RNAFVICREENTVRMRBEOHEEZZITTVIANESH, BRPCOEHEMEIL
NIBEEZECHRADI ) —AZRLTVET, COEIZIVORICEHE N TVREE
BEBFRYTRNITITIV-AILTYTIL—RIBEZEHHLET,

Cisco APIC & 7z & Cisco Cloud APIC ¥V 7 K™ T |[First Fixed Release (S EE hi=&#DJ )
FIVIJ—=A —A)

32 &V)Hl BEEZEHR ) —AIZBIT,.

3.2 3.2(10f)

4.0 BEFZEHR ) —AIZBIT,



https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

Cisco APIC & 7z & Cisco Cloud APIC ¥V 7 KR T |[First Fixed Release (S EE hi=&#DJ )

F1I))—=A —A)

4.1 BEZFHKD)—AICHIT,

4.2 4.2(7)

5.0 BEFZEHR ) —AIZBIT,

5.1 BEFH ) —AICBIT,

5.2 5.2(2f)

FEFASH & ARFEK

Cisco Product Security Incident Response Team ( PSIRT ) &, &7 RN/ F VIR TVS
RSN ERASEHRTOLNKEEIEL TVEEA,

) B2

— MOHESEMIE. Cisco Advanced Security Initiatives Group ( ASIG ) @ Arthur Vidineyev (Z &k % A
X1 )TATARNTREEhELL,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-capic-
chvul-CKfGYBhS8

oG] B EE

N—>3a> B O3V | AT—32A =E§)

1.2 JTOCVSSAOATFICRLEL k=, Header Final 20226 A7H
1.1 55ty — A% EH, ! Final 2022 3 A 8 H
1.0 ENEY ) —A — Final 2021 £8 A 25 H
F AR

AT RNAFVRERADOEDE L TIRELTHY, WABZIEBEEORIAERETZDENDTRE
HYEEBA, ETRNABVOBHBBICVIVOERICETZREEN—IFTNhSOEREC
HBDENELERT, T, DAORAERFIXNOABRZFERLICEEL LY, EFLLEY
THREMNEZBLET,

AT RNAF)ORRANBICEL TIEREE O URL ZEBEL, BOEHEPERZRL 1255,
HHNEELEEREGREENITEA, TS LLEHRIE, BRJ[FzsgRILEY, BEELR
BHARZBLTVWEY ITRAREMEAN BN ET. CORFIXDMNOBERE., SATHMOIV R
A—HZXHRELTVLET,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-capic-chvul-CKfGYBh8
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-capic-chvul-CKfGYBh8

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



