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æ¦‚è¦�

Cisco IP é›»è©±ã�® Web 
ã‚µãƒ¼ãƒ�ã�®è„†å¼±æ€§ã�«ã‚ˆã‚Šã€�èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œãƒ«ãƒ¼ãƒˆæ¨©é™�ã�§ã‚³ãƒ¼ãƒ‰ã‚’å®Ÿè¡Œã�—ã�Ÿã‚Šã€�è©²å½“
IP 
é›»è©±ã�®ãƒªãƒãƒ¼ãƒ‰ã‚’å¼•ã��èµ·ã�“ã�—ã�Ÿã‚Šã�§ã��ã‚‹ã‚ˆã�†ã�«ã�ªã‚Šã�¾ã�™ã€‚ã��ã�®çµ�æžœã€�ã‚µãƒ¼ãƒ“ã‚¹å¦¨å®³ï¼ˆDoSï¼‰çŠ¶æ…‹ã�«é™¥ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã�“ã�®è„†å¼±æ€§ã�¯ã€�HTTP 
ãƒªã‚¯ã‚¨ã‚¹ãƒˆã�®å…¥åŠ›æ¤œè¨¼ã�Œé�©åˆ‡ã�«è¡Œã‚�ã‚Œã�¦ã�„ã�ªã�„ã�“ã�¨ã�«èµ·å› ã�—ã�¾ã�™ã€‚æ”»æ’ƒè€…ã�¯ã€�ã‚¿ãƒ¼ã‚²ãƒƒãƒˆãƒ‡ãƒ�ã‚¤ã‚¹ã�®
Web ã‚µãƒ¼ãƒ�ã�«å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�Ÿ HTTP 
ãƒªã‚¯ã‚¨ã‚¹ãƒˆã‚’é€�ä¿¡ã�™ã‚‹ã�“ã�¨ã�«ã‚ˆã‚Šã€�ã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ä¸�æ£åˆ©ç”¨ã�«æˆ�åŠŸã�™ã‚‹ã�¨ã€�æ”»æ’ƒè€…ã�Œãƒ«ãƒ¼ãƒˆæ¨©é™�ã�§ãƒªãƒ¢ãƒ¼ãƒˆã�‹ã‚‰ã‚³ãƒ¼ãƒ‰ã‚’å®Ÿè¡Œã�—ã�Ÿã‚Šã€�è©²å½“
IP 
é›»è©±ã�®ãƒªãƒãƒ¼ãƒ‰ã‚’å¼•ã��èµ·ã�“ã�—ã�Ÿã‚Šã�§ã��ã‚‹ã‚ˆã�†ã�«ã�ªã‚Šã€�ã��ã�®çµ�æžœã�¨ã�—ã�¦
DoS çŠ¶æ…‹ã�«é™¥ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³ã�¯ã�“ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã‚ˆã‚Šç¢ºèª�ã�§ã��ã�¾ã�™ã€‚ 
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-voip-phones-rce-

dos-rB6EeRXs

è©²å½“è£½å“�
è„†å¼±æ€§ã

Critical
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-voip-

phones-rce-dos-rB6EeRXs

åˆ�å…¬é–‹æ—¥ : 2020-04-15 16:00

æœ€çµ‚æ›´æ–°æ—¥ : 2020-04-16 15:57

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.1 : Final

CVSSã‚¹ã‚³ã‚¢ : 9.8

å›žé�¿ç– : No workarounds available

Cisco ãƒ�ã‚° ID : CSCuz03016 CSCvs78441 

CSCvs78272

CVE-2020-

3161

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-voip-phones-rce-dos-rB6EeRXs
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-voip-phones-rce-dos-rB6EeRXs
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz03016
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs78441
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs78272
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3161
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3161


�®ã�‚ã‚‹è£½å“�

ã�“ã�®è„†å¼±æ€§ã�¯ã€�Web 
ã‚¢ã‚¯ã‚»ã‚¹ã�Œæœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�Šã‚Šã€�ã��ã�®ãƒ‡ãƒ�ã‚¤ã‚¹å�‘ã�‘ã�®æœ€åˆ�ã�®ä¿®æ£ãƒªãƒªãƒ¼ã‚¹ã‚ˆã‚Šå‰�ã�®ãƒ•ã‚¡ãƒ¼ãƒ ã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹æ¬¡ã�®ã‚·ã‚¹ã‚³è£½å“�ã�«å½±éŸ¿ã‚’ä¸Žã�ˆã�¾ã�™ã€‚

IP Phone 7811ã€�7821ã€�7841ã€�7861 ãƒ‡ã‚¹ã‚¯ãƒˆãƒƒãƒ—ãƒ•ã‚©ãƒ³•

IP Phone 8811ã€�8841ã€�8845ã€�8851ã€�8861ã€�8865 
ãƒ‡ã‚¹ã‚¯ãƒˆãƒƒãƒ—ãƒ•ã‚©ãƒ³

•

Unified IP Conference Phone 8831•

Wireless IP Phone 8821 ã�Šã‚ˆã�³ 8821-EX•

æ³¨ï¼šWebã‚¢ã‚¯ã‚»ã‚¹ã�¯ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�§ç„¡åŠ¹ã�«ã�ªã�£ã�¦ã�„ã�¾ã�™ã€‚ç®¡ç�†è€…ã�¯ã€�[ãƒ‡ãƒ�ã‚¤ã‚¹ï¼ˆDeviceï¼‰]
> [é›»è©±ã�®é�¸æŠžï¼ˆSelect a Phoneï¼‰] ã�®é †ã�«é�¸æŠžã�—ã�¦ 
[Webã‚¢ã‚¯ã‚»ã‚¹ï¼ˆWeb Accessï¼‰] ã�Œ [æœ‰åŠ¹ï¼ˆEnabledï¼‰] ã�¨ 
[ç„¡åŠ¹ï¼ˆDisabledï¼‰] 
ã�®ã�©ã�¡ã‚‰ã�«è¨å®šã�•ã‚Œã�¦ã�„ã‚‹ã�®ã�‹ã‚’ãƒ�ã‚§ãƒƒã‚¯ã�™ã‚‹ã�“ã�¨ã�«ã‚ˆã‚Šã€�Cisco
Unified Communications Manager ã�‹ã‚‰ Web 
ã‚¢ã‚¯ã‚»ã‚¹ã�®è¨å®šã‚’ç¢ºèª�ã�§ã��ã�¾ã�™ã€‚[ç„¡åŠ¹ï¼ˆDisabledï¼‰] 
ã�«è¨å®šã�•ã‚Œã�¦ã�„ã‚‹å ´å�ˆã€�IP 
é›»è©±ã�«è„†å¼±æ€§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

è„†å¼±æ€§ã�®ã�‚ã‚‹ Cisco 
ãƒ•ã‚¡ãƒ¼ãƒ ã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è£½å“�ã�®ã�¿ã�Œã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�“ã�¨ã�Œåˆ†ã�‹ã�£ã�¦ã�„ã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã�Œä»¥ä¸‹ã�®ã‚·ã‚¹ã‚³è£½å“�ã�«ã�¯å½±éŸ¿ã‚’ä¸Žã�ˆã�ªã�„ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�—ã�Ÿã€‚

ATA 190 ã‚¢ãƒŠãƒã‚°é›»è©±ã‚¢ãƒ€ãƒ—ã‚¿•

ATA 191 Analog Telephone Adapter•

ATA 192 ãƒžãƒ«ãƒ�ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¢ãƒŠãƒã‚°é›»è©±ã‚¢ãƒ€ãƒ—ã‚¿•

IP Conference Phone 7832•

IP Conference Phone 7832 ãƒžãƒ«ãƒ�ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ãƒ•ã‚¡ãƒ¼ãƒ ã‚¦ã‚§ã‚¢•

IP Conference Phone 8832•

IP Conference Phone 8832 ãƒžãƒ«ãƒ�ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ãƒ•ã‚¡ãƒ¼ãƒ ã‚¦ã‚§ã‚¢•

IP DECT 6825 ãƒžãƒ«ãƒ�ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ãƒ•ã‚¡ãƒ¼ãƒ ã‚¦ã‚§ã‚¢•

IP Phone 6821ã€�6841ã€�6851ã€�6861ã€�6871 
ãƒžãƒ«ãƒ�ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ãƒ•ã‚¡ãƒ¼ãƒ ã‚¦ã‚§ã‚¢

•

IP Phone 7811ã€�7821ã€�7841ã€�7861 •



ãƒ‡ã‚¹ã‚¯ãƒˆãƒƒãƒ—ãƒ•ã‚©ãƒ³ï¼ˆãƒžãƒ«ãƒ�ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  
ãƒ•ã‚¡ãƒ¼ãƒ ã‚¦ã‚§ã‚¢æ�è¼‰ï¼‰
IP Phone 8811ã€�8841ã€�8845ã€�8851ã€�8861ã€�8865 
ãƒ‡ã‚¹ã‚¯ãƒˆãƒƒãƒ—ãƒ•ã‚©ãƒ³ï¼ˆãƒžãƒ«ãƒ�ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  
ãƒ•ã‚¡ãƒ¼ãƒ ã‚¦ã‚§ã‚¢æ�è¼‰ï¼‰

•

SPA112 2 ãƒ�ãƒ¼ãƒˆé›»è©±ã‚¢ãƒ€ãƒ—ã‚¿•

SPA122 ãƒ«ãƒ¼ã‚¿å†…è”µ ATA•

SPA2102 ãƒ«ãƒ¼ã‚¿å†…è”µé›»è©±ã‚¢ãƒ€ãƒ—ã‚¿•

SPA232D Multi-Line DECT ATA•

SPA3102 ãƒ«ãƒ¼ã‚¿å†…è”µéŸ³å£°ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤•

SPA8000 8ãƒ�ãƒ¼ãƒˆIPãƒ†ãƒ¬ãƒ•ã‚©ãƒ‹ãƒ¼ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤•

SPA8800 IP ãƒ†ãƒ¬ãƒ•ã‚©ãƒ‹ãƒ¼ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤ï¼ˆ4 FXS ãƒ�ãƒ¼ãƒˆã�¨ 4 FXO 
ãƒ�ãƒ¼ãƒˆã‚’å†…è”µï¼‰

•

Small Business SPA300 ã‚·ãƒªãƒ¼ã‚º IP ãƒ•ã‚©ãƒ³•

Small Business SPA500 ï½¼ã‚·ãƒªãƒ¼ã‚º IP ãƒ•ã‚©ãƒ³•

ã‚µãƒ¼ãƒ‰ãƒ‘ãƒ¼ãƒ†ã‚£ã‚³ãƒ¼ãƒ«åˆ¶å¾¡å�‘ã�‘ Unified IP Conference Phone 8831•

Unified IP é›»è©± 6901 ã�Šã‚ˆã�³ 6911•

Unified SIP Phone 3905•

å›žé�¿ç–

ã�“ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ã�Ÿã� ã�—ã€�Web 
ã‚¢ã‚¯ã‚»ã‚¹ã�Œå¿…è¦�ã�ªã�„å ´å�ˆã€�è¨å®šã�®ç„¡åŠ¹åŒ–ã�¯ã�“ã�®è„†å¼±æ€§ã�®ç·©å’Œç–ã�¨ã�¿ã�ªã�•ã‚Œã�¾ã�™ã€‚Web
ã‚¢ã‚¯ã‚»ã‚¹ã�Œç„¡åŠ¹ã�«ã�ªã�£ã�¦ã�„ã‚‹å ´å�ˆã€�ã��ã�®é›»è©±ã�«è„†å¼±æ€§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€ŽPhone

Hardening ã€�ã�®ã€ŒWeb Access 
Disableã€�ã�®ç« ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

æ³¨ï¼šCisco IP 

Phoneã�§ã�¯ã€�Webã‚¢ã‚¯ã‚»ã‚¹ã�¯ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�§ç„¡åŠ¹ã�«ã�ªã�£ã�¦ã�„ã�¾ã�™ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚·ã‚¹ã‚³ã�¯ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�Ÿè„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ç„¡å„Ÿã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚ã�Šå®¢æ§˜ã�Œã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�—ã�Ÿã‚Šã‚µãƒ�ãƒ¼ãƒˆã‚’å�—ã�‘ã�Ÿã‚Šã�§ã��ã‚‹ã�®ã�¯ã€�ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã‚’ã�”è³¼å…¥ã�„ã�Ÿã� ã�„ã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¨ãƒ•ã‚£ãƒ¼ãƒ�ãƒ£ 
ã‚»ãƒƒãƒˆã�«å¯¾ã�—ã�¦ã�®ã�¿ã�¨ã�ªã‚Šã�¾ã�™ã€‚ã��ã�®ã‚ˆã�†ã�ªã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã€�ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã€�ã‚¢ã‚¯ã‚»ã‚¹ã�¾ã�Ÿã�¯ã��ã�®ä»–ã�®æ–¹æ³•ã�§ä½¿ç”¨ã�—ã�Ÿå ´å�ˆã€�ã�Šå®¢æ§˜ã�¯
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html 

ã�«è¨˜è¼‰ã�®ã‚·ã‚¹ã‚³ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã�®æ�¡é …ã�«å¾“ã�†ã�“ã�¨ã�«å�Œæ„�ã�—ã�Ÿã�“ã�¨ã�«ã�ªã‚Šã�¾ã�™ã€‚

ã�¾ã�Ÿã€�ã�Šå®¢æ§˜ã�Œã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�§ã��ã‚‹ã�®ã�¯ã€�ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ‰åŠ¹ã�ªãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã‚’ã‚·ã‚¹ã‚³ã�‹ã‚‰ç›´æŽ¥ã€�ã�‚ã‚‹ã�„ã�¯ã‚·ã‚¹ã‚³èª�å®šãƒªã‚»ãƒ©ãƒ¼ã‚„ãƒ‘ãƒ¼ãƒˆãƒŠãƒ¼ã�‹ã‚‰å�–å¾—ã�—ã�¦ã�„ã‚‹å ´å�ˆã�«é™�ã‚Šã�¾ã�™ã€‚é€šå¸¸ã€�ã�“ã‚Œã�¯ä»¥å‰�è³¼å…¥ã�—ã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹

https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/security/11_0_1/secugd/CUCM_BK_C1A78C1D_00_cucm-security-guide-1101/phone_hardening.pdf
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/security/11_0_1/secugd/CUCM_BK_C1A78C1D_00_cucm-security-guide-1101/phone_hardening.pdf
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/security/11_0_1/secugd/CUCM_BK_C1A78C1D_00_cucm-security-guide-1101/phone_hardening.pdf
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/security/11_0_1/secugd/CUCM_BK_C1A78C1D_00_cucm-security-guide-1101/phone_hardening.pdf
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html


ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�§ã�™ã€‚ç„¡å„Ÿã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã�«ã‚ˆã�£ã�¦ã€�ã�Šå®¢æ§˜ã�«æ–°ã�—ã�„ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã€�è¿½åŠ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒ•ã‚£ãƒ¼ãƒ�ãƒ£ 
ã‚»ãƒƒãƒˆã€�ã�¾ã�Ÿã�¯ãƒ¡ã‚¸ãƒ£ãƒ¼ ãƒªãƒ“ã‚¸ãƒ§ãƒ³ 
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�«å¯¾ã�™ã‚‹æ¨©é™�ã�Œä»˜ä¸Žã�•ã‚Œã‚‹ã�“ã�¨ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€�[ã‚·ã‚¹ã‚³ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�Šã‚ˆã�³ã‚¢ãƒ©ãƒ¼ãƒˆï¼ˆCisco
Security Advisories and Alertsï¼‰] 
ãƒšãƒ¼ã‚¸ã�§å…¥æ‰‹ã�§ã��ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å®šæœŸçš„ã�«å�‚ç…§ã�—ã�¦ã€�ä¾µå®³ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

ã‚µãƒ¼ãƒ“ã‚¹å¥‘ç´„ã‚’ã�”åˆ©ç”¨ã�§ã�ªã�„ã�Šå®¢æ§˜

ã‚·ã‚¹ã‚³ã�‹ã‚‰ç›´æŽ¥è³¼å…¥ã�—ã�Ÿã�Œã‚·ã‚¹ã‚³ã�®ã‚µãƒ¼ãƒ“ã‚¹å¥‘ç´„ã‚’ã�”åˆ©ç”¨ã�„ã�Ÿã� ã�„ã�¦ã�„ã�ªã�„å ´å�ˆã€�ã�¾ã�Ÿã€�ã‚µãƒ¼ãƒ‰ãƒ‘ãƒ¼ãƒ†ã‚£ãƒ™ãƒ³ãƒ€ãƒ¼ã�‹ã‚‰è³¼å…¥ã�—ã�Ÿã�Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’è³¼å…¥å…ˆã�‹ã‚‰å…¥æ‰‹ã�§ã��ã�ªã�„å ´å�ˆã�¯ã€�Cisco TACï¼ˆhttps://www.cisco.com/c/ja_jp/support/web/tsd-

cisco-worldwide-

contacts.htmlï¼‰ã�«é€£çµ¡ã�—ã�¦ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’å…¥æ‰‹ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ç„¡å„Ÿã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�®å¯¾è±¡è£½å“�ã�§ã�‚ã‚‹ã�“ã�¨ã‚’è¨¼æ˜Žã�—ã�¦ã�„ã�Ÿã� ã��ã�Ÿã‚�ã�«ã€�è£½å“�ã�®ã‚·ãƒªã‚¢ãƒ«ç•ªå�·ã�¨ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®
URL ã‚’ã�”ç”¨æ„�ã��ã� ã�•ã�„ã€‚

ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

æ¬¡ã�®è¡¨ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�è©²å½“ã�™ã‚‹ä¿®æ£æ¸ˆã�¿ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ã�“ã�¨ã‚’ã�Šå‹§ã‚�ã�—ã�¾ã�™ã€‚

Cisco IP Phone ãƒ¢ãƒ‡ãƒ« Cisco Bug 

ID

First Fixed 

Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰

IP Phone 7811ã€�7821ã€�7841ã€�7861 
ãƒ‡ã‚¹ã‚¯ãƒˆãƒƒãƒ—ãƒ•ã‚©ãƒ³

CSCuz03016 11.7(1)

IP Phone 

8811ã€�8841ã€�8845ã€�8851ã€�8861ã€�8865 
ãƒ‡ã‚¹ã‚¯ãƒˆãƒƒãƒ—ãƒ•ã‚©ãƒ³

CSCuz03016 11.7(1)

Unified IP Conference Phone 8831  CSCvs78441 10.3(1)SR6

Wireless IP Phone 8821ã€�8821-EX CSCvs78272 11.0(5)SR3 

Cisco IP Phoneã�®ãƒ•ã‚¡ãƒ¼ãƒ ã‚¦ã‚§ã‚¢ã‚’Cisco.comã�®Software 

Centerã�‹ã‚‰ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�™ã‚‹ã�«ã�¯ã€�æ¬¡ã�®æ‰‹é †ã‚’å®Ÿè¡Œã�—ã�¾ã�™ã€‚

https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz03016
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz03016
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs78441
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs78272
https://software.cisco.com/download/navigator.html
https://www.cisco.com/
https://www.cisco.com/


[ã�™ã�¹ã�¦ã‚’å�‚ç…§ï¼ˆBrowse Allï¼‰] ã‚’ã‚¯ãƒªãƒƒã‚¯ã�—ã�¾ã�™ã€‚1. 

[ã‚³ãƒ©ãƒœãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆCollaboration Endpointsï¼‰] > [IP 
ãƒ•ã‚©ãƒ³ï¼ˆIP Phonesï¼‰] ã‚’é�¸æŠžã�—ã�¾ã�™ã€‚

2. 

è£½å“�ã‚»ãƒ¬ã‚¯ã‚¿ã�®å�³ãƒšã‚¤ãƒ³ã�‹ã‚‰ç‰¹å®šã�®è£½å“�ã‚’é�¸æŠžã�—ã�¾ã�™ã€‚3. 

è£½å“�ãƒšãƒ¼ã‚¸ã�®å·¦ãƒšã‚¤ãƒ³ã�‹ã‚‰ãƒªãƒªãƒ¼ã‚¹ã‚’é�¸æŠžã�—ã�¾ã�™ã€‚4. 

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco Product Security Incident Response 

Teamï¼ˆPSIRTï¼‰ã�¯ã€�ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§èª¬æ˜Žã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�«å¯¾ã�—ã�¦æ¦‚å¿µå®Ÿè¨¼æ®µéšŽã�®ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆ
ã‚³ãƒ¼ãƒ‰ã�Œå…¥æ‰‹å�¯èƒ½ã�§ã�‚ã‚‹ã�“ã�¨ã‚’èª�è˜ã�—ã�¦ã�„ã�¾ã�™ã€‚

å‡ºå…¸

æœ¬è„†å¼±æ€§ã�¯ã€�ã‚·ã‚¹ã‚³å†…éƒ¨ã�§ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ãƒ†ã‚¹ãƒˆã�«ã‚ˆã�£ã�¦ç™ºè¦‹ã�•ã‚Œã�¾ã�—ã�Ÿã€‚ã�¾ã�Ÿã€�ã�“ã�®è„†å¼±æ€§ã‚’å ±å‘Šã�—ã�¦ã�„ã�Ÿã� ã�„ã�Ÿ
Tenable ç¤¾ã�® Jacob Baines æ°�ã�«æ„Ÿè¬�ã�„ã�Ÿã�—ã�¾ã�™ã€‚

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-voip-phones-rce-

dos-rB6EeRXs

æ”¹è¨‚å±¥æ´

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ èª¬æ˜Ž ã‚»ã‚¯ã‚·ãƒ§ãƒ³ ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ æ—¥ä»˜

1.1 å…¬é–‹æ‚ªç”¨ã‚³ãƒ¼ãƒ‰ã�Œå˜åœ¨ã�™ã‚‹ã�“ã�¨ã‚’ç¤ºã�™ã�Ÿã‚�ã�«ã€Œä¸�æ£åˆ©ç”¨ã�¨å…¬è¡¨ã€�ã‚’æ›´æ–°ã€‚ ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨ Final

2020 å¹´ 

4 æœˆ 

16 æ—¥

1.0 åˆ�å›žå…¬é–‹ãƒªãƒªãƒ¼ã‚¹ - Final

2020 å¹´ 

4 æœˆ 

15 æ—¥

åˆ©ç”¨è¦�ç´„

æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ç„¡ä¿�è¨¼ã�®ã‚‚ã�®ã�¨ã�—ã�¦ã�”æ��ä¾›ã�—ã�¦ã�Šã‚Šã€�ã�„ã�‹ã�ªã‚‹ç¨®é¡žã�®ä¿�è¨¼ã‚‚ç¤ºå”†ã�™ã‚‹ã‚‚ã�®ã�§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æƒ…å ±ã�Šã‚ˆã�³ãƒªãƒ³ã‚¯ã�®ä½¿ç”¨ã�«é–¢ã�™ã‚‹è²¬ä»»ã�®ä¸€åˆ‡ã�¯ã��ã‚Œã‚‰ã�®ä½¿ç”¨è€…ã�«ã�‚ã‚‹ã‚‚ã�®ã�¨ã�—ã�¾ã�™ã€‚
ã�¾ã�Ÿã€�ã‚·ã‚¹ã‚³ã�¯æœ¬ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®å†…å®¹ã‚’äºˆå‘Šã�ªã�—ã�«å¤‰æ›´ã�—ã�Ÿã‚Šã€�æ›´æ–°ã�—ã�Ÿã‚Šã�™ã‚‹æ¨©åˆ©ã‚’æœ‰ã�—ã�¾ã�™ã€‚ 
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è¨˜è¿°å†…å®¹ã�«é–¢ã�—ã�¦æƒ…å ±é…�ä¿¡ã�® URL 
ã‚’çœ�ç•¥ã�—ã€�å�˜ç‹¬ã�®è»¢è¼‰ã‚„æ„�è¨³ã‚’æ–½ã�—ã�Ÿå ´å�ˆã€�å½“ç¤¾ã�Œç®¡ç�†ã�—ã�Ÿæƒ…å ±ã�¨ã�¯è¦‹ã�ªã�•ã‚Œã�¾ã�›ã‚“ã€‚ã��ã�†ã�—ã�Ÿæƒ…å ±ã�¯ã€�äº‹å®Ÿèª¤èª�ã‚’å¼•ã��èµ·ã�“ã�—ã�Ÿã‚Šã€�é‡�è¦�ã�ªæƒ…å ±ã�Œæ¬ è�½ã�—ã�¦ã�„ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-voip-phones-rce-dos-rB6EeRXs
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-voip-phones-rce-dos-rB6EeRXs


ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®æƒ…å ±ã�¯ã€�ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¨ãƒ³ãƒ‰ãƒ¦ãƒ¼ã‚¶ã‚’å¯¾è±¡ã�¨ã�—ã�¦ã�„ã�¾ã�™ã€‚



翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


