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ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

iosxr-pxe-unsign-code-exec-qAa78fD2

åˆ�å…¬é–‹æ—¥ : 2020-11-04 16:00

æœ€çµ‚æ›´æ–°æ—¥ : 2020-12-01 17:50

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.3 : Final

CVSSã‚¹ã‚³ã‚¢ : 8.1

å›žé�¿ç– : No workarounds available

Cisco ãƒ�ã‚° ID : CSCvi82550 CSCvu31574 

CSCvq23340 CSCvq31064

CVE-2020-

3284

http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi82550
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu31574
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq23340
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq31064
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3284
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3284
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ãƒ‡ãƒ�ã‚¤ã‚¹ã�®è£½å“� 
IDï¼ˆPIDï¼‰ã�Œã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹
PID ã�®ã�„ã�šã‚Œã�‹ã�¨ä¸€è‡´ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã€‚

•

è„†å¼±ã�ª BIOS ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã€‚•

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ãƒ–ãƒ¼ãƒˆã�« PXE ã‚’ä½¿ç”¨ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã€‚•

è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹ Cisco 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

è£½å“� ID ã�®ç¢ºèª�

ãƒ‡ãƒ�ã‚¤ã‚¹ã�® PID ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�show inventory raw CLI 

ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚PID N3K-C3232C 

ã�®ãƒ‡ã‚¤ãƒ�ã‚¹ã�®å ´å�ˆã€�ã‚³ãƒžãƒ³ãƒ‰ã�®å‡ºåŠ›ä¾‹ã�¯æ¬¡ã�®ã‚ˆã�†ã�«ã�ªã‚Šã�¾ã�™ã€‚

 

<#root>

RP/0/RP0/CPU0:router# 

show inventory raw

 
. 
. 
.

 

 

<#root>

NAME: "0/RP0", DESCR: "NCS 5500 Route Processor" 
PID: 

NC55-RP

           , VID: V01, SN: SAL1926HRW5

 

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-pxe-unsign-code-exec-qAa78fD2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-pxe-unsign-code-exec-qAa78fD2


 

NAME: "0/1/* - cpu", DESCR: "cpu" 
PID: , VID: V00, SN: SAD093000JR 
 
NAME: "0/1/* - cpu - 1.6V_P0", DESCR: "Voltage Sensor" 
PID: , VID: N/A, SN: 
. 
. 
.

 

PID 

ã�Œã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®ã�„ã�šã‚Œã�‹ã�®è¡¨ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹å ´å�ˆã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œè„†å¼±ã�ª
BIOS ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’å®Ÿè¡Œã�—ã€�ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ãƒ–ãƒ¼ãƒˆã�« PXE 
ã‚’ä½¿ç”¨ã�—ã�¦ã�„ã‚‹ã�¨ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œè„†å¼±ã�«ã�ªã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

BIOS ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®ç¢ºèª�

ãƒ‡ãƒ�ã‚¤ã‚¹ã�§å®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹BIOSãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�show

fpd package CLIã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚æ¬¡ã�®ä¾‹ã�¯ã€�PIDã�ŒA9K-

RSP880-LT-

TRã�§ã€�BIOSãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³17.16ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�®å‡ºåŠ›ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

RP/0/RSP0/CPU0:router# show fpd package 
Wed Nov  4 21:55:45.713 UTC

======================= 
 
 

================================================ 
        Field Programmable Deviceãƒ‘ãƒƒã‚±ãƒ¼ã‚¸ 
================================================

   

Card Type FPDã�®èª¬æ˜Ž Type äºœåž‹
SW  
ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³

æœ€å°�è¦�æ±‚ 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³

æœ€å°�è¦�æ±‚ 
ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³

======================= ========================== ==== ======= =========== ======== =========

ASR-9910-BPID2 
Can Bus Ctrl(CBC)BP2 
Can Bus Ctrl(CBC)BP2

bp 
lc

cbc 
cbc

7.105 
7.105

0.00 
0.00

0.1 
0.1

--------------------------------------------------------------------------------------------------------------------

. 

. 

.

Can Bus Ctrl(CBC)RSP4 
MB CPUCtrl  
DBCtrl 

lc 
cbc 
fpga2 
fpga3 

50.01 
  0.13 
  0.05 

0.00 
0.00 
0.00 

0.0 
0.0 
0.0 

A9K-RSP880-LT-TR 



DBCtrl 
DBCtrl 
fsbl  
LinuxFW 
ROMMONB RSP4L

lc 
lc 
lc 
lc 
lc 
lc 
lc

fpga4 
fpga5 
fsbl 
lnxfw 
rommon

  0.04 
  0.04 
  1.103 
  1.103 
17.16

0.00 
0.00 
0.00 
0.00 
0.00

0.0 
0.0 
0.0 
0.0 
0.0

--------------------------------------------------------------------------------------------------------------------

. 

. 

.

Network Convergence System 

5500ã‚·ãƒªãƒ¼ã‚ºãƒ«ãƒ¼ã‚¿ã�§å®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹BIOSãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�show

hw-module fpd Bootloader CLIã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚PID ã�Œ N3K-C3232C 
ã�§ BIOS ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.20 
ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ãƒ‡ã‚¤ãƒ�ã‚¹ã�®å ´å�ˆã€�ã‚³ãƒžãƒ³ãƒ‰ã�®å‡ºåŠ›ä¾‹ã�¯æ¬¡ã�®ã‚ˆã�†ã�«ã�ªã‚Šã�¾ã�™ã€‚

 

<#root>

RP/0/RP0/CPU0:router#

show hw-module fpd Bootloader

        
Wed Sep 11 18:43:06.989 UTC                                      FPD Versions 
                                                               ================= 
Location   Card type        HWver FPD device       ATR Status   Running Programd 
------------------------------------------------------------------------------ 
0/5       NC55-MOD-A-S      0.201 Bootloader           CURRENT    1.02    1.02   
0/6       NC55-24H12F-SE    0.0   Bootloader           NEED UPGD  1.11    1.11   
0/RP0 

NC55-RP-E

         1.1   Bootloader           CURRENT 

1.20

    1.20   
0/RP1 

NC55-RP-E

         1.1   Bootloader           CURRENT 

1.20

    1.20 
. 
. 
.



 

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è£½å“�ã�®ã�¿ã�Œã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�“ã�¨ã�Œåˆ†ã�‹ã�£ã�¦ã�„ã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã�Œä»¥ä¸‹ã�®ã‚·ã‚¹ã‚³è£½å“�ã�«ã�¯å½±éŸ¿ã‚’ä¸Žã�ˆã�ªã�„ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�—ã�Ÿã€‚

8000 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿•

Carrier Routing Systemï¼ˆCRSï¼‰•

IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢•

IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢•

IOS XR 32 ãƒ“ãƒƒãƒˆã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢•

IOS XR ãƒ›ãƒ¯ã‚¤ãƒˆãƒœãƒƒã‚¯ã‚¹ï¼ˆIOSXRWBDï¼‰•

IOS XRv 9000 ãƒ«ãƒ¼ã‚¿•

Network Convergence Systemï¼ˆNCSï¼‰6000 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿•

NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢•

UCS 6200 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ•

UCS 6300 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ•

UCS 6400 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ•

UCS B ã‚·ãƒªãƒ¼ã‚º ãƒ–ãƒ¬ãƒ¼ãƒ‰ ã‚µãƒ¼ãƒ�•

UCS C ã‚·ãƒªãƒ¼ã‚º M3 ãƒ©ãƒƒã‚¯ã‚µãƒ¼ãƒ�ï¼ˆã‚¹ã‚¿ãƒ³ãƒ‰ã‚¢ãƒãƒ³ï¼‰•

UCS C ã‚·ãƒªãƒ¼ã‚º M4 ãƒ©ãƒƒã‚¯ã‚µãƒ¼ãƒ�ï¼ˆã‚¹ã‚¿ãƒ³ãƒ‰ã‚¢ãƒãƒ³ï¼‰•

UCS C ã‚·ãƒªãƒ¼ã‚º M5 ãƒ©ãƒƒã‚¯ã‚µãƒ¼ãƒ�ï¼ˆç®¡ç�†å¯¾è±¡ï¼‰•

UCS C ã‚·ãƒªãƒ¼ã‚º M5 ãƒ©ãƒƒã‚¯ã‚µãƒ¼ãƒ�ï¼ˆã‚¹ã‚¿ãƒ³ãƒ‰ã‚¢ãƒãƒ³ï¼‰•

è©³ç´°

PXE ã�¯ã€�Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�—ãƒ‡ãƒ�ã‚¤ã‚¹ BIOS 
ã�®ä¸€éƒ¨ã�§ã�‚ã‚‹ãƒ«ãƒ¼ã‚¿ã�®ç®¡ç�†ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�®ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã‚«ãƒ¼ãƒ‰ã�«å�«ã�¾ã‚Œã�¦ã�„ã�¾ã�™ã€‚PXE
ã�¯ã€�ã‚·ã‚¹ãƒ†ãƒ ã�®å†�ã‚¤ãƒ¡ãƒ¼ã‚¸åŒ–ã�«ä½¿ç”¨ã�•ã‚Œã€�ãƒ–ãƒ¼ãƒˆã�«å¤±æ•—ã�—ã�Ÿå ´å�ˆã‚„æœ‰åŠ¹ã�§ãƒ–ãƒ¼ãƒˆå�¯èƒ½ã�ªãƒ‘ãƒ¼ãƒ†ã‚£ã‚·ãƒ§ãƒ³ã�Œã�ªã�„å ´å�ˆã�«ãƒ«ãƒ¼ã‚¿ã‚’ãƒ–ãƒ¼ãƒˆã�—ã�¾ã�™ã€‚PXE
ã�¯ãƒ–ãƒ¼ãƒˆãƒãƒ¼ãƒ€ãƒ¼ã�¨ã�—ã�¦æ©Ÿèƒ½ã�—ã€�ã‚·ã‚¹ãƒ†ãƒ ã‚’èµ·å‹•ã�™ã‚‹ã‚¤ãƒ¡ãƒ¼ã‚¸ã‚’
PIDã€�ã‚·ãƒªã‚¢ãƒ«ç•ªå�·ã€�ã�¾ã�Ÿã�¯ç®¡ç�† MAC 
ã‚¢ãƒ‰ãƒ¬ã‚¹ã�«åŸºã�¥ã�„ã�¦æŸ”è»Ÿã�«é�¸æŠžã�§ã��ã‚‹ã‚ˆã�†ã�«ã�—ã�¾ã�™ã€‚PXE
ã�¯ã€�PXE ãƒ–ãƒ¼ãƒˆã‚µãƒ¼ãƒ�ã�‹ã‚‰ã�® PXE 
å¿œç”ã�®ä¸€ç’°ã�¨ã�—ã�¦æŒ‡å®šã�•ã‚Œã�Ÿ ISO 
ã‚¤ãƒ¡ãƒ¼ã‚¸ã‚’ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�—ã€�ISO 
ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ã‚’ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�—ã�¦ã€�ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¤ãƒ¡ãƒ¼ã‚¸ã�«åˆ¶å¾¡ã‚’æ¸¡ã�—ã�¾ã�™ã€‚

PXE ã�¯ DHCP 
ã‚µãƒ¼ãƒ�è¨å®šãƒ•ã‚¡ã‚¤ãƒ«ã�§å®šç¾©ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€ŒiPXE

ã‚’ä½¿ç”¨ã�—ã�Ÿèµ·å‹•ã€�ã�Šã‚ˆã�³ã€ŒiPXE 

https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5500/system-setup/60x/b-ncs5500-system-setup-guide-60x/b-system-setup-ncs5k_chapter_0111.html#concept_F52D0A35637E4583972405EA4164C229
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5500/system-setup/60x/b-ncs5500-system-setup-guide-60x/b-system-setup-ncs5k_chapter_0111.html#concept_F52D0A35637E4583972405EA4164C229
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5500/system-setup/60x/b-ncs5500-system-setup-guide-60x/b-system-setup-ncs5k_chapter_0111.html#concept_F52D0A35637E4583972405EA4164C229
https://www.cisco.com/c/en/us/td/docs/routers/asr9000/software/asr9k-r6-5/system-setup/configuration/guide/b-system-setup-cg-asr9000-65x/b-system-setup-cg-asr9000_chapter_010.html#id_89365


ã‚’ä½¿ç”¨ã�—ã�Ÿãƒ«ãƒ¼ã‚¿ã�®èµ·å‹•ã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

å›žé�¿ç–

ã�“ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚·ã‚¹ã‚³ã�¯ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�Ÿè„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ç„¡å„Ÿã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚ã�Šå®¢æ§˜ã�Œã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�—ã�Ÿã‚Šã‚µãƒ�ãƒ¼ãƒˆã‚’å�—ã�‘ã�Ÿã‚Šã�§ã��ã‚‹ã�®ã�¯ã€�ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã‚’ã�”è³¼å…¥ã�„ã�Ÿã� ã�„ã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¨ãƒ•ã‚£ãƒ¼ãƒ�ãƒ£ 
ã‚»ãƒƒãƒˆã�«å¯¾ã�—ã�¦ã�®ã�¿ã�¨ã�ªã‚Šã�¾ã�™ã€‚ã��ã�®ã‚ˆã�†ã�ªã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã€�ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã€�ã‚¢ã‚¯ã‚»ã‚¹ã�¾ã�Ÿã�¯ã��ã�®ä»–ã�®æ–¹æ³•ã�§ä½¿ç”¨ã�—ã�Ÿå ´å�ˆã€�ã�Šå®¢æ§˜ã�¯ä»¥ä¸‹ã�®ãƒªãƒ³ã‚¯ã�«è¨˜è¼‰ã�•ã‚Œã�Ÿã‚·ã‚¹ã‚³ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã�®æ�¡é …ã�«å¾“ã�†ã�“ã�¨ã�«å�Œæ„�ã�—ã�Ÿã�“ã�¨ã�«ã�ªã‚Šã�¾ã�™ã€‚ 
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

ã�¾ã�Ÿã€�ã�Šå®¢æ§˜ã�Œã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�§ã��ã‚‹ã�®ã�¯ã€�ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ‰åŠ¹ã�ªãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã‚’ã‚·ã‚¹ã‚³ã�‹ã‚‰ç›´æŽ¥ã€�ã�‚ã‚‹ã�„ã�¯ã‚·ã‚¹ã‚³èª�å®šãƒªã‚»ãƒ©ãƒ¼ã‚„ãƒ‘ãƒ¼ãƒˆãƒŠãƒ¼ã�‹ã‚‰å�–å¾—ã�—ã�¦ã�„ã‚‹å ´å�ˆã�«é™�ã‚Šã�¾ã�™ã€‚é€šå¸¸ã€�ã�“ã‚Œã�¯ä»¥å‰�è³¼å…¥ã�—ã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�§ã�™ã€‚ç„¡å„Ÿã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã�«ã‚ˆã�£ã�¦ã€�ã�Šå®¢æ§˜ã�«æ–°ã�—ã�„ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã€�è¿½åŠ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒ•ã‚£ãƒ¼ãƒ�ãƒ£ 
ã‚»ãƒƒãƒˆã€�ã�¾ã�Ÿã�¯ãƒ¡ã‚¸ãƒ£ãƒ¼ ãƒªãƒ“ã‚¸ãƒ§ãƒ³ 
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�«å¯¾ã�™ã‚‹æ¨©é™�ã�Œä»˜ä¸Žã�•ã‚Œã‚‹ã�“ã�¨ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€�ã‚·ã‚¹ã‚³ 

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒª 
ãƒšãƒ¼ã‚¸ã�§å…¥æ‰‹ã�§ã��ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å®šæœŸçš„ã�«å�‚ç…§ã�—ã�¦ã€�ä¾µå®³ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�¨ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ä¸€å¼�ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

ã‚µãƒ¼ãƒ“ã‚¹å¥‘ç´„ã‚’ã�”åˆ©ç”¨ã�§ã�ªã�„ã�Šå®¢æ§˜

ã‚·ã‚¹ã‚³ã�‹ã‚‰ç›´æŽ¥è³¼å…¥ã�—ã�Ÿã�Œã‚·ã‚¹ã‚³ã�®ã‚µãƒ¼ãƒ“ã‚¹å¥‘ç´„ã‚’ã�”åˆ©ç”¨ã�„ã�Ÿã� ã�„ã�¦ã�„ã�ªã�„å ´å�ˆã€�ã�¾ã�Ÿã€�ã‚µãƒ¼ãƒ‰ãƒ‘ãƒ¼ãƒ†ã‚£ãƒ™ãƒ³ãƒ€ãƒ¼ã�‹ã‚‰è³¼å…¥ã�—ã�Ÿã�Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’è³¼å…¥å…ˆã�‹ã‚‰å…¥æ‰‹ã�§ã��ã�ªã�„å ´å�ˆã�¯ã€�Cisco TACï¼ˆhttps://www.cisco.com/c/ja_jp/support/web/tsd-

cisco-worldwide-

contacts.htmlï¼‰ã�«é€£çµ¡ã�—ã�¦ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’å…¥æ‰‹ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ç„¡å„Ÿã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�®å¯¾è±¡è£½å“�ã�§ã�‚ã‚‹ã�“ã�¨ã‚’è¨¼æ˜Žã�—ã�¦ã�„ã�Ÿã� ã��ã�Ÿã‚�ã�«ã€�è£½å“�ã�®ã‚·ãƒªã‚¢ãƒ«ç•ªå�·ã�¨ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®
URL ã‚’ã�”ç”¨æ„�ã��ã� ã�•ã�„ã€‚

ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

æ¬¡ã�®è¡¨ã�®å·¦åˆ—ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�®ã�‚ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�®
PID 

https://www.cisco.com/c/en/us/td/docs/routers/asr9000/software/asr9k-r6-5/system-setup/configuration/guide/b-system-setup-cg-asr9000-65x/b-system-setup-cg-asr9000_chapter_010.html#id_89365
https://www.cisco.com/c/en/us/td/docs/routers/asr9000/software/asr9k-r6-5/system-setup/configuration/guide/b-system-setup-cg-asr9000-65x/b-system-setup-cg-asr9000_chapter_010.html#id_89365
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html


ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚ä¸å¤®ã�®åˆ—ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã‚’ä¿®æ£ã�—ã�Ÿ
Cisco IOS XR 64 
ãƒ“ãƒƒãƒˆã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚å�³å�´ã�®åˆ—ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã‚’ä¿®æ£ã�—ã�Ÿ
BIOS ã�®æœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

ã�“ã‚Œã‚‰ã�®è¡¨ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�ªã�„ PID 
ã�«é–¢ã�—ã�¦ã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�®ã�‹ã�©ã�†ã�‹ã�¯ä¸�æ˜Žã�§ã�™ã€‚æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚ˆã‚Šå‰�ã�®
BIOS ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�™ã€‚

ã�“ã�®è„†å¼±æ€§ã‚’ä¿®æ£ã�™ã‚‹ã�«ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ä¿®æ£æ¸ˆã�¿ã�® BIOS 
ã‚¤ãƒ¡ãƒ¼ã‚¸ã‚’ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚BIOS 
ã‚¤ãƒ¡ãƒ¼ã‚¸ã�¯ã‚¹ã‚¿ãƒ³ãƒ‰ã‚¢ãƒãƒ³ãƒ‘ãƒƒã‚±ãƒ¼ã‚¸ã�§ã�¯æ��ä¾›ã�•ã‚Œã�¾ã�›ã‚“ã�Œã€�Cisco
IOS 
XRã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�«çµ„ã�¿è¾¼ã�¾ã‚Œã�¦ã�„ã�¾ã�™ã€‚å ´å�ˆã�«ã‚ˆã�£ã�¦ã�¯ã€�Cisco
IOS XRã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰æ™‚ã�« BIOS 
ã�Œè‡ªå‹•çš„ã�«æ›´æ–°ã�•ã‚Œã�ªã�„ã�“ã�¨ã�Œã�‚ã‚Šã�¾ã�™ã€‚BIOSã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«ç¤ºã�•ã‚Œã�¦ã�„ã‚‹ã‚ˆã�†ã�«ã€�show

fpd packageã‚³ãƒžãƒ³ãƒ‰ã�¾ã�Ÿã�¯show hw-module fpd 

Bootloaderã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚BIOS 
ã�Œä¿®æ£æ¸ˆã�¿ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�•ã‚Œã�¦ã�„ã�ªã�„å ´å�ˆã�¯ã€�ã€ŒField-

Programmable Device ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã€�ã‚’å�‚ç…§ã�—ã€�upgrade hw-module 

location ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦ BIOS 
ã‚’ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�—ã�¾ã�™ã€‚

ASR 9000 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ãƒˆ ã‚¹ã‚¤ãƒƒãƒ� ãƒ—ãƒã‚»ãƒƒã‚µ

Cisco ASR 

9000 

ã‚·ãƒªãƒ¼ã‚º 

PID 1

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ Cisco IOS XR 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ 
BIOS ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³

A9K-

RSP880-SE 

A9K-

RSP880-TR

6.5.2 10.65

A99-RP2-SE 

A99-RP2-

TR

6.5.2 14.35

A99-RSP-

SE 

A99-RSP-

TR

6.5.2 16.14

https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5500/sysman/66x/b-system-management-cg-ncs5500-66x/b-system-management-cg-ncs5500-66x_chapter_01101.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5500/sysman/66x/b-system-management-cg-ncs5500-66x/b-system-management-cg-ncs5500-66x_chapter_01101.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5500/sysman/66x/b-system-management-cg-ncs5500-66x/b-system-management-cg-ncs5500-66x_chapter_01101.html


Cisco ASR 

9000 

ã‚·ãƒªãƒ¼ã‚º 

PID 1

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ Cisco IOS XR 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ 
BIOS ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³

A9K-

RSP880-LT-

SE 

A9K-

RSP880-LT-

TR 

6.5.2 17.34

ASR-9901-

RP
6.5.2 22.20

A99-RP3-SE 

A99-RP3-

TR 

6.5.2 30.23

A9K-RSP5-

SE 

A9K-RSP5-

TR 

6.5.2 31.20 

1.ä¸€éƒ¨ã�®PIDã�¯ã€�Cisco IOS 
XRã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®32ãƒ“ãƒƒãƒˆã�¨64ãƒ“ãƒƒãƒˆã�®ä¸¡æ–¹ã�®ã‚¤ãƒ¡ãƒ¼ã‚¸ã‚’å®Ÿè¡Œã�§ã��ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«é�©ç”¨ã�•ã‚Œã�¾ã�™ã€‚64
ãƒ“ãƒƒãƒˆã‚¤ãƒ¡ãƒ¼ã‚¸ã�®ã�¿ã�Œè„†å¼±ã�§ã�‚ã‚‹ã�“ã�¨ã�Œã‚�ã�‹ã�£ã�¦ã�„ã�¾ã�™ã€‚

Network Convergence System 1000 ã‚·ãƒªãƒ¼ã‚º

Cisco NCS 

9000 

ã‚·ãƒªãƒ¼ã‚º 

PID 1

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ Cisco IOS XR 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ 
BIOS ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³

NCS1001 

NCS1002 

NCS1004

7.1.1 14.60

1.ã�“ã�®ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ã�™ã�¹ã�¦ã�®PIDã�¨å�„PIDã�®ã�™ã�¹ã�¦ã�®é †åˆ—ã�«ã�¯è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚

Network Convergence System 540 ãƒ«ãƒ¼ã‚¿

Cisco NCS 540 PID             ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ Cisco IOS XR 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ 
BIOS ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³

N540-12Z20G-SYS-A/D 

N540-28Z4C-SYS-A/D 

N540X-16Z4G8Q2C-A/D 

7.2.1 1.17



Cisco NCS 540 PID             ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ Cisco IOS XR 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ 
BIOS ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³

N540X-12Z16G-SYS-A/D

N540-24Z8Q2C-M 

N540-ACC-SYS
7.2.1 1.13

Network Convergence System 560 ãƒ«ãƒ¼ã‚¿

Cisco 

NCS 

560 

PID

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ Cisco IOS XR 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ 
BIOS ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³

N560-

4-

SYS1 

N560-

7-

SYS1

6.6.3 ã�Šã‚ˆã�³ 7.0.2 0.14

1.ã�“ã�®PIDã�®ç½®æ�›ã�¯ã�™ã�¹ã�¦è„†å¼±ã�§ã�™ã€‚

Network Convergence System 5000 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿

Cisco NCS 

5000 

ã‚·ãƒªãƒ¼ã‚º 

PID 1

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ Cisco IOS XR 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ 
BIOS ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³

NCS5001 

NCS5002
7.2.1 1.13

NCS5011 7.2.1 1.14

1.ã�“ã�®ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ã�™ã�¹ã�¦ã�®PIDã�¨å�„PIDã�®ã�™ã�¹ã�¦ã�®é †åˆ—ã�«ã�¯è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚

Network Convergence Systemï¼ˆNCSï¼‰5500 ã‚·ãƒªãƒ¼ã‚ºãƒ«ãƒ¼ã‚¿

Cisco NCS 

5500 

ã‚·ãƒªãƒ¼ã‚º 

PID 1

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ Cisco IOS XR 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ 
BIOS ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³

NC55-RP 6.6.3 9.30

NC55-RP-E 

NCS-5501 

NCS-5501-

6.6.3 1.21



Cisco NCS 

5500 

ã‚·ãƒªãƒ¼ã‚º 

PID 1

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ Cisco IOS XR 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ 
BIOS ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³

SE 

NCS-5502 

NCS-5502-

SE

NCS-55A2-

MOD-S 

NCS-55A2-

MOD-HD-S 

NCS-55A2-

MOD-HX-S 

NCS-55A2-

MOD-SE-S 

NCS-55A2-

MOD-SE-H-

S 

NCS-55A1-

36H-SE-S 

NCS-55A1-

36H-S 

NCS-55A1-

24H 

NCS55-A1-

48Q6H 

NCS-55A1-

24Q6H-S

6.6.3 1.12

1. NC55-RP2-Eã�«ã�¯è„†å¼±æ€§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco Product Security Incident Response 
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Martin Ramsdale ã�«ã‚ˆã�£ã�¦ç™ºè¦‹ã�•ã‚Œã�¾ã�—ã�Ÿã€‚
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