Cisco
FXOS3,Y2af+af a4, 84, ta@®a,afzafaf%oa, nafa

&, ¢af%oaf € a,na, flaFraFlD : cisco-sa-fxos CVE-2020-
M ediun§mdini-pazvmXCr 3457

& @a...~é-<e—Y¥ : 2020-10-21 16:00

ae0eEge se-"ae—¥ . 2020-10-23 13:21

if @afa, afsasf 1.1: Fina

CVSS3,4,%3,¢: 6.7

&76€¢¢- : No workarounds available

Cisco af @4a,° ID : CSCvt69369 CSCvt74037

B Yore&75@«ad, a «ef...a t3@ a€HPe+e?Z3P«a, a,«aZYe-ft3OPEGZA...,a11 a4
Al

av el@

202081 108008 2352—Y¥4€p<a,%0a @ ®ae> 2e-°11354,°3,13,%3¢ €939 "3 ®3,C3f%3f@ 3,013,933 ®F€EC

6©©3; 00878 ,»3,5f¥AFPAFE £ 8,CAf—af©F,05,CaF%," 5,165f4f 5, 15,85,C3@® SSL/TLS
5O «30530'5,8,uafKAFE,8! AR IO @S, T8Vt 2€55 80.C. 55010 5OOIO 1030 .3€,

Cisco
FXOS3, Vsaf+af 4,5, 83, ¢A@®CLIG@®&, TaV+e€83€«d,"3,55€ Q22 @& 1433, EIQYafaflhd, «3f«3 @@

G a@®e,TaV+x€83@ FE€QAS! éf%é,ﬂ]é@CEae@@é%éQTM5,<5,3§|J‘Z§J‘3§J‘%0§0®é...¥é§>é®®é,0é0<
8,-815%@ 1@ 'a@®e,Tal+tx€83@«d at| a@™4,3,%afaf"a,|3,83,¢a, caffaf—aftafinasf a afasasy
é@“é@@é,Céf%oéf@é,ﬁé,ﬂ]éfaé®_§€Qaeﬂié®®éfa§f3é,_§,“é,§gC°éaéé0§é®0§0%é@wé€,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-fxos-cmdinj -

paZvmXCr

€023Y%" e£V23" @

&, T/ e€85@®aQ,a,<e£%23" @

8...~6~a™ 159859 FEOIO"TOBR, Tt 2EEIQ 2T ORI —afOIFFAf 3f5,05f%If 555®Ve
FXOS3, 18533, 5,58, CA@«a3V:+6Y:3,4 759 5@ %3O —3OV3E,

 Firepower 1000 &, -af%af%44,° & ¢af —af©4 na, ¢af3a 1


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asa-ssl-dos-7uZWwSEy
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asa-ssl-dos-7uZWwSEy
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asa-ssl-dos-7uZWwSEy
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asa-ssl-dos-7uZWwSEy
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fxos-cmdinj-pqZvmXCr
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fxos-cmdinj-pqZvmXCr
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt69369
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt74037
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3457
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3457

« Firepower 2100 3 -&f34f Y4, ° & ¢Af—Af©A, 0a, ¢Af35 1
« Firepower 4100 3 -&f34f Y4, ° & ¢Af—Af©A 0a, ¢Af35 1
« Firepower 9300 3 -&f38f Y4, ° & ¢Af—Af©A 0d, ¢Af35 1
a..~é~ae™, ¢, a@8e,Tal+te€83@Ec(°° Qa3 EIQ | 39,38,« Cisco
a,%af-af"3,!3,83,Ca@®afafrafia,'a@«3@rie, i@ 39 QIO "aQ®3,Caf%af€a,ra 9330 ®.
ID 39 ®80°C °4,»3, 3,-3/53F°5,39.C.. 5590 —30 | 50 95O 3630 ,3€,
8, T/t oe€88, 49«4, 6985 9,30%30,50"30 GO ECC°° 9594, EIHYL13"Q
FQ"3Q®3,Caf%0af 3,103,955 @ R, 18/ +aE£8iQRI@.3,«0£ 113" "@3,»3, 5,-3f835@«8 " "%%0a@ 3
D76 C-

5O"3O®L, 131+ 2EIQ«3 %aE GO™E B7E Q-5 50,5,550%5€3,"3E,

d,®acfxa@¢a,2afaf " q,,4,8a,¢

8, 148f 3 4 |5 84 CAQ@®A, CAffaf—3,°8f~8f4af %04, ' nced 73 Q™3 6556« €[5, 4,"3,°59®3,»3,af
Security Advisories and Alertsi%%o]

3f33f1ha, 3@ 8a.. ¥ %3 QP83@95,<3,3,"3,°£1,5"@3Q®3,Caf%oaf 3,03, 953, a®3eeY (S, 39 «3€,C
3,%.afafYafa, af8afa,¢(°°Qi9—i@Q | PV 39°3,3€,

59,5933, E3QR®A 3973, 3€@4a,Caffaf—3,°af-~af1haf %03 @™5,<aftaf@a,03,' 3@« @@ Ta@af;af¢a
Technical Assistance

Centeri’%a"TACi¥%%o03, 3@ —3Q@ Q3@ a¥'(,30—3€ | 36,3,afaFafTarSaF5, af—afaf €3, nafEAf 143 €«
4c®axfexe a@safrafrasaa,’

Firepower 1000 3, -af%4f V.4, %€ 53,33 2100 &,-3f*a%4,°
3,Caf—af03,13,C3F%3,'3@ F€QAY°rIQ  3923,<3,25f3af-afhaft3,£5F°5,°5,-3,"af taf 3@ I9—3@ |
Cisco FXOS &,%af+af"a,a,83,¢a,'alzi¢" a@—3@%a@P™ai€,a9"3,Ei€@ d€@Cisco ASA
3,%,af-3f"3,!4,83,¢3@®cu+a @ 3, nafiaf1a, 3f @3 af%oaf«39%a@Y3€ Cisco FTD

a,%3f-3f°3,' 3,83, A@®C+3 @3, naf;3f %3, Af @5 %0af 3 @ «dQ«aP%a,EIQ | 49,3 QHUIO™AIE,
™08 (Ee™, ¢, 15@83@ A€QX-aQ®e| @« "e1%ie 3, EIQ | 3, 3,afafafa, ef...a +t3€ eL£cC
ID 3@®e©3¢°4,»3, a,:4f83%3,3€,¢..809—39 | iQ QIO 39°3€,3€,

&la@®3"—a3€@ 3,-3,'3,%3,%%af-af"3,4,83,¢afaf°af%a,"3,' (i @—3€ Q@ a@®I"—3@ afafafa, ae
Firepower 10004, -4f%4fv-4,°5€pSa, a€Firepower

21004,-aF2af%a,°¢” "ASAA,2af+af 4, | a,8a,¢i"asCSCvt74037


https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

Cisco ASA 59 "aQ®e,tavte€iaP«a %aP™Ma ee€a”QPaO®I;PeEIFAFAS A,
a,%%af+af"4,1a,83,¢
afeafaafyvaa,t
9.8 9.8.4.29
9.9 9.9.2.80
9.10 9.10.1.40
9.12 9.124.3
9.13 9.13.1.13
9.14 e, Ta/aoeL85Q° 3 @ —
" Firepower

10008, -af 35f 48, °5€p 53, a€>21003,-3f258f%3,°3, C4f—af04,n3,¢a5%3,' 59 85€ 3€€9.85f°5°5f%4,'d,°4,58

Firepower 10004, -4f%4fv.4,°5€Sa, 3@ Firepower
21004,-aF°a5%4a,°¢" "FTDA,%Laf+af "4, ' a,8a,¢i"%SCSCvt74037

CiscoFTD  |5@"a@®e,1a%+te€8a@«a %haQP™a,ee€d”" @9aoBi; PeLifaf afa,

8, YAf+af 4,14, 84, ¢
Afeafeafyaa,t

6.2.11 5,5 S8%.@ ||5cRafae 5@ ;a2 afaf1a,'a €@ «c8»&|(ESE,
6.2.2 a®afr a@afafasfa, a@«c8»ej(EaE,
6.2.3 a®afr @ affafeafad, a€@«c8»ejEaE,
6.3.0 6.3.0.61Y4 AfAfaAf Y8, 18 E®SY.d%ko
6.4.0 6.4.0.9
6.5.0 6.5.0.5iY/4 Af3AfAf YA, 16 &R Y Do
6.6.0 8, T8/taeL8a9 3 @ —

a":Firepower

10008, -af4f .4, °5€pS3," 3321003, -3F25f1%43,°8,C4f—af03,05,¢5F3,' 5983 € 3€€6.2.1513F5f%35,"5,75,S
1. Cisco FMC € 53,"3€° FTD &,1,4f-4°4,! 4,85,¢4f25f5f%3," 6.0.1 »¥a%0 @3 53," 59>
6.2.05€€6.2.1

Cisco FTD
8 Y58f+8f "3, 15,88, Ca@®a; ®aefe, d@ afafaf1aa, a€«a,caffaf—a,°af-af1haf%oa @™a i @«3€@ €@xe-

* Cisco Firepower Management
Center s FMCiY%08,” &G 8@ —3€ | (Ric@O 13 @—3 @ | 39 ,3,<3f1af€5,03,'3@«3@ri@, 59 3@



3,08f%3,;3f%af+3,83,03,"3,'aY2.¢" " a@—a€ | 3,Caffaf—a,°af-~af14af%oa,'d,nafa, af afhaf«3 @ —a 4
ajlafaf afafaf« af@afia, af1ha, ' at@eQO¢" 3@ —a@3%haP™MaE,

Cisco Firepower Device

ManageriVs FDMY908,” 8¥4.C" 54p—a 9 | (Ric@TaQ—3 €@ | 3 ,3,<afFaf@a,13,'3@«39ri@, 3@ | 3
3,08f%3,03f1%af3,83,03,"3,'a%2,¢" " a@—a€ | 3,Caffaf—3a,°af~af1%af%03,'d,0af33,"af a4 f« 3@ —3a 4
a affaf afafaaf« af@asfa, af1ha, at @EeQO¢ G @—a@3haQP™aE,

Firepower 41004, -4f%4fv.4,°5€Sa, a@Firepower
93004,»a,af¥afafta, £a,caf—afoa,na,cafa,'¢” "FX0Sa, 2afaf"a, | a,8a,Ci"aSCSCvt69369

CiscoFXOS (a@“a@®e, ta%ite€ia®«d %aQP™a, 2wee€s 93O PrEaf5F55%3,"
8, 14AfeAf 4,4, 84, ¢
Afeafaafya,L

2.2 48 S&%. @ a@afar 5@ af*afafa, a@ «c8»e{EaE,

2.2 ac®afr @ afPafafa, a €@ «c8»ejEaE,
2.3 4/ ®aefr a@afafeafa, a@«c8»ej(EaE,
2.4 2.4.1.266
2.6 2.6.1.204
2.7 2.7.1.131
2.8 2.8.1.125

4, @Rr£A"OC¢" " a%a%<«a@ "a...~a%h@g™Mog;”

Cisco Product Security Incident Response
TeamiVs PSIRTY%03€p d€@ee—a,caf%oaf@a,nd affa@«e "e1%od @3, E3Q | 3@,a,¢,Taltr€85€¢

108,

ame-8, T8/ ecE85Q 5€9 35, 5,"5,35T...6F 3@ 55@®3,»3, aM¥aFEf14 £
513,58 59«3, AQLIQ | (Ve 593, EIQUIO—IOVEE,

URL

https://sec.cloudapps.cisco.com/security/center/content/Ci scoSecurity A dvisory/cisco-sa-fxos-cmdinj -

paZvmXCr

o 1", Yo

af@afva, 3F5af Eavi

1.1

[8, fif 288 Y4Ys Summaryivideo] & »8, 3, 88434, o0 o4 —3€ 3,235 143 %0aF 8f-3,5;



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fxos-cmdinj-pqZvmXCr
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fxos-cmdinj-pqZvmXCr

af©aF%3, aF5aF° a7

3@ «rl Y 5€+5,E5,8;®eLIFAFEIE, 3@ «81p+EY:3,/8 759 8 -2V,

1.0 & @7a..~é-afafafna,

d'C¢" elO¢ .,

ae0ed, Caf %odf € 3,03, 95°3@ ¢,i8, 98 %hIQPRS, IQPPIQ IQO—iQ IO 2QQIWIO—3€  36535,55¢
e0e-3,Caf%0af 3,08, 33 ®ef...8 +t3€53, 43338, aQ®a1i " Q@ «é-CAP™E @2 Erm IQP®E €
3OUIPYI€PE,3,'5,°5@ 20e-df%03, aF¥Efi3FAf FQ®AT...305,8°°8'S5 Q5O —3 @ «an%oze> TP —a¢€
a0, Caf%odf @ 4,08, 35 Q@®e "8;°8T. AR '3 P«é-CA9—3@ | f..& +6..95;i5€® URL

3,'CeQCYiQ—I€QIQ -IPB®E»CeU%0a,, 2,9 33, 'e-1L39—39Y3 4@ FE€QI " (vHhIQPECRCO
3O 3@ ®Af%03,Af¥aF 3P 3@®eS..3 +t3@ 3€4,3,'5,°6f 13" @IQ®F, AP af%0af | AF143, 98,8 Y4biE



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



