Cisco Firepower Threat Defense
3 YLAfeaf 4,13 83, ¢a@®a,raf;afoa,rafafsa, c/aF

&, ¢af%oaf € a,na, flaFrasulD : cisco-saftd- CVE-2020-
H igh inline-dos-nNXqUYEQM 3577

& @a...~é-<ae—Y¥ : 2020-10-21 16:00

df @afa, afsasf 1.0 : Find

CVS&4,%4,%4,¢: 7.4

&76€¢¢- : No workarounds available

Cisco af @4a,° ID : CSCvt02409

B Yore&5@«ad,"a cef...a t3@ a€HPe+e?73P«a, a,«aZYe-ft3OPEGZA..., a1 a4
Al
av el@

5, 0Af3Af©3 vaf3afsh (A3 QYa@ afaffa, af-afCafhaf%a@®i€,5933, Fi9«3Q 30—3€ & 4®33
Cisco Firepower Threat

dQ'aO®e,Ta%+e€83@ A€QA nafld pafQ@affaf af-af-afhaf 3@ EIT | cO13@+5,ESQ IO QIOC

o o

. Af1af€3,03,'3@®/ngfwaf AfvAf T4, £3, -Af84f%5, & AR3AP—a @A ™A€, AR(EA. .. 3@ ngfwaf  Af Vi
Technical Assistance
Centeri’%a"TACi%%03 € «3 953 936,503, 93030 Q36 50:36,5€,

o Af—Aaf8, »34,1a@®a, afoaffa,-af¥a@®AZYS» 1V/Saf—afs »3, 159 @3, AfOaSf3, 3fYa€«a,"5,53€@

§,-815%@ 1@ 'a@®e,TaN+tx€83@«d at|a@™3,3,%%afaf"a,|4,83,¢a, caffaf—aftafnas a, afasasy
Q"3 ®3,Caf%oaf€a,na,q éfaé0_§€Qae—|ié®®éfa§f3é,_§,“é,§gC°éa®§0§é@050%50""é€,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftd-inline-dos-

nXgUyEgM

4@ aQ®3,Caf%0af@a,05,95f°8€¢ €17 a»93@®¢,Ta1+r€83@«E-C3O™E,< 17

»93@®3,-3,"3,2 3,»3,af¥af2af14,£ 5,Caf%0af€a,03,955%3, a€«3,€5€€2020 3" 10

2" 3Q«d..~é—3€-3,E3@Y Cisco ASASEQFMC 3€55,°3€° FTD

a,Y2af-af 3, a,83,Ca@®a,»a,af¥afasrta £ a,Caf%oaf@a,na, gase
af@af*af%oaf«a@®a€Ef A @8aQ™AE,3,Caf%0af@a,03,93f 3 QRIRES...  3€9%3f3,'af 3@ @ QIO
Event Response: October 2020 Cisco ASA, FMC, and FTD Software Security Advisory Bundled
Publication3€€3,'3€,C...80 9—3€@ | Q@I 330 ,3€,



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftd-inline-dos-nXqUyEqM
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftd-inline-dos-nXqUyEqM
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74302
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74302
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74302
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt02409
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3577
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3577

e08Y2" efYA" @
&, T8V aeCEAQ @A, 8, RE128"§

dQ'3O®e,1a%+x€85@ I€Qx-dQB®AfCAS1LAfNIOPRIQTIQAVIO OGO S, 1
GQPriQ8e AR5, EIQ | 3€,5,<8,13F%3,;5fuaf5,83,05,"4,8,™3€ 3@V Cisco FTD
3,%af-3°a,!3,83,C3@®¢e,13%+2€85Q®I9,3,<afaaf143,"3,a®Ve|Ea@—a€ | 5€,3,<3,°3,"3,%0£ %4

» 3 0af38f0a 0afi afsa ¢

. & (Affaf—a> ae @a,naf’afoa,nadf® afsa,c
* Passive

o af'affa, -af—1¥a ERSPANIY%0

8, taVrac85@ Ea"ace " 3@ ™3 < Cisco
a,%af+af a, | 3,83,Ca3f3f55%a,3@«3@r3€, 3¢ | 3@ I€EQIQO"IOP®I,Caf%0af@3,03, 93P 3Q@RIEES

CRETREVCERLETEETES R0t X T MEIGHE AR N T AT REL RERHGE LA ERRE DA Y
CUAESCE R B REVCERED A GERD = RE A B R R ENE NG REN RN N A RE LA N R
4,%f—4, -4f§af° 1iVACL| 4@ ®ale¢"”

show inline-set CL1 &,38f 2838 %08, 8Y4.C" a@p —a @A @ ™A€, 4 3af 7838 %o E 1 3Qni83,,

Inter face-Pair

8’8, 8Q™a 3@ FEQAFTAFQI A, 39«3 &, 18%+eE8QES 4 3O —AQUIO™EE,E1°8559 CEC
1/6 553,333, naf 13, uaf@affaf 1/8

3QFe AR3IQ3,Fa@ | 5€,5,,05f°5,0af1%a55,83,13,' 5@ E5€,5,<3,05°5f03,08°535,¢5,8,™3€"

<#froot>
> show inline-set

Inline-set Inline-Pair-1
Mtu is 1500 bytes
Failsafe mode is on/activated
Failsecure mode is off
Tap mode is off
Propagate-link-state option is on
hardware-bypass mode is disabled

Interface-Pair

[1]:

I nterface:

Ethernetl/6 "INSIDE"



Current-Status: UP

I nterface:
Ethernet1/8 "OUTSIDE"

Current-Status: UP
Bridge Group ID: 509
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<#root>

ftd# show running-config interface | include mode passive

nmode passive
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