Cisco Webex Teams® &k U Cisco Webex
MeetingsZ? 54 7> RDLLON\NA > ¥ Y T DR

T R)NA Y1 —ID : cisco-sa-20191120- CVE-2019-
M e diU ebex-teams-dl| 16001

J/~B8 B : 2019-11-20 16:00

RIEEHH : 2019-12-02 16:36

/N—232 2.0 Final

CVSSA7 :5.3

[538 %X : No workarounds available

Cisco /N ID : CSCvs05073 CSCvq87642

BAEC & 3HHE. RBECLDRLOFLAEBRTH Y, RERXEOMTHK
BOMBN 55 BEICE. KBRS BELET,

BE

Cisco Webex Teams for Windows# & UfCisco Webex Meetings Client for Windows D4SED X A
FEVOVIOTATSVOO—RXAAZAALILB FRHEBEICKY, BRIEEThiO—HILKE
ENDLLNAZ v Y VRBZRITID AN BVET, CORBUEEIIVATOCMNTRICE
. WEBEE Windows AT ATEMBEILTF UYL ZRH >TVRIHRENHYET,

COMEHEMRE. RITHICT7UT—232V & >2TO—RENEVY —ADKRIANF T+ TH S
CECERALET., REBER, EEOHBDLL 7 7ML ZMIL, TheZ—TY KN ATA
LOREDBAICEETSCET, COMRBUEZIIVATOMNTRARMNBYET, BRELS
T7Vr—>arhiEgehade, BEOHBADLL77ALANRITENET, TVAT7OA N
KHI2E, RBERROI-—HTHINOERZEALTEZ—T7Y NI TEEOI—R
ERTTEDARMABYET,

COMRSBHICTLIZIEBEREHY EEA,

COTRNAFIEK, ROV DOKV)ERTEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20191120-webex-teams-dll

S
BB D RS



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191120-webex-teams-dll
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191120-webex-teams-dll
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:L/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs05073
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq87642
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-16001
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-16001

NERBERTIE., COMEHE. X TNHCisco Webex Teams for Windows& . X T D Cisco
Webex Meetings Client for WindowsJ ) —RAICEE&Z2E5X EL I,

REZTETHEHOBRICOVTR., COTRNAFUOLEICHZ/NT IDOFHEI> 3>
Z2ZRLTLKEZL,

feBtEEATVAVW EfBFEEh-REA

COT7 RNAFUDHBEOHIERBA I I VICIARENMTVRREETA COMEED
HEEZ B ENHSNhTVET,

2] 3 5%
COMmBEIC LT BEBERS Y EE A

BEZRYVTRNDIT

V7RNDITFTOTY7TIL—RE®BRETHBRIZIE, Cisco Security Advisories and Alerts K—> T
AFTEZIAOAEBOT RNAF ) 2EHNICSRBLT, BEZZ T30 ETE2RBTY S
JL—RYYU1—23a > aBRALTLIEETL,

WIFhoBEE, 7YTIL—RIBFNAALCTDBXEIN BB L, BLUOREND/\—R
DITEVTRNIDITOBENFHHR))—ATEEHREELSHR—rEhTVWBEeZ+HIC
BEEL T EEV, FHAERICDOWTI, Cisco Technical Assistance Center (TAC ) £ L < (&£
HLUTWB X TFARAZ7ANAMZ—=ICEBLEbELSEE L,

BIEFEHR)—A

BEZREXRYTRITITII—AOFMIOVTIE, A7 R/)NAH LEDBug IDO ", &2
>arEZRLTLKEE,

FTEMAEH E KRR

Cisco Product Security Incident Response Team ( PSIRT ) &, &7 RN/ F VIR TVS
RSN ERASEHRTOLNKEEIEL TVEEA,

) B
DA, COMBEMEEREL TVWEEWVWEJohn TearKICBRHWAELE T,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20191120-webex-teams-dll



https://www.cisco.com/go/psirt
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191120-webex-teams-dll
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191120-webex-teams-dll

X F] B

SN—
] 25—
- s 3,9~ S
/\3 =4 B o3> 22 B
D
Cisco Webex Meetings ClientZ Z S & mD ) ANC |[BE, HEsS 201911 8
20 BiL., BETAYIRNITITRESAOULY%E ([0 H2E |Final 08
&, &
2019 £ 11
/,\ 1)1)— - .
1.0 AENEEI)—A Final 820 A
R AR

AT RNAFVIERILEDEDELTIRELTHY, WABZIBEORIAERERIZDENTE
bYUEEBA. ETRNABVOBBBIVCVIOERICETZIEEO IR ThSOERAEC
HBDENELERT, o DAORBRAERFIXVNORNBTZFERLICEELLEY, EFLEY
TRENEBLET,

KT RNAF)ORRABICEL TEREFE O URL ZEBEL ., BiOEHPBERZRL 255,
HUANEBLEBBREGIRBZENERA. TOLEBRE,. BRR[FEsIERILEY, BEER
BHARBELTVWEY TRAEMEAN BN ET, CORFIXDMOBRE., >ATDHROIY R
A—YZ2R/RELTVWET,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



