Cisco Firepower Management
Center 8, VAAfaf 4,4, 85, ¢5@®a,'aFf " a,caf%od, afa,

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2019-
M edi un$0191016-fpwr-xss 15280

& @a...~é-e—Y¥ : 2019-10-16 16:00

df @afa, afsasf 1.0 : Find

CVS&4,14,%4,¢ . 4.8

&76€¢¢- : No workarounds available

Cisco af€4a,° ID : CSCv(g55958 CSCv55915

CSCv(55967 CSCvg55946 CSCvgs55933

CSCv(55941 CSCvg55929 CSCvg55919

CSCvg55938

B Yore&5@«ad, a cef...a t3@ a€HPete?73P«a, a,«aZYe-ft3OPEQZA...,a11 a4
Al
av el@

Cisco Firepower Management
Center(FMC)3, Y2af+af "4, 13, 83, ¢a€@ ®Webaf™afa, c(®ijc@13,0af35,;af14af3,83,13," 3@ ®e, 1ali+e€85 @«

dQ"'aO®e,Ta%+x€85¢@ aEQWeb
3f™3f143,' 3@ ®CRic@ 13,0338, ; 3f14af5,83,03, 4@ 84S | 143,939 ESEIQLIQVA.. ¥aSH 3B "V

8,-8183%6¢ J@"'a@®e,Tal+txe€’a@«ad 3t a@™a5,4,%afaf"4,|4,83,Ca caffaf—astasnasa, afrearasy

Q"3 ®3,Caf%oaf€a,na,q éfaé®_§€Qae—|ié0®éfa§f3é,_é,“é,§gC°éaéé0§é®050%§0w§€,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20191016-f pwr-xss

6024y e£18" @
8, TaVat k8@ ®a@,a,«e£%a" &

&..~6<a™  15Q§IQ QIO IOBR, 131t2€53Q a5 a145,6.5.08,°5,53%09 5@ ®Cisco
FMC3, 135353, 5,83, CAFaF 5543, 89 «312+6Y;3,5 759 30 %39 —3OVE,

areEs,, BOER. .. 5@ See€r-"dQRESf..3 tiQ«I1Q1iQ,30 59 € HIO"IOD, Caf%03f @5 13 03F
ID 39 ®80°C °4,»3, 3,-3/53F°5,39.C.. 5590 —30 | 50 95O 3630 ,3€,

&, Tal/coc8a, 49 «8,"89839,80°80,30"59 "aQE(C°° QI Y4, EGQVRELI"§


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191016-fpwr-xss
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq55958
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq55915
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq55967
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq55946
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq55933
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq55941
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq55929
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq55919
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq55938
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-15280
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-15280

3" 3@ ®3,Caf%0af Q3,138,933 Q®E, &/ tE85QRAM,3,<0£ 153" €@8,»8, 3,383 3@ «& ~e1%0a@ 3
DZEQ G-

3Q"3Q®,T8%+2€83@«d %at AQ™E, 7P -3Q 3€,3,559%3>3,"3E,

aRxfx a@¢a,2afaf " a, | a,8a,¢

8 15Af+Af 4 '3 84 CAQ®F, CAFfAf—3,°8F 35143 %03, 'enced " 73Q ™5 «E55@«3€ I€H[3,3,'5,33€9®3,»3,4f
Security Advisories and Alertsi%%o]

33353, 3984.. ¥ %383 95,<3,3,"3,°£1,8"@3Q®3,Caf%oaf 3,03, 943, a®3eeY (S, 39 «39,C
a,%2af*af¥afna, afsafa, (c°*Qae9—ai@ | QP V9IQ 3€°3 €,

50,5053, QPR 3973, 3€@4,Caffaf—3,°af-af 135 %03 @™5,«aft5f@a,03,' 3@« @ @3 Ta@2af;a5¢a
Technical Assistance

Centerila"TACi%%o03, 3@ —3@ Q3@ AY'(,3Q@—3€|3€,3,afjafaftafSasra,'af—afaf@a,nafe€asaa @«
i @xfx a@afrafrasna,’

a..-~é~a&™, c 15983€ a€@Cisco
FMC3,%2af-af"a, | 3,83,C5f23%535143,76.5.08»¥é™M Qi@ «3Q 3@ ®e,Ta1+r€853 @« 4IQ™E,3; PRLEIQC

aees,, SRER... 59 S e€r-"3@@xf.. .4 t3Q«31Q1IQ, i@ 1O OO TO®F, Caf%0af @5 13,1556
ID 3@ ®e03C °4,»3,”3,-5/53°5,39.C.. 559 —30 | 50 93O 3639 ,3€,

5, @REAOC" " 8%i8%<3Q "a...~a%ec™og; "

Cisco Product Security Incident Response
TeamiVi PSIRTY203€p 3€€@e0e-3,Caf%oaf€a,nad 3P a@«e "e%%od@ 3, i€ | 39,3,€,TaVtr€85 @

8108,

aee-8, T8yt eE85@ 5€9 5, 8,'5,25T...6F 5559 @3, »3, 3 Ef14,£
313,15 5«3, 3OL3Q | (Ve 33, EIQUIO—IOVEE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20191016-f pwr-xss

o 1, kYo

Af@afna, 3F5aF YA 8,3, 3, -AfSaf3| 4 1af taf VA, cAl|  ee—¥ar

1.0 & - Final 2019 & 10 e



https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191016-fpwr-xss

af@afva, 3F5af

YA

5,7, 3, 4f8af°

a‘aftafva, ¢ca’

2—¥a&»

QD73...~é-afafafna,’

16 ;e—¥

d'©¢" Q¢ .,

ae0ed, Caf %odf € 3,703,953 @ C,i8, 98 %hIQP®S, IQPRIQP IQ—iQ iQ 2QOIWIOP—3€  3€535,55¢
e0e-3,Caf%0af 3,03, 35 ®ef...8 +t3€55, 493338, 4@ ®a1 " Q@ «é-CAP™E @2 Erm IPBE €
FONUIGPYI€PE,3,'5,°5@ 20e-df%03, aF¥EfAFAf FQB®AT...3@5,8°° 4S5 QT O —3 @ «an%oe>y TP —a€
a0e-d, Caf%oaf ©4,08, 35 Q@®e 8081, AR 3P «é-CA9—3@ | f..& +6..95;i5€9® URL

3,CeQCYiQO—ICQIQO -IPB®E»CeU%0a,, 2,9 33, 'e-1L39—39Y3 3@ FE€PI " (vHhIQPTECRcO
3O "3Q®af%03,Af¥AF 3P 3Q®xS..4 +t3@ 3€94,3,'5,°0f 15" @IQ®F, AP af%0af | AF143, 98,8 Wbl



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



