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l-—-- Feature: L2 Traceroute

l--- Deny L2 Traceroute traffic from all other sources
l--- destined to infrastructure addresses

access-1list 150 deny udp any INFRASTRUCTURE_ADDRESSES WILDCARD eq 2228

I--- Permit/deny all other Layer 3 and Layer 4 traffic in
!--- accordance with existing security policies and

!--- configurations. Permit all other traffic to transit the
1--- device.

access-1list 150 permit ip any any

l--- Apply access-1list to all interfaces (only one example
1--- shown)

interface GigabitEthernet 2/0
ip access-group 150 1in
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l-—-- Feature: L2 Traceroute

l--- Deny L2 Traceroute traffic from all other sources
l--- destined to the device control plane.

access-1ist 150 permit udp any any eq 2228

l-—-— Permit (Police or Drop)/Deny (Allow) all other Layer3 and
I--- Layer4 traffic in accordance with existing security policies
!--- and configurations for traffic that is authorized to be sent
!--- to infrastructure devices

l--- Create a Class-Map for traffic to be policed by

1--- the CoPP feature

class-map match-all drop-12trace-class
match access-group 150

l--- Create a Policy-Map that will be applied to the
l--- Control-Plane of the device.

policy-map control-plane-policy
class drop-12trace-class
drop

1--- Apply the Policy-Map to the
1--- Control-Plane of the device

control-plane
service-policy input control-plane-policy
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