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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190813-bluetooth
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Cisco Bug ID ã‚’ç¤ºã�—ã�¾ã�™ã€‚Cisco Bug ã�¯ Cisco Bug Search Tool 
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Medium
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20190813-bluetooth

åˆ�å…¬é–‹æ—¥ : 2019-08-13 17:00

æœ€çµ‚æ›´æ–°æ—¥ : 2019-08-21 14:14

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.1 : Interim

CVSSã‚¹ã‚³ã‚¢ : 9.3

å›žé�¿ç– : No workarounds available

Cisco ãƒ�ã‚° ID : CSCvq80439 CSCvq80426 

CSCvq80515 CSCvq80433 CSCvq80431 

CSCvq80432 CSCvq80441

CVE-2019-

9506

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190813-bluetooth
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq80439
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq80426
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq80515
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq80433
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq80431
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq80432
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq80441
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9506
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9506


è£½å“�  Cisco Bug ID  

 Cisco Collaboration Deskã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆ

 Cisco Webex DX70  CSCvq80515

 Cisco Webex DX80  CSCvq80515

 Cisco IP ãƒ•ã‚©ãƒ³

 Cisco 8821ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹IPé›»è©±  CSCvq80441 

 Cisco 8845 IP Phone  CSCvq80433/CSCvq80432

 Cisco 8851 IP Phone  CSCvq80439/CSCvq80431

 Cisco 8861 IP Phone  CSCvq80439/CSCvq80431

 Cisco 8865 IP Phone  CSCvq80433/CSCvq80432

 Cisco SPA525G2 Small Business IP Phone  CSCvq80426

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�
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å›žé�¿ç–

ã�“ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®å†’é ã�«è¨˜è¼‰ã�•ã‚Œã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹Cisco
Bug IDã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€�[ã‚·ã‚¹ã‚³ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�Šã‚ˆã�³ã‚¢ãƒ©ãƒ¼ãƒˆï¼ˆCisco
Security Advisories and Alertsï¼‰] 
ãƒšãƒ¼ã‚¸ã�§å…¥æ‰‹ã�§ã��ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å®šæœŸçš„ã�«å�‚ç…§ã�—ã�¦ã€�ä¾µå®³ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco Product Security Incident Response 

Teamï¼ˆPSIRTï¼‰ã�§ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨ã��ã�®å…¬è¡¨ã�¯ç¢ºèª�ã�—ã�¦ã�Šã‚Šã�¾ã�›ã‚“ã€‚

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq80515
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq80515
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq80441
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq80433
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq80432
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq80439
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq80431
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq80439
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq80431
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq80433
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq80432
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq80426
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
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Antonioliï¼ˆã‚·ãƒ³ã‚¬ãƒ�ãƒ¼ãƒ«ã€�SUTDï¼‰ã€�Dr. Nils Ole 
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URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190813-bluetooth
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ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®æƒ…å ±ã�¯ã€�ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¨ãƒ³ãƒ‰ãƒ¦ãƒ¼ã‚¶ã‚’å¯¾è±¡ã�¨ã�—ã�¦ã�„ã�¾ã�™ã€‚

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190813-bluetooth


翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


