Cisco IOS XR
gRPC&, Yaf+af 3,3, 83, ¢a€ ®DoSe, Talate€s

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2019-
M ediu n;F0190417-ios-xr-dos 1711

& @a...~é-ae—Y¥ : 2019-04-17 16:00

df @afa, afsasf 1.0 : Find

CVS&4,%4,%4,¢: 5.3

&76€¢¢- : No workarounds available

Cisco af@a,° ID : CSCvel2615

B Y- &73@«a, a «ef..a t3@ A€QectezaP«a,"a «dZYe-faH9REHZA
Al
av el@

Cisco 10S

.maV2ad

XRE VoAfaf 5, |5, 83, ¢a@®a,naf™asfaf ¢®ic@1a,pafiasfa,'affafascaf (emsd)a@ ®e, talhtr €83 «3,"a

59"39®8,18%1e€55€ GE€QQRPCE! L, OB 9EOO08 159231 (O TIO P 3H—

5O"IO®, TaVitRESI Q3 %t Q™I B IQ -39 50.5,550%3€:3, 3E,

AQHhaP™aE

510"50@5,Céf%oéf@é,ﬁé,ﬂéf350_5€00‘eﬂi§Q®§.fa§f3§,_5f§,§(;¢°éaééQ§§OO§O%é@“"éﬁ
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190417-10S-Xr -

dos
€031 e£8" €@

e, TaY/sae€85@®a,a,<e£%23" @

59 "3Q®e,Ta1+2€85Q €O’V "aftaf@5,05,'3@8gRPCA, uaf14afa, 3@ E2e%0dS 5@ «59 34

IOS

XR3,1,3f+35"4,!5,83,C3@«a%:+éY,;3,4 3@ 3@ %HAO™IE 0% 1"a€9™4,4,»af3f 4, 4,83,Caf a4 4

Bug ID3,'4€),C..§590—39 50930 3630 ,3¢,

a»¥a «a@«a€@show running-config | include grpc

CL &, 38f28f%Ef %0d,” €@ gRPCA, naf1af a,'a@ Ere%oaS'a65e "a®33 -4, | 39,4, <aftaf

<#root>


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190417-ios-xr-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190417-ios-xr-dos
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve12615
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1711
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1711

Router#

show runni ng-config | include grpc

gIpc
!

8, T&Y/eE8, 49 «a,"3983€,30%3€,30"39 39 EC( Qa9 3,EaP VL@
43 @ ®3,Caf%0af@a,na, 933 @B, &/ Q@RAM,3,<e£13"€@3,»8, 3,-af83 3@ «e” "€1%%0a @3
DZEQP (-

5 "3Q®e,T81+2€83Q«d %3t AO™3 D 76Qic-3@ 3€,5,550%3>3,"3€,

ac®axfx a@éa,%2afaf aq, a,s84a,¢

dRafxr"a@:a,2af+af a, | a,8a,¢

afiafasg,'a@®e0’c a9« i9rie,io | §®_é€éaeoeﬂé,Céf%oéf@é,né,ﬂ]éfaé,ééf”é@@ Cisco

Bug ID §,'34€,C...80 9 @3€© 3€°3€,3€,

5, V5Af+af 4,5, 83, CA@ ®3, CAffaf—3a,°af~af 143 %03, enced 7@ ™3 6539 «3@ €[4, 3,"3,339®F,»3,3]
Security Advisories and Alertsi%%o]

3f33f1ha, 3@ 8a.. ¥ %3 QP83@95,<3,3,"3,°£1,5"@3Q®3,Caf%oaf 3,03, 953, a®3eeY (S, 39 «3€,C
3,%.afafYafa, af8afa,¢(°°QiQ9—i@ | PV 39°3,3€,

50,3953, FI@® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,3ftaf@d, 13,5« @ @3 Ta@afiafca
Technical Assistance

Centeri%a"TACi%%od, i @—3 Q@ @3€ ¥, 30— | 3€,3,afiafastarsasrs, af—afaf€a,nafeaf1aa €«
5 @REAOC" " 4%aYaa 9 "a...~a%OCMo8;

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p d€@ee-a,caf%oaf@a,nd affa@«e "e1%od @3, E3Q | 3,3, TaVtr€85€¢

8108

ame-8, T8/ e85Q 5€95,5,"5,25T...6F 39850 ®3,»3, 5 Ef14,£
513,53 59«3, AQLIQ | (Ve 593, EIQUIO—IOVEE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190417-i0s-Xr-

dos


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190417-ios-xr-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190417-ios-xr-dos

o' 1g", At ¥ee

af @afa, afsas (Sante W4 a»a, a -afsafs|a,afrafva, ¢a,* e—¥a»

2019 & 4 a6

10 X &3a...~b—EfAFAFAA,"| - Final
o ‘ ' 17 ¥

d'C¢" eO¢ .,

ae0ed, Caf %odf € 3,03, 95°5@ ¢,i8; 98 %hIQPRS, IQOPIQP IQO—iQ iQ 2O OIWIO—3€  3653,55¢
e0e-3,Caf%03f 3,03, 933 ®xef...8 +t3€53, 493338, 4@ ®a1i " Q@ «é-CAP™E @2 Erm IQP®E €
FONIGPYI€PE,3,'5,°5@ 20e-df%03, aF¥EfiAFAf Q@ B®AT...3@5,8°"8'S5 QT O —3 @ «an%oe> QP —a¢€
a0, Caf%odf @ 4,08, 3P 5@ @ "8;°8T. 4R 3P «é-CA9—3@ | f..& +6..95;i5€® URL

3,'CeQCYiQO—I€QIQ -IPB®E»CeU%0a,, 2,9 33, 'e-1L39—39Y3 4@ FE€PI " (vHhIQPTECRcO
3O "3Q®Af%03,Af¥aF3FAf 3@®eS..3 +t3@ 3€94,3,'5,°0f 15" @IQ®F, AP af%0af | AF143, 98,8 Wbl



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



