Cisco Prime
Infrastructured@®a, afa,'a,pa,=af"a,'a, araf—

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2018-
M edi unf°190109-cpi-xss 15457

& @a...~é-<ae—Y¥ : 2019-01-09 16:00

df @afa, afsasf 1.0 : Find

CVS&4,14,%4,¢: 6.1

&76€¢¢- : No workarounds available

Cisco af @a,° ID : CSCvm74707

B Yore&5@«ad,"a cef...a t3@ a€HPe+e?73P«a, a,«aZYe-ft3OPEGZA..., a1 a4
Al
av el@

Cisco Prime
Infrastructurei€@ ®Webaf™af1ia, c®ic13,08F°5,;3f14af+3,83,03,'4@ @, T4+ e€83 9«3, 5,55€ @22 @&~

5O"5Q®8, 14Vt RESaQ G€QLO%EY:"5, 4, af15f 3@ @®Webaf™af1a, (®ic 13,035, ¢ af145F5,58,05, 5
5O"IO®, TaVitRESI Q3 %t Q™I B IQ -39 50.5,550%3€:3, 3E,

510"50@5,Céf%oéf@é,ﬁé,ﬂéf350_5€00‘eﬂi§Q®§.fa§f3§,_5f§,§(;¢°éaééQ§§OO§O%é@“"éﬁ
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190109-cpi-xSs

SOPY5" SEYAA" €
e, TaV+a€85@®a€,a,<e£123"@

5@ "3a@®e,Tal+x€85€¢ 3€@Cisco Prime
Infrastructu reéé«éVziéVgé,’é,ZéOAéO%ééméﬁé@ZéVz”é0”5,(5,1/25.1"53“5, : 3,83,Caf23f2354a,a €@

Bug ID3,'34€,C..830—3€ 3093 56°36,5€,

e, TaV+ae€8s,’ 4@ «a,"a 9839, 80°3€,,30"3@ "50(Eg¢°é305Qoé,CEéO\"(éE/zé"o

FQ"3Q®3,Caf%0af 3,153,955 @ R, 18/ L85 PRI, 3,«0£ LA " @3, »3, 53,-3f835@«8 "28%%0a@ 3
DIEQP G-

3O "3Q®E,Ta%+RE8a @« Uit AQO™I D 76Qc-3@ 3€,5,550%36>3,"3E,



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190109-cpi-xss
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm74707
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-15457
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-15457

ac®xfx"a@éa,2afaf aq, a,s84a,¢c

d®afe " a@ia,2af*af"a, | a,83,¢

3f5af2 a3, 390 IP«IPriQ, 39 1€ F€Qr0-3,Caf%0af@ 5,05, 9354 S6F 3@ ® Cisco
BugID 4,3€,¢..80 @ @3€® 3€©+3€ 3,

8 Vo8faf 4,18, 88, CA@ ®A, CAffaf—3a,°af~af 143 %03,'enoed " Z3@™3,«653Q«FQ F€H[3,-3,"3,°39®3,»3,5]
Security Advisories and Alertsi%%o]

333143, 384.. ¥ %3 QP83@95,<3,3,"3,°£1,5" @@ ®3,Caf%oaf 3,03, 953, a®3eeY (S, 39 «3€,C
3,%.3faf¥afa, af8af3,(C°°QiQ9—i@Q | i QPQIOY 30°3,3€,

59,5933, QPR 3973, 3€@4,Caffaf—3,°af-~af 1435 %03 @™5,«<aft5f@a,03, 3@« @ @3 Ta@2af;af¢a
Technical Assistance

Centeri’%a"TACi¥%%o03, 3@ —3Q@ @3 a¥'(,30—3€ | 36,3,afaFafTarSar5, af—afaf €3, nafEaf 143 €«
5 @REAOC" " 3%aYa3 9 " A...~a%OC™MoR;

Cisco Product Security Incident Response
TeamiVs PSIRTY%03€p d€€@ee-a,caf%oaf@a,nd affa@«e "e1%od@-3,E3Q | 3,3, Taltr€85€¢

A108...

oee-8, 1Y/ ocE8a€@ a€€4,3,"3,381...6f 3983 Q®E,»3,af¥afaft4,£
3f13,aF 39«3,"3QL3@ | (M2 593, FIQPUIO—IOVAE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20190109-cpi-XSs

o' 1g", At ¥ee

af @afna, afsas 87 a,»3, a,-af8af3|a aftafva, ¢at a—¥a»
o m s wo s mgameamersx 1 i 2019& 185 9
1.0 @aza...~é-afafreasrka,’ | - Final
e—¥

aog" elec,,

a3, CAf%odf 93,103,933 8,98 hiQP®], IQPRIQP 19—iQ 59 ' QP PIWIO—I@  553,55¢
e0e-3,Caf%0af 93,13, 5P 3@®xS..4 +3€53," 30358, 3@®a ¢ 3@ «6-CAQ™3,@2-EmIQPBE €
3ONIQOVIEHE, 3,350 0e3f%05,f¥afaFEF GQ®AT..AR'E,8°° 4S9 3@ —a € «an%oz> 3P —a€
a8, Caf %oaf @4,18, 9359 ®e 8281, 4R '3 «é-CAQ—3@ | 2f..& +6..95;i5€® URL


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190109-cpi-xss

3,/ CR@PCYiQ—IfQIP («(IP®e»(2Y%0d,, 2, 33, 2-1IQP—3QYa 39 F€ QI (nUIYP TR
3O "a@®If%oa, af¥afiafaf d@®axf..a +t3d@ €45, 3,"3,°eL£13"@IO®E, afaf%oaf| 45143,93,'a 34€4i:



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



