Cisco | OS XE &, 58f+af "4, 4, 83, ¢5€S3,”a >

Cisco ASA 5500-X
3,-afPafa, 6 9 0a;eaz«a,»a, afyafasfta £
3,caf—afoa,nd,casf’a,'ae® IPsec

a,naf1uaf a,'a! "a®%ivu"DoSi%%03 @ ®eé,, talataes

&, ¢af%oaf€a,na, faFraFnlD : cisco-sa CVE-2018-
Hi gh 20180926-ipsec 0472

& @a...~é-c«e—Y¥ : 2018-09-26 16:00

ae0eEg e ae-"ae—¥ 1 2018-09-28 14:12

df @afva, afsasf 1.1: Find

CVS&4,14,%4,¢: 8.6

&76€ ¢ ¢~ : No workarounds available

Cisco af€a,° ID : CSCvh04189 CSCvf73114

CSCvi30496 CSCvg37952 CSCvh04591

Yoo &73@«a, a «ef..a t3@ A€OQectez3Q«ad, a,<aZYe-13Q9PEQZA...~ a1 A«
&, 6@

éotae°a@® Cisco 10S XE &,1af-3f°3,!5,83,¢ Af—afOaffaf af-a,0afkaf 353, 36> Cisco ASA

5500-X &,-3f%3f%3,°6 @©3;003d2<3,»3,af¥afafta,£ &,Caf—afoa,n3,¢af3, 1% ASAi% %03 @ ® IPsec
af%o0afO©a,naf @

3,°3f%af%0 3@ ®e, TaVi+eE83@«3, 3, S3€ PP %I93, E3IQ | 59,3939, afCafhaf " "»x' feE...5

G "3@®e,Ta%+x€83@ I€QI QLIP30 3%@IO® IPsec Authenticatoin

Headeril AHi%%03 €33 @Y3€ Encapsulating Security

Payloadils ESPi%4%03f'a,+3ffaf 3@ ®3 @ @03 13931 (@ TAQTIAZYS FQ8C™C"YIQP—IQUIQ™E
IPSec

af'a,+affaf a é€@asia@O™aaQ"i@ IQ8€QPIQ"IO®E,Ta%+e€83,3,7a, §,'af—af3,raf G@™E,«2@

8,-8,14%€ J@"'dO®e,1a%+xrt8aQ«a %t a@™a,A,%afaf4,)4,83,Ca, caffaf—aftafnasa,afrasrasry

é@“é@@é,(ﬁéf%oéféé,né,ﬂéa‘aé0_§€Qae—|ié0®éfaéf3é,_é,“é,§t;¢°éaéé0§é@050%é@wé€,
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https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-ipsec
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»Y3Q®e,Ta+trE8IQP«E-CIP™a,« 12 5»93€0®3F,-3,"3,2 3,»3,a¥afaf1a,£
5,Caf%o0af 4,13, 9353, 36 «3,€ Cisco I0S &,1%,3faf5,!4,85,C3€53,"36° 10S XE

a,%.af-af"a, | a,83,¢ afafiafua,'a€@®a,»a,af¥afafta e
3,C8f%0af@a,13,9af%4...~é-«@*fe-MIQ®AE €6 GQ8IOQ™EE,F,Caf%oaf@a, 03, 95 a€ afafa, de®a,
Cisco Event Response: September 2018 Semiannual Cisco 10S and 10S XE Software Security Advisory

Bundled Publicationd€€3,'3€.C...88@—3€@ | Q@ Q@ @3 .3€,

€023Y%" e£2a" @

4@ "3@®e,TaV%+r€85€¢ 3€@Cisco IOS XE &,%afaf 3, | 5,83,C5€93€53,"3€° Cisco ASA

a,%.afaf a, 5,83,C393%43€Y3€ Cisco Firepower Threat

Defenseila FTDi%%o3,%23f+3f"3,13,83,C3@®3€,3933, F33, 3BV FiQ@—3€ | 3€,3,«%0'AR359®
Cisco 5500-X 3,-3f2af143,°6 @©a;0eaz<d,»3,af¥afafta e

3,C3f—af03a,na,¢car’s, 1% ASAi%%03, d®Ye | E3@—3€ | 3€,d,«ente°d@®Af—afOaSffaf afa,0afluas

o Cisco IOS XE 8 Y-af+af"a,!1a.83.¢

« Cisco ASA & Yhifeaf"4 '3 84 ¢ 3 53,3 ° Firepower Threat Defense
a,.af-af’a,, 3,83,C3@E3,15333,'3F afUif«3€-3,E3€& ,a€,a,¢ Cisco ASA 5500-X
3, 3FAf%A.°

8, TaV+a€85@®a€,a,<£123" @
Cisco |OS XE &, /Af+af 4,4, 84, ¢

59 3Q®e,13%+2€85Q G€QR-aQRLLI"QPIGPEIRYE(ES 3€® Cisco I0S XE
3,533 4,1 5,835,020 «31246Y:3,8@S3Q IO —GQNIQ™MIE IO PIOB®I-3QBAFCAFTAf«AQ alst

« Cisco ASR 1000 & -&f28f Y4, ° & 03, °&f28, 287 V4, -Af SAf2 5 ff VAf* 8,1 Af «Af VA, (Y&

. ASR 1001-X

. ASR 1001-HX

. ASR 1002-X

. ASR 1002-HX

. Cisco ASR 1000 & -&f2afY48,° 100 Gbps & "&f3af ™af +4f f4f %o & BfYaf 5 1
Af—af 4, »Af {4 j¥4"ASR1000-ESP100iY.%o

. Cisco ASR 1000 & -&f2afY48,° 200 Gbps & "&f3af ™af +4f f4f %o & BfYaf 51
Af—af 4, »Af {4 j¥4°ASR1000-ESP200iY.%o

« Cisco 4000 & -8f28fYA4,° 3 ff YAf" & cha@ a7 af«af 143, ;1A%
- ISR 4431
- ISR 4451-X

Cisco |0S XE 8 Yaf+af 4, '3 85, ¢5@ a€€4a,-3,'aftaf 3 IPsec VPN


http://tools.cisco.com/security/center/viewErp.x?alertId=ERP-69981
http://tools.cisco.com/security/center/viewErp.x?alertId=ERP-69981
http://tools.cisco.com/security/center/viewErp.x?alertId=ERP-69981

eZ¥c934,cl,8°TaQ™4E,3, 39139« dR359+3,FiQ  5,5,4 39 399 5Q®L,T81txE85Q®

« LANé&" VPN

o Af3afCafyLaf a ¢a, 3»81 VPNiYSSSL VPN &' é™oae 1% %0

» Dynamic Multipoint VPN1v4 DMV PNi1¥%60

* FlexVPN

» Group Encrypted Transport VPNi¥a GET VPNiY4%o

o |Psec &®aef3af af°af @af« 3,05533,; 3f%45F5,83,13, % VTI%%0

* |Psec 4€«3,7d,« Open Shortest Path First af@afa, 3f8af
3i%"OSPFv3i%%oe* @¢ " 14a@®a,paf@asas”

Cisco |10S XE 3, Yaf+4f"4,15,85,¢3," ARY & Ea@—3€ | 3@ ,3, «affaf@a,n3,'a€ & IPsec VPN
27¥c933,cp,8°Ta@™a,3, 3139« 4R35 3, EiQ  5€,5,<4 39 3£ 93°i93Q VIO 3,

1

d@Pra@®3,nafa, af1haf-3,83,03,"'3@«d %hIQ—3i@ | 25— -af7affaf—a,e"ARSIO™E, AP AEQad
IPsec VTI

c®ic@Te€...4€9 show running-config

8,38 2Af%A %08, Aec (" AP —€ | GE€OIVEO O OFO 5, 1 3OnIOOE,CE,TaftE EaS-
a,nafa;afnasfa,ta,na,'a@ie aRsa@a,EiQ a9, a,«e5—a@Q-afzaffaf—a@ Ea,}afzaf*af%:
0/0/0 &,13f35,;3F143f5,55,05, 59«2 30565, E5€ ' 3€,3,« map-groupl

4@ 09,0Q109 Q0% Qi@PRRS—a@-GfZ4ffaf—a,'cr°te@—ie | 1€, QP HhIP™0E,

<#root>

Router#

show runni ng-config

<!-- Qutput Omitted -->
interface GigabitEthernet®/0/0

crypto map map-groupl

C®ic@Te€...8€ show running-config

8,%8f Z8f%8f %08, &2l aPp—a @ | GEQPA° P8 QQID 8, 1 AQPnaQPRASf af af@PaS«
a,na5%3,;afaf+a,83,04,'a@8e " a®3aQ4,(EaQ | 4€,4,< tunnel protection ipsec profile
aOEa,af7afPaf%oa & ®at°dSra & «a 9«39 %a,Eae 15€,3,<309"3€ 3, PFO™E,<A;...8' €
&,naf%3,caf1af+3,83,03,'3,cr°aQ@—3Q | 39,3 @ HIG™IE,

<#root>



Router#
show runni ng-config

interface tunnel 0
tunnel mode ipsec ipv4

tunnel protection ipsec profile PROF1

& 1Y8 Psec VPNa@ affaf-d,0af«af a@83@ ¢ dR35@+3,Ea@ |3€,@3%a€>38,"3€,

Cisco |0S XE & Yafeaf 5,5, 85, ¢4 3RV & FA@—3€@ | 5€,3,<aft3f@3,03,"3@ E IPsec 3«3, &<
OSPFv3
&2°@2 14,3, af@afUAf AQ™E 3, 3P TIP«R dR3IH+3,Fi@ | 59,5, 3@ IEQIRYES 5 af 3

* ipv6 ospf encryption

* ipv6 ospf authentication

 ospfv3 authentication ipsec

 ospfv3 encryption ipsec

 area<area-id> authentication ipsec

 area<area-id> encryption ipsec

e area<area-id> virtua-link <router-id> authentication ipsec spi
 area<area-id> virtual-link <router-id> encryption ipsec spi

2 GQP®E4 QP FEQIPsec 3€«3,"53,« OSPFv3
2@ UIQ®E, Uaf QIS (" G« aR5I 5, i@ | 59,5, AftEf95,05,5,/ (059 —3 | 5€, 50

<#root>

Router#
show runni ng-config
interface GigabitEthernet@/1

ospfv3 authentication i psec spi 256 nd5

01020304050607080910010203040506

Cisco |OS XE &,%24f+af 4,18, 84, ¢ af2afeafv.4,1a€@®a " =a ¥

aftaf€3,n3,'3.539830Ve|E5€+3,E5€ | 5€,3,< Cisco IOS XE §,%aFa°3,'5,83,¢

3F3fEf145, 50 €@ RO TEE...aQ EAftaf@a,na, 5 «4f5,°3, 0359 —3€ | 5€HCLI 30§

show version & 3af 78[3af %8, A0V & EA@ —a€Q&; " ¢r°a @3, (S, <3, 3, 'aftaf

3 QaF5aFE,39,C..550™A 3O 5O 30«3,"5,5¢C°°QIO5IO QIO %IO™IE, A 15f©3,55,'5€
Cisco 10S XE &,1%4f-3f°3,!5,55,C3, 3@V 50 —3@ ' 5,3,3 4@ 3€03,3, af14f

5F @ 3F555143 € «3E€ECisco 10S Softwar 3@ 3€ @ 3€ECisco |0S XE



Software3€ @3 @3 QO3 Q®aSf1a,3,'af @ Ee| (a3, E3@haQP™3E,

8@ «3€@Cisco I0S XR 3,453 3, 15,83,
5O TRV E36+3, 50 56,50 €950
CAT3K_CAA-UNIVERSALK9-M

59539,3,3f1af 935,03, 59 539 ®3 35232 31%03 @ BAT°8S3¥4E, (5 — 3 QI G ™IE,

afeafeasag, 16.2.1
3

C
af*aaf afhaf«a€+a,Ei@ | 39,3,3,nafjaf1a, 3 9 P3O

<#root>

ios-xe-device#

show versi on

Cisco I0S Software, Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK9-M), Version Denali 16.2.1, REL
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2016 by Cisco Systems, Inc.

Compiled Sun 27-Mar-16 21:47 by mcpre

Cisco |OS XE 8 Y48f-af"4,'a,83,¢
Afeafearya, 1a@ @314 QP Q3@ 4@ 3> 3P 3OBE | @3%013P«E-CIO™E, O’ °5@ F€PAE/Cisco
|OS and NX-OS Software Reference Guide3€€a,'3€,¢...88 @ —3€@ | Q@ Q3@ 3©+3€,3E,

Cisco ASA 3, Y48f+af 4,4, 84, ¢ac€©a€Sa,”a€° Firepower Threat Defense
a,%2af+af"a,!4,8a,ca@Ea,nafa,'af afuaf«a@a,(Ea@|ae,a, Cisco ASA
5500-X a,-af*afaa,°
39 3Q®L,13%+2€83Q I€QX-aQRLLI"QIHEIRYR(ES 3 ® Cisco ASA
3,%,af3°3,13,83,C3€%39Ya€ Cisco FTD
a,%af+af a, | 5,83, 3@ «3%:1éY;3, 30530 %IQO—iQ%UIO™MIE,IQP QPIOPI»r-3QBIFCAfIaf«a@ alst
Cisco ASA 5500-X 3, -8f2afY.a, %@ ©a; 0edz<d,»a,af¥afafta, £ a,¢af—afoa,na,¢a’a, s

« ASA 5506-X &, -afeafy.a,°

« ASA 5508-X &, -af%afy.a,°

« ASA 5516-X & -af%afy.a,°
8ot €Y (A a@—a@'a,«afafafa, @ ®e0(CaQP«iPri@, i | 3@ I€Qrm-3, »3,af¥afafta £
3,¢af%0af@a,13,93f 3 @®I€(Ea Rafar 5€p;3,af3f"4,! 5,83,C3€@a,»3, 4,-4f83°3,'3€.C...83@—34

Cisco ASA 3 YHfeaf 4, !4, 84 ¢4 3€€3,-3,'aftaf 3 E IPsec VPN
eZ¥c933,cl,8°TaQ™a,3, 3919« dR339+3,EiQ 5,5, 39 I€PIQTQO®E,TE1trE85Q®


https://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html
https://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html

 LAN é& IPsec VPN
« I1Psec VPN & afO3 od CAf3af 4 ol 8@ —a@Yafiarcasuas” a,¢a, a,»a," VPN
« Layer 2 Tunneling Protocol ¥4 L 2TPi¥9o-over-1Psec VPN a2 ¥cT3

Cisco FTD & Y44f 84,14, 85, 05 3€@3,-3,"aftaf 5 IPsec VPN
B7Y¥CY3E, U, 8T 5™ 5, 39139« IREIP 5, E5Q | 50,3,8 89 € QI IO®, 18Ut xEE5H®

* & f 0af 6 IPsec VPN
« I1Psec VPN & af©O3 od Caf3af 4 avog a@p—a@Yafrarcasuas” 3,¢a, 3,3, VPN

Cisco ASA §%28f+af 4,3 83, ¢4, Cisco FTD

5 158f*3f 4 15 85, CaQ €3, -3, 3f13f 5@ Ea»¥5 GO® VPN

*Z¥ Y35 393, Cu,8°TEQ ™53, 3@ TIP«@ 4R35 3,Fi@ 59,3, 39 3P "39®E, Talitax
» & af©a g ¢af3af af-a 1 SSL
* AnyConnect SSL

IPsec VPN aeZ¥cl$3,’ quiCta@p™a <3, 3@ 1a@«e " a®33€+3,E3@ | 39,3,« Cisco ASA
3,%.3faf°3,!4,834,¢5,3,¢af—af03,13,¢ 33,5983V Fi@—3€ | 59,5, 3@ 3€93°5Q 39 Qi€
1

3OnIQ®3,nafa,af1kaf3,83,03, 3@ «e5—3@ Af7affAf—3,2 " A®3AQ™E, ;.8 | QIO T36,3,556°
show running-config crypto map | include

inter faced, 3af7Af38f %o, aV4cC" 8@ —a € | € @AT°3S 3@ Ee 595, FA, 3O "3 "3,CC0° QAP —3 QU3
outside_map

i@ 09,00100 Q0% Qi@ RRS—a@ 4fZ4ff0f—0,'cr°0@—0€ | 09,0 %IP™0E,

<#root>

ciscoasa#

show runni ng-config crypto map | include interface

crypto map outside_map interface outside

& 1Y48 Psec VPNE€Q af1af+3,0af«af 3@83€@ & aR35@+3,Ei@ | 3€,@%3 3, "€,

Cisco FTD &4 8®Y ¢|Ea@—a @ | 3€,3,<3,¢af—af©3,n3,¢af’3,'a @ Ea€@IPsec VPN

3, afO3,na,Cafaf a, alc" a@™3a 8,18, 0af é-" VPN a7¥c933,, 3 afCafkaf” &,¢a, 8,73,

VPN

27¥c933,/2E1AR35Q—3€ & 303594, Fi¢ | 59,3, 30 3Q0IQTIHE, ' PIOP™3, 3OV, &
show running-config

8,38 28[58 %08, 8Y4cC" "AQP™A,<8¢...0 | QIO EA9,A,539%IQ™AE,23QB FP8IQ €9 3O,



Cisco FTD 3@ ®x0Yef3,'(n°i@—39%hi@™i€,39°3€ 3€®3"—3€ show running-config
3,38f 28f3af %oa@p8€;"a@a,(ER, e, Ta%ta@%¢ " a®S4E, ¢r°a @ —a3 @ | 59,3 Q%AQ9™AE,

Cisco FTD a0V éf %2 8, T&YrocE8a@®A"ace " a@™a,<a,2afafa,£3,®af¥af-afa, af
AnyConnect IKEv2 Remote crypto ikev2 enable <interface_name> client-services port <port #>
AccessiVs 8, af©4a na, ¢afsaf” webvpn
8, if VA" & 1eso¥boaSiee™ , 190 1€ @2|| anyconnect enable
AnyConnect IKEv2 Remote crypto ikev2 enable <interface_name>
Accessi4'd, af©a oa, ¢af3af” webvpn

& fif Af 8,1c, j8Stee™, 1V/%01%€€2 || anyconnect enable

& 8 08 6" VPN aZ¥cT83 crypto map <crypto_map_name> interface <interface_name>

1 af%AfCafYaaf" 8¢5 3 »81 VPN aOY ef:5€ a€@Cisco FMC 3@® [aftaf€a,na, %" Devicesi%%o] > [VPN] >
[afafCafhaf 3,¢a,”3,»8,"1% Remote Accessi’%q]3€ @39 %43@Y3@ Cisco Firepower Device
Manageri%"FDMi%%03@® [aftaf€a,na,"i%"Devicesil%o] > [af*afcafhaf a,ca, a,»a,"VPNi%4 "Remote Access
VPNi%%0] 5¢)§ar0e%0a5'd € «2 @839 QIO %G ™E,

2 &f°f CAf VAL 4 ¢4 3 »4 L VPN a0Y &f -5 a€@Cisco FTD &,%3faf 3, !5,83,¢ afafafs, 6.2.2
3€<3,%08,paf@afUaf 398, ESQ | 3©,a QIO ™AE,

34 p0af ¢ VPN aOY ef-a8@ a€@Cisco FTD &,%af-af"a,!4,83,¢ afafafna,” 6.2.0

A€<a,%0d, paf@asrhaf a€+3,E3@ | 3€,3Q%IQ™IE,

Cisco ASA 4 Y28f+af 4,14, 83, ¢ afeafeafy.a,'a€@®a " na"¥

cRicOTeE...a€@ a€@Cisco ASA

3,%afaf"a,13,83,Ca@®e,1a%+e€83@EA"ae " a@™3,«afafaf1a, a€ &S, ¢af—af04a,23,¢af3,'3 @!
show version &,3afZaf38f %08, 8Y2.C" @83 @ @A @ haP ™A€, 5@ ®I3a@ F€@Cisco ASA
a,%.af-af"a,|a,83,¢ afarasaa, 9.2(1) é,’é®\“(éiCEé,§Q®é,Cé;f—éf@é,ﬁé,Cé.f3é,150§§0®
show version &,3afzaf3af%.a@®¢cu€ezioed,'¢r°aP—a@ |40, aP%haeP™aE,

<#root>

ciscoasa#

show version | include Version

Cisco Adaptive Security Appliance Software Version 9.2(1)
Device Manager Version 7.4(1)

Cisco FTD & Y-8f+af 4,14, 83, ¢ af2afeafy.a,'a€@®a " na"¥

eRic@Te€..3€@ CLI 3€<3,%0 show version



8,38 24138 %08, BV (" O ™E,<A Q"3 "8 «a, 8,55€@Cisco FTD
3F255235143,13,'CC°2° QO3 O QIO UIO™IE, A1 95,03, 598AFAFEF S, 6.2.2
JO TSRV E50+3,E30 ' 5€,5,@ 30 3€Ox-30RI%IP®3, 59159« 03,550%IQ™3E,

<#root>

>

show ver si on

Model : Cisco ASA5525-X Threat Defense (75) Version

6.2.2

(Build 362)
UUID : 2849ba3c-ecb8-11e6-98ca-b9fc2975893c
Rules update version : 2017-03-15-001-vrt
VDB version : 279

Cisco Adaptive Security Device

Manageris ASDM1Y%08," 8/5iC" 8€p—a€p | aftaf€a,03,'a, (Ric@Ta@—39 | 5€,3,<3 3@ 3@ A€QAaf:
3,!3,£338f%03, | 5€ Q3@ %3@Y3@ Cisco ASDM

3,!3,£35°3f %03, @ ®&- ! 4 Sa«5,1,3faF35,!5,85,¢

afeafeafa,'a@Ee; ¢u°d@ -3, E3@3KaQ™aE,

&, TaVrac€8s, 49 «a,"89839,39%36,,30"30 3G ECCR* QIO 3, EIHYELLI"O

3O '3P®3,Caf%oaf @3 na a3 Q®e, 18/ +at8aQ R Q,8,«ef13"@8,»8, 4, 8f83F 3@« "e¥%0d @ 4

5,18,%@ 3€QIP 3O ®e,T8%+€83 & Cisco I0S &,1-3f+4f"4, ! §,83,¢a€@Cisco IOS XR
haf+a5°4,!5,85,C5€ @3 53,°3€° Cisco NX-0S
Yhafeaf"a, 4,85, 3@ «3@ 8%416Y:5,4 /39 303,303 3, QIOP—3ONIGO—IOVE,

eO©3¢ °

Qe Q. Qn

d@"3@®e,Ta%+e€83,3,73, 3,'af—afa,naf a@™a I Q«3@ IEQPIOIOS IPsec
a,»a,ar¥asrasta,
5,08,%3,8," af 143, 3f83F 11 SAI%%0d, & " A®3FQ ™A, ;.8 | @IOEI€,3,55QAUIG™3E,

HEr»BfeE.. .59 € QPIQVIPRIH»-IPRIQ,iQ0VIP1IQAQPR®2 3% IPsec SA SPI

3O A€TIQ—3€ 39,3, 3EQRLIP—3€,3, 35 13,£35%),

3,!3,£3F%55 %03, 31..39«59,3, 3 Q3@ O0i%%03, 2°€IQPYIO™E 88 | ™MIQ«(°8- Y593, FIQY
ESP 3©%3€Y3€@ AH



afa,xaffaf a’alic" d@™a AP i@ AQPRIECQIQP"IO®E,TaN+e€83,5,73, 3,'af—af3,paf G IQ QA
DZEQP G-

3Q"3Q®,T8%+2€83@«d %at AQ™E, 7P -3Q 3€,3,559%3>3,"3E,

a; Pt a€:a,2af°aF°4,!4,834,¢

5, -515%5€@ 3@"3Q®3,Caf%0af€@5,13, 933« "21%o3 @3, FIQPYe,Ta%+e€85@«d %At GQ™E .
af@afna, 3f8afa€@ "af-a,£afhaf@ast
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