CiscolOSXEV 7RI T7OIOANR R A4 T
23> NDiEEEH

7 R)NA Y1) —ID : cisco-sa-20180926- CVE-2018-

ngh iosxe-cmdinj 0481
#1~F A : 2018-09-26 16:00 CVE-2018-
/N\—>321.0: Final 0477

CVSS A7 :6.7
138 % : No workarounds available
Cisco /N4 ID : CSCvh02919 CSCvh54202

BARBC LB EHE. RBCLDRLOFAREBRTSY . KERLEOMTH
BOMEBT 52 BRI, RERXSBELET,

BE

CiscoOIOSXE V7 RIJIT D CLIN—Y—ICH T2 EBOMBHICKY), FEEhizO—HILK
BENFEEZTDTNAAOERERD Linux > I)ILT, I—MERZFEALTEEOIONY
RERITTERAREMEADBYVET,

COMEEME., FEAEZTAVYIRNIITOIONY REIBOYZRA/ AN FEDELHIC, HE
EZI32FNAADBEOABT—ZBEANOT IV EABLEICKRTEZIETRELET, WE
ENFEEZIDTNAAICBEEXEC E—R (BHELARIL15) TTFIEATEDHE, HA
BAALSHMEEUCCLI AN RZERTITR LT, FNAALTChSsOEEEEZTIIA7OA N
THARMEN HYVET, TIVATOAM RNNIEIITDE, BRET/NARAT, FEOIIN > RA root
ERTRITENDAREN B ET,

AR NS OME®ICHNTEIY T RIITTFYTTF—REJU—-ALTVET, Ch5D
fEsSMIC LT HEBEREH) XL A,

COTRNATFUE, ROV OKYERTEEXT,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20180926-iosxe-cmdinj

COT RINAHJEF, 2018 F9 A 26 HICABME N 13 40ORBEEICETS 12840 A0 €
F1)T4 TRNAHFVZEEL CiscolOSY7RIITHELPIOSXEVYTZRNIIFT VIJ—AD
EF1VFA T RNAFVRRERO—BTT, TRNAHFVEUIO-BIZOVWTR, T
Cisco Event Response: September 2018 Semiannual Cisco 10S and 10S XE Software Security
Advisory Bundled Publicationg ZZ 8B L TS &\,



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-iosxe-cmdinj
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-iosxe-cmdinj
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-69981
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-69981
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-69981
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-69981
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-69981
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh02919
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh54202
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0481
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0481
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0477
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0477

HUHR
Bt sH2HMm

CDiEFEMHIE, CiscolOSXEV 7 NI ITDOMRBUEN EETHIVII—REETLTVWSETR
AFNAAICEEZRIFLET,

MES8MEANFEET S CiscolOSXEV T RII T UU—=RIZDOVWTR, COTRNAMHFUD T
EFXRVTIRNDIT, O3V ESBLTLEEL,

CiscoIOSXE VY7 RhoxF7 1)) —ZADO¥ 5

TINAALETERITENTVS CiscolOSXE V7RI T V—RiF, EBENT/NAAILO
J4> LT, CLI Tshowversion IN> RZRTL, KRRENBZATALANT—ZSRTS

CEICKRYERTEERET, FINAM AN CiscolOSXEV T RIITEREFTLTVWRES, &

T I JNF—IZ TCisco I0S Softwares ., "Cisco I0S XE Software; BEDTFARNRTEN
£7,

RIZ, CiscolOSXRY 7RI TF7 V=X 1621 FRITEhTVWT, 1 AR=)LEhTV
%14 X—T & CAT3K_CAA-UNIVERSALKO-M THBT/NA ATHOIAXY ROEHLHlZRL
=S

<#troot>
ios-xe-device#

show versi on

Cisco I0S Software, Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK9-M), Version Denali 16.2.1, REI
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2016 by Cisco Systems, Inc.

Compiled Sun 27-Mar-16 21:47 by mcpre

CiscolOSXEV 7RI F7 V)—ADHBEBSHTORAICETS5MIE. FCisco l0S
and NX-OS Software Reference Guides ZZBL T EE L\,

feBtEEATVAVWZ EfBFEEh-REA

COTRNAFUDOHBELEOHZRBEEIIVICEHEENATVRZREOEN, ChSDHEE
HMOEEEZ D CEN DA 2TVET,

A, COMFEMAH CiscolOS Y 7RI ITTF, CiscolOSXRYTZRIJITF, KT Cisco


https://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html
https://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html

NX-OSVYT7RNIITFI_REEEZSEZ RV EEZBABLEL L,
o] & R
ChoDBHICHuITIEREEHY)ELA.

BEZRYVTRNDIT

SATRZOT RNAHFVICRBENCHEBEICHVUTZIEEOVY I NIITTYTTF—rE
J)—ALTVET, BEENMVARN=ILEYVHR—NZZTLYTEDDOE. 1A%
CBAVWEEWEYTIRDIT N=—2320E714—F ¥ Y RMIHLTOAERYET, TOK
SBYTNDITFTTFYTIL—REAAN=I, 8T720—R, TORATLEREZEOMD T E
THEALEEE, BEREUTOUJICRBENEAOADOYIRNIVIT IS4 ADORKIEIC
O EICABLECEICRYET,
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

T, BEBRAVIRNDIDITZEAIVO-RTEZORE, YVINIITORBMBZTA I AED
AL sE#E. $PVRAOBEIVEZ—PN—KF—PSEEBLTVRHEEICRYET. B
B, ChRURBALLEY I NIITOXYTFVATYTIL—RTY, EEOEF1)T 1
YI7RDIT TYTTF—RIE2T, BEBFRICHLWITRIIT7 F4E€VA EMY 7RO
T 74—F% YN, FLEEXDy—VEDZI3> PYTIL—RINTIERFFEEhD
tEHNEEA,

VIRDITOTY7TIL—RERETZIBRICE. ZAOAOEFIVFA T RNAFUSROT
< — N ( Cisco Security Advisories and Alerts ) | R— TAFTEDAOHBOT RINAH
ZEHNICZRLT, REZZTH UM ER2ATY7IJL—RVYU1—23 0 2@#RLTL
EEW,

WIFhoBEE, 7YTIL—RIBFNAALLTDEBXEIN BB L, BLUOREN/\—R
DITEVTRNIDITOBENFHHR))—ATEEHREELSHR—rEhTVWBEeZ+HIC
BEEL TSV, FHAEKRICDOWTI, Cisco Technical Assistance Center ( TAC ) £ L < (&£
HLUTWBXTFARAZ7ANAMZ—=ICHBEBLEhELSEE L,

H—EAZNZZRAATEVESEFEK

AN SEEBAL A Cisco Service Contract Z ZFIFAWAEEWVWTVWEWESE, £, H—
RN—=—FARVA—DSBALENBERZAY NI ITZPOSHASAFTERVESE.
Cisco TAC ICEELTT YT IL—RZAFLTLSEEL,
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

BET7Y7IL—RONKREBTHAEEZTAAL TV EESLEDIC, HROZUTIILESL,
K7 RNAHF)DURL ZZRAELSEE L,

CiscolOS BV IOSXEV 7RO IT


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

BEEN CiscolOS Y7 RNITITEEITIOSXEV I RNIITOMHEHICKDBEDAREMSEH
W92 8, A0 Cisco I0S Software Checker ¥V — )L ZRHEL TWET, cOVY—IL%ZFEH
IHE, BEOVIRNIIT7 VDI—RILEEITZDARAOEF21 VT4 TRNAH U, BLUOF
7 RNAHFUTHBAE N TVIMEHEENMEES RN ) —R ( "First Fixeds, ) Z%ET

BET, FLEREHTRES., TOVU—RICEHTRIINTOT RN P UDORBHENFMEEET iz
¥ 1)—2R ( "Combined First Fixeds, ) ZHETE XY,

COYV—)NEFERLTRDRAVERITTEERT,

s RAYZTRAI VARNASVI—A (BT ) 2FBRIZH, aRKRes30-DI >
ATLNST7T7A)NZ2T7Y70—RLT, REZHHBTS

« show version AN ROEH%EY =)L THNTTS

« DARIAALERE (BEICABRERLEIXNTOARAD EF1IUT A FRNAM YU R
BHRICANLEY, BEOT RNAHUDOH, FEEEHFOND RILEHOITXNTOT RN
AH)EEDZRLE ) BEKTS

=N, DEENEADEFIVTATRNAFUOVWTNIAICKETEILESH ZHER
I BIZIE. Cisco.com®Cisco IOS Software CheckerzfEH T2 h. LD 7 14 —)L RIZCisco
IOSEEFIOSXEY 7RI I TUY—A(ExE, 15.1(4)M2. 3.13.8SK E)EAHNLET,

Check

T7A) BT, CiscolOSYT7RIVITOFIVIICE, BRE, a1 UT1\OEED
A (B —) FERFERBRBECOXANEENTVET., "HE, O SRIEFEOERESDHS
21k, Cisco.com ® CiscolOS Y7 DI 7 FI v h—&EAL T, [Impact Rating] RO Y 7°&
9> UZRGD [RE (Medium )| FI Y IKY HRAEAICLETS.

CiscolIOSXEY 7RI F7 VI )—AE CiscolOSYT7RIITF7 VY—ADIVETIZOWVWT
l&. CiscolOSXEYVY 7R F7MOU)—RICHKHLU T TCisco 10S XE 2 Release Notes ) . T
Cisco 10S XE 3S Release Notes; . £/ l& MCisco 10S XE 3SG Release Notes1 22 L TL
EEV,

FTEMAEH E NAHER

Cisco Product Security Incident Response Team ( PSIRT ) Tlk, &Z7 RN/ HFUIZRBEEh TV
PHBBEHEOIIA7TO4 NEHETOLRIERLTHYEEA,

Hi B8
COMSBME, SAIARBTOVATFA EFIUF A FANCE I TREEAELL,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-



https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/2/release/notes/rnasr21/rnasr21_gen.html#wp3000032
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/3/release/notes/asr1k_rn_3s_rel_notes/asr1k_rn_3s_sys_req.html#wp3069754
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/release/note/OL_24726.html#pgfId-2570252
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-iosxe-cmdinj

20180926-iosxe-cmdinj

RG] B

N—=—>32 B7L] o3> AT—2A B
10 NEABUU—R  |— Final 2018 4 9 A 26 H
MARL

BT RNAFVIERILEDEDELTIRELTHY, WABIBEORIAERKRIZDENDTE
HYEEBA, ETRNABVOBBBICVIVOERICETZEEO IR TNhSOERELC

HBDEDELEFT,

THRENEZBLET,
AT RNAFUOEZRABRICEL THEREFSO URL ZEHL ., BHOEHEPERZREL 2158,
HUANEBLEBBREFIRBZENERA. TOLEBRE,. BRR[FEsIERILLEY, EEXR

BEARELTVEY F2TRMEABIET,
A—HZXHRELTVET,

Xle, DAORBARRFIANORARZTFEBRLICEELLY, EFHLLY

CORFIXYMNOBERIF, >AORBOIY R



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-iosxe-cmdinj

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



