eotoerA@®aA, 3,3, 3£ 3" 939 «aHSae’a <afia, i
Denial of
Servicei¥a"DoSi%%oa @ ®e,, talatae€s

&, ¢af%oaf @ a,na, flaFraFlD : cisco-sa CVE-2017-
Hi gh 20180606-diskdos 6779

& @a...~é-c«e—Y¥ : 2018-06-06 16:00

aeeEg e ae-"ae—¥ . 2018-07-02 14:32

df @afvaa, afsasf 1.1: Find

CVS&4,14,%4,¢: 8.6

&76€¢¢- : No workarounds available

Cisco af@4a,° ID : CSCvf64322 CSCvi31762

CSCvf64332 CSCvi31738 CSCvi31807

CSCvi31818 CSCvi29538 CSCvi29546

CSCvi29544 CSCvd10872 CSCvi29556

CSCvi29543 CSCvi31741 CSCvi29571

CSCvi31823

Yo 3@«a, a «ef..4 t3@ A€OQecte23Q«ad, a <aZYr-13Q9REQZA...~ a1 A«
Al

&g, el

5 -5,14,3 &, 3 OAf Ofif ~Af V., -Af SAFREYAA @3 O ®C%0'3®E @3, 3, aFtaf &f5,°

af+a,ja,raf«a@®afaflaa, «af«

5f3,j3,naf«®icOTIP«APSTQ'E, 2, TVt e85 QP EFEQertar 5@ ®F, 5,5 3L 118" @@ «&12+6Y:5,'4 7
Denial of Servicei¥%4"DoSi%%ocSY..«3€ 55,4 8@ 39 E3€,3,539%IH™aE,

5O "3Q®,131%+2€85Q FEQCY%0'3®33P®E, -3, aftAf 4f4,°
3f+3,i8,08f«3@«ee€3n8s, Ui, nd ca@P3 " PiQFie3€,30"3Q 3Q«@u-d IQ—IQUIQP™IE 3¢
f3,°

3f+3,;3,03f«3@ESf15,£3,'3, € "aYYiQRIQ@»3@ 3,"3€@ 035,29 e2»30@™5,<3," 3@ T3@«af3,°
afa,id,raf«a@®3,ua,ra,°3,a¢—an83 @ 3€>3,«<39" 3@ AQEIQ &fL3@«395,«d 3@ 3@ EIQ,a Sa¢
DoS

SYe...c AP «393,53€ 3, Caf—aFa,+af143, 385 eOYef L@ EC°a d¢5%0ed P —3€ P4 @4B®%E®5S

§,-8,25%€ J@"'dO®e,Tal+xrc8a@«a %t |a@™a,3,%%afaf4,)4,83,Ca,caffaf—aftafnas a,afrasrasry


http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf64322
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi31762
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf64332
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi31738
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi31807
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi31818
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi29538
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi29546
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi29544
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvd10872
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi29556
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi29543
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi31741
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi29571
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi31823
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-6779
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-6779
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https://sec.cl oudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20180606-di skdos

e028Y7" eEYA" @
&, T8Vt ocESaO ®E,8,<£123" @

FO"'3O®e,18%+e€83€ Q23O ® Cisco éY34£°5,25F3af~afkafta £ar35,°
3,-a,'aftar 'I'%AVOS'I%%oéfMéJ‘%éﬂéQ®é£1/zé“ééQ«éVziéVgé,’é@gé Q13 Q9—3QhIAQY™AE,

» Emergency Responder

* Finesse

» Hosted Collaboration Mediation Fulfillment

* MediaSense

* Prime License Manager

» SociaMiner

* Unified Communications Manageriva UCM1Y4%o

* Unified Communications Manager IM and Presence
Service(IM& P) &€, &»¥8%. @ 3 @ ®afafafa,'a€ Cisco Unified
Presenced® "3'%43€°3,Fi@ | 3€,39%3@—3QYaE,

* Unified Communication Manager Session Management Editioni¥a SM Ei%/4%o

 Unified Contact Center Expressiva UCCXi%4%o

» Unified Intelligence Centeris Ul Ci¥a6o

* Unity Connection

* Virtualized Voice Browser

59 3B, 13%+2€83Q G€QI»YE FQP®E, 3,3 L1 Q3P «A,a1+EY; 3P —IQUIQ™EE,

 Prime Collaboration Assurance
 Prime Collaboration Provisioning

CL| &€<a,%0c@%ace”"a@®a,afaf a,!a,8a,c

affaferasfiaa,’a, ccce’9ao™a <

Af—AafOaf faf af+a Oafv.af 4@8aRYe|E3@—a@  5€,5,<8,1.afaf 4, 5,85,¢
afeafeafna,'a€@ €@ c®ic@Te€...a9 & CLI 3€+<3,%0 show version active
8,33f28f%8f %03, ARY | Ea@™a «a Q" 2@ a9 8¢ QAP Q QIO NIO™AE,

&GO B®ANAQP8IQ €@3,%af3f3,)4,83,¢ afafara,'a€ 11.5.1.10000-86 2@ 83 @ ™A€,

<#root>


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180606-diskdos

ciscocm:

show version active

Active Master Version:

11.5.1.10000- 86

Cisco Unified Contact Center
Af—afOAaffaf af-a,Cafvaf @ ®ceace” aQP®a,2af+af a,l a,sa,c
5.fa§.fa§.f%§,‘§0®g¢°é30

(RiCOTEE..50 UL 3, 4% 50 —3 | 5€QI0VeE50+3,E3O | 50,5,48,1455F5,15,83,¢
APAFAFE,1E, O PIPEIO QI OUIOMIE,

1. Web &f ™&fV.3, 1@ ®3&,0335,;3f143f+3,83,03,' 3@ «3f3,°3, 035 @—a @I @™3E,
2. [8f &f «Bf—1Y HelpiYdo] > [Af @af%a, af8afaf...a +i%4"Abouti’%o]

3,6 25759 —3€ | 3€945, -3, aftaf 5,%afaf5,15,83,¢

afeafeafa,'a, cCce*@a@—aPnaY™aE,

R®ic@Te€...a€ Ul3, 'a%i¢" d@—i@ | é€0é®?éiCEé,<§0®Cisco Contact
Centeraf—afOaffaf af-a,0afaf afMafha,'a@®e£13"@a,»af+af"a, | 4,83, caf afasha, a, ccee’ @a

1. Contact Center Express 3, fif V.4f @ 3€«afa,°3, 133 @—3@%hi @™
2. Cisco Unified Communications a,%af Saf ~af v.af 18 £af34, °
3, -8,'48f taf A@®C®ic@13,!3,£33af%0d, | G@«(8»A-3QP—aQHIYP™IE,
3. [&"ca%iY4"ShowiVo] > [&, YVoaf+Af "4, 4, 83, ¢iv/s Softwar eiV%o] &,’ é€p eS8 @ —a @ %A ™aE,
&, T&V/tceE88, 49 «a,"3983€,30%3€,50"39 39 EC(°e*Qa93,EaQP VL@

Q"3 Q®3,Caf%0af@3,13,93f 3@ ®e, 18/c-E83QRI),3,<0£153"@8,»3, 3,-af83a@«& "e%%0d € 3

5 8,15,%@ €039 3O, 4%t 2E83QEdr¥a GO®3, 5,'5,0L13" Q39«3 3%16Y;3,5 750 56

« Identity ServiceiVs'1dSiV2%011.5 4€53,"3€> 11.6
* Prime Collaboration Deployment

a,»a, af¥afaaf ta, £a¥AR3E@ R c—ee-j

dQ"3Q®e,Ta%+e€83@E,Q@RLI"O¢" 3€+3,Ed 3@ 3€Qx-aO®3, afOafhIQEIfLaf@a,ra,
afa,ca@«e "éE’a@+3, EQHIQ™AE,



./hssi_defines.sh: line ###: echo: write error: No space left on device

RicOTRE. 3@ F€QIP"IQPBA, 3fOAf143, (O QPIOP—IQPYE 3@ I€PIH"TO®R, TaVi+2EEIP B, €
Cisco Technical Assistance Centeri% TACi%%o0d @ «é€£C|d@—a3€@ | QP QPIO 33 ©,aE,

DZEQP G-

5Q"3Q®e,T8%+2€83@«d %at AQ™E, D 7e@Q;-3@ 3€,3,559%3>3,"3E,

ac®xfx a@éa,2afeaf " aq, a,84a,¢

3,-5,14,%€ 3@ "3O®3,Caf%0af@3,03, 053« "E%%3 @3, EIQYE,TaVi+eE8a@«a %At 3O™E i
af@afia, 3f8af’a€ af+-a,£afuaf@aft

ad»affaf a@«d %hiQ9P—ai@ é@@é@gé@"éOaé,§é®%é0“"5€,§00§0®5,“§0T5Qaé,%éf-éf“é, 13,83,
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

BQNIQPYVIEPIOSI®C2E 39 ES,1af3F 3, 4,85,¢5,aF€5, | 3Pafaf 143 %03 @83 @3, AOPPIQ 3€Q3,
3,¢affaf—a, af-af1uaf%o3 @83 @™aE,c,ia, YaQ®a,»3,af¥afafta £ &,%.af-af3,!4,83,¢
3,Caffaf—aftafuaf 3«3, AQLiQ  IEQIOSI®C 2T 3P «2-°39—39,3,1,3f55,15,83,¢
3f03,n3,»33, A€ @& 153S &,1,3f°3f°5,15,84,¢ af+3, £AFLAFQ@AfE

3 »affaf A€ Q@a@aQYaQ af;d, afLafn aF2af"5, af8a
3,Caffaf—3&,°8f~af%haf%03@«d %IQP™a e O™ PIQPES»"3,/5€°3,F3,3Q"5@ 30 3€,3,550%3€

8, 158f+af 4, '5 88, CA@ ®3, CAffaf—3,°5f 3435 %03, aerced " 73Q@™35,«653Q«3@ 3€[4,°5,"3,25€9®5,»5,3
Security Advisories and Alertsi%%o]

3f355%3, 3€83.. Y %o d@83@95,<5,3,'5,3e£ 118" @ AQ®F,Caf%oaf 4,13, 955, a®320eY (S, 5@ «39,C
3,135 Y5853, 3835, QIQO—3@ 3O QIO 593,55,

59,3033, QPR 3973, 3€@4,Caffaf—3,°af-~af1haf %03 @™5,«aft5f€@a,03, 3@« @ @3 Ta@2af;af¢a
Technical Assistance
Centeri%a"TACi%%03, i @—3 @ @3¢ 3¥'(,i@—aiQ | é0,,é,<éfiéf3é.f’réf§éf3é,1éf—éféf@é,néf(%éf%ééc

& ffvAfa18¥c, s a9"a"0¢" " 59839°50,05a0CRs"

84,13, 3é@<é,%og>'ae2¥é3%é...¥é@—é@VéQCE Cisco Service Contract

3,/89"8°0¢" 39,30V3i@ 39,30 39,39°39,3 3Q I€QPIONIQYICQPA, LA 1A% 3f1hAFTE, £5F™
POS 3€+<3,%04...¥2%0«3 @83 @ @39°3€,2 2@ 3@ a€@Cisco TAC

AQ«EELC|aO—a@ | 3,Caffaf—a,°af~aF1haf%0d,'d...¥r %0 i @P—i@ | QP QPIO 33 ,aE,
https:.//www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
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https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

URL 3,/3@"¢" 2,930 @3® d0°39,3E,
4 ®afexe a@safrafrasaa,’
Emergency Responder: CSCvi64322

Cisco Emergency Responder 3 Y48faf "4, 15, 85, ¢a€@ a€€Cisco.com a€@®Software Center
5€<3,%03f€3, | 37331435 %03 @83 @ @3 @A ™AE [e£44" @1V Productsia%o] > [Unified
Communications] > [aftaf-afea,©afaftaae«javapiva”Telephony Extensionsi'a%o] >
[Emergency Responder] 3@ ®¢é 13@«(8»33@—i@ | dQ Qi@ 3€°3€,3€,

Emer gency 39" aQPe,Talsit2r€8aQP«a %hIOMa kreE€A"QPIQPRI;RRLEIFaFaFA,"
Responder
Afeafoafya,

10.54,°8,S8%.€ | &, T8V/c+a£85€,5,55€€10.5(1a)3 @ «c8»e(E

105 10.5(1a)iV4 & S8YAEA A f a1 V.8, 1 8BS Y %o 1
11.0 &, T&V/c-ae£85€p,3,53€ 9 11.5(4)3 9 «8»&jE
11.5 11.5(4)

12.0 12.0SU1

1 COP &f+4,i8 n8f « cjscocm,.cer_ CSCVi64322.cop.sgn 4€p G€€ cisco.com G€p® Software Center
8€0<3,%03.. ¥ %I @83 Q@ QI QIO ™E,

Finesse: CSCvi29556

Cisco Finesse &, Y/8f*4f "4, '3, 88, ¢5€p a€€@ Cisco.com 3€® Software Center

8€»<3,%035€34, | 4331435 %03 @83 @ @3 @ %3 @ ™A€, [e£53" @1V Productsi¥a%o] >
[8,«&,'a,;3F23F%4a,2aF0afeaf~aF1a, aF83F°1%4 " Customer Collaborationi¥%%o] >
[4,2a5%8,:8, aF a,»af%a,;af%a,2afaf¥afna, -afsasfic” a,2af—a, afsasfivaOptions for
Contact Center Solutionsia%o] > [Finesse] > [Finessea,2afaf"4, | a,8a,Ci% Finesse
Softwarei¥%%o] @ ®¢é TaQ@«(8»3«iQP—3@ | i QP QPIQ 33,3,

Finesse 5Q"3O®8, 14Vt RESaQ«a %AQO™ME ReEF" QIOBI; OREIFEFAFE,"
afeafeafy.a,t

11.6 5,5, 58%.€ | &, Ta/c+a£85€p,5,55€ 9 11.6(1)3 € «c8»&iE

11.6 11.6(1)

Hosted Collaboration Mediation Fulfillment: CSCvi31738


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf64322
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi29556
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi31738

Cisco Hosted Collaboration Mediation Fulfillment & Y:8f+af"4, 3,83 ¢4€ a€€Cisco.com 3€® Software
Center 5€<3,%03f€3, | af°3fa51%435 %08 @85 @ @3 @%@ ™3I, [e£/A“ @1a"Productsiva%eo] >
[Unified Communications] > [3,3aF%af«a”"9a3%;i%"Call Controlis%eo] > [Hosted
Collaboration] > [Hosted Collaboration Solution (HCS)]

dO®Eé Ta@«(8»3c3Q9—39 | IQOVIO 39°39,3€,

Hosted 39 a@®e, Talte€8a@«a #IQO™a €l QIO ReEaFafafaa,’
Collaboration
Mediation
Fulfillment
afeafeafyaa,t

11555 S8%0@ | &, T8/¢eec85€,8,53€911.5(3)a @ «c8»eiE

11.5 11.5(3)

M ediaSense: CSCvi29546

Cisco MediaSense § Y58 +af "3, 13,88, ¢5€¢p a€€ Cisco.com 3€® Software Center

5€<3,%035€3, | a7 afaf 43 %03 @85 @ @3 @3 @ ™3E, [e£LA" @1V Productsiva%o] >
[4,«&,'d,;af2aF%a,2af0afeaf-afa, af8afiva”Customer Collaborationi%a%eo] >
[4,3aF%8,:8, aF a,»af%3,:aF%4,2afaf¥afna, afsasfc’ " a,2af—a, afsasfiva”Options for
Contact Center Solutionsia%o] > [MediaSense] >

[MediaSensed,2afeaf"4, | a,8a,Ci"%a"MediaSense Softwareia%o]

GO®Eé Ta@P«(8»3c3Q9—3Q | IQOVIQ 39+39,3€,

MediaSense  |49"3@®8, 1a%+2€5aO«a %aQ™a, Re€d" QIO®I; OREIFAFAFE,"
afeafeafy.a,

11585, S8%0@ | &, Ta/+aE85€p,5,55€911.55U23 € «(8»&E

115 11.58U2

Prime Collabor ation Assurance:CSCvi31818

Prime Collaboration Assurance 8 %:3f*af "4, |8, 84, ¢3¢ €€ Cisco.com 3@ ® Software Center

5€<3,%035€3, | 37 afaf 43 %03 @85 @ @ 3 @3 @ ™3E,[eFLA" @1V Productsiva%o] >

[4,aF03, ! 4Ff%0a€5a,”a€3%4,-a,'aftaf ¢®jceTiva"Cloud and Systems Managementi%%o]

>

[4,2af0afoeaf-af%a,-af8aF°a€53,a@3af afafa,ia,na5%0d,2aFYaF¥afa,taf i, afsaf c®icoti
and Unified Communications Managementi¥%%o] > [Prime Collaboration]

GQP®Eé Ta@P«(8»3c3Q9—3Q | IQOVPIQ 39+39,3€,



https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi29546
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi31818
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html

Prime 59 a@®e, Talte€8i@«a #IQO™Ma <€l QIO ReEaFaFaFf1aa,"
Collaboration
Assurance
aféafeafyva,t

11.6 5,8, S8%0.€ | &, taV/crae£85€),3,55€€11.6 ES163@«c8»@jE

11.6 11.6 ES16

121 121 ES2

Prime Collaboration Provisioning: CSCvi31741

Prime Collaboration &f —afaf" 4, ,af 84f<Af34,° & Y-Af-af "4, '3 84 ¢5€¢ a€€@Cisco.com 3€® Software

Center 5€<3,%03f€3, | 3fafaf14af %03 @83 Q@ @3 @43 @™AEE [e£/53" @14 Productsia%o] >

[4,aF03, ! 4Ff%0a€5a,”a€34,-a,'aftaf ¢®jceTiaCloud and Systems Managementi%%o]

>

[4,2af0afoeaf-af%a,-af8aF°a€53, a@3af afafa,ia,na5%0d,2aFYaF¥afa,taf i, afsaf ¢®icoti
and Unified Communications Managementi¥%%o] > [Prime Collaboration]

GO®Eé Ta@P«(8»3c3Q9—31Q | IQOVIQ 39+39,3€,

Prime Collaboration [4@"a@®e, a%+e€830«d %aO™a eefd"@IQP®i;PRrLfafaf'asra,’
af—araf &, afsaf<afa,°

éfaéfaéfl/ﬁ 1
12.5 8,8, S&%0 @ &, T&Vs+ o83, 3,55€ @ 12.53€ «C8»e{E
12.5 125

Prime License M anager: CSCvi31807

Cisco Prime License Manager & %:4f+af "4, 3, 83, ¢3€ €€ Cisco.com 3@ ® Software Center
5€0<3,%035€3, | 37 afaf 431 %03 @85 @ @3 @A Q@ ™IE, [e£Y-3" @1a"Productsia%eo] > [Unified
Communications] > [Unified Communications Management] > [Prime License Manager]
> [Prime License Managera,'2af*af "4, | 4,83,¢a,caffaf—aftasfaaf i%a"Prime License
Manager Software Updatesii%o] 3@ ®¢é 13@«(8»3«3@—i@ | dQ Qi@ 3@ 3@, ,3E,

PrimeLicense [49“a@®e,talite€83@«a %haQP™a rw€d" QaPPR®I; ReLiffafafra,’
M anager
Afeafearya,t

10.55,°5, 53%.€p | &, t&/c+ae£55€),8,53€,pIm_10_5_2 - 10.5.2.13001-14€ «8»&{CEL

105 plm_10 5 2 - 10.5.2.13001-1

11.0 e, TaVataeEsa



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi31741
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi31807
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html

©,3,53€€11.5(1)SU53 € «c8»&iE
115 11.5(1)SU5

SocialMiner:CSCvi29544

Cisco SociaMiner & Y4f+af"4, |3, 83, ¢5€p a€€@Cisco.com 3€® Software Center

8€»<3,%035€3, | 4331435 %03 @83 @ @3 @ %3 @ ™A€, [e£53" @1V Productsi¥a%o] >
[8,«&,'a,;3F25F%4,2aF0aFeaf-aF1%a,-3F83F°1%4 " Customer Collaborationi¥%%o] >
[4,2aF%8,:8, aF a,»af%8,:aF%a,2afaf¥afna, afsasfc” a,2af—a, afsasfiva"Options for
Contact Center Solutionsi'a%o] > [SocialMiner] >

[SocialMinera,%2af-af"a, | a,8a,CiYa"SocialMiner Softwarei'a%o]

dO®Eé Ta@«(8»3c3Q9—39 | QYO 39°39,3€,

SocialMiner |53 ®2,ta%te€556«d %haO™a, 2 0e€d” 9O ®E;RrEIFEFaFE,"
afeafeafya,

11.6 8,5, S8%0@ | &, Ta/crac£85€p,5,53€911.6.159«C8»&|E

11.6 11.6.1

Unified Communications M anager 4€53,"a€>Unified Communications Manager Session
Management Edition:CSCvd10872

Cisco Unified Communications Manager & %24f*af "4, 13, 83, ¢3¢ a€€@Cisco.com 3€® Software Center
8€0<3,%035€3, | 375533 %03 @85 @ @3 @3 Q@ ™IE,[e£A" @iV Productsi¥a%o] > [Unified
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