Cisco Secure Access Control System
a@®afafcafsaas
3,38f135%0a®Ye;EaQ®e, Tavate€s

&, ¢af%oaf €a,na, aF*aFnulID : cisco-sa CVE-2018-
20180502-acs1 0253
&@a...~é-<e—Y¥ : 2018-05-02 16:00

af @afva, afsas 1.0 : Find

CVSS3,14,3%3,¢: 9.8

&726€ ¢¢- : No workarounds available

Cisco af€4a,° ID : CSCveb9037

Y- &3@«ad, d,«ef...3 t3@ A€QecteZiQ«ad,"a,<aZYr-13QREQZA...~ a1 a ¢
o, 6@

Cisco Secure Access Control Systemiva ACSIY%.a@® ACS af-af@aflaas”
53 3f@afhaf@arar a@®e, 1%+ e€839«3,"5,55€ QL@ 14393, FiQ 59,3939, 33 CaFuasf

d@"3@®e,Taltr€83€@ F€Q@Action Message
Formatila"AMFi14%o0af—afaf"a,2af«ad@®axncee " hi@ Tl Qi @3 13€85€,5,<39 3@ dQ«ep-d 3@-
AMEF

afiaffa,»afua, a,e©%a","af | af1ha, N3 @«E€@a;ia @M Q3@ I QPBIECQPI QP IP®e,TaNi+e€83, '8, @ *f
ACS

3ftaf€@a,nd, 3@ 8arre, @IO®3 33758 %03, ARYE|EI P8I Q93,3 39 3O E3,3,559%IH™AE,

8,-8,28%€ J@"'dO®e,Ta%+xrc8aQ«d %at|a@™4,4,%afaf4,)4,83,Ca, caffaf—aftafnas a, afrasrasry

é@"é@@é,Céf%oéf@é,ﬁé,ﬂéf350_5€0&ﬂiéQ®§.faé~l.f3§,_5f§,§(;¢°éaééQ§§0050%50“"5@,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180502-acsl

e028Y7" e£YA" @
&, 18Vt ecESaO ®E,8,<@£128" @

é@”é@@é,,]“é%tae@é0_é€0§faéfaéf%é,15.8§f’éff§f07é,‘é,§é%oéé0®50""501é@ 1 a@®Cisco
Secure


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180502-acs1
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve69037
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0253
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0253

Secure ACSéfaéfaéf%é,1é,’gC°é3050§50050%50“"5€,
Cisco Secure ACSCLI

Cisco Secure ACS CLI a€<3a,%o0 show version

8,38 7af3Af %03, 4®Y & EAQ 8 @ QAP %IQO™AIE,50YI€ 3O 3€°53€9Cumulative Patch 1
5€ Ea,n3F3,'af afkuaf«3€+3, ES3€Y Cisco Secure ACS 5.8.0.32
3,/4@Ye|E3Q™35,«<af15f@3,13,'59®3 ‘36 5€€show version

8,38 78f38f %2 @ ®a1°85>3@ €H2jdPPINAPPI, a9 TaHP«a 923,539 %IQ™AE,

<#root>

acs55/admin#

show ver si on

Cisco Application Deployment Engine OS Release: 2.2
ADE-0S Build Version: 2.2.2.013
ADE-0S System Architecture: x86_64

Copyright (c) 2005-2015 by Cisco Systems, Inc.
All rights reserved.
Hostname: acsx5

Version information of installed applications

Version : 5.8.0.32
Internal Build ID : B.442
Patches :

5-8-0-32-1
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