Cisco |OS XE &,Y2af+af 4, 14, 84, ¢ae® Cisco
Umbrella
A 2OYefLa@«aeSae'a,a,pafnis a,’a!

&, ¢af%oaf @ a,na, flaFraFlD : cisco-sa CVE-2018-
H igh 20180328-opendns-dos 0170

& @a...~é-<e—Y¥ : 2018-03-28 16:00

df @afvaa, afsasf 1.0 : Fina

CVSS3,4,%3,¢: 8.6

&76€¢¢- : No workarounds available

Cisco af @a,° ID : CSCvh86327

se—Yooe-E7AQ«d, a,cef...a 3@ A€Qe @239 «A, 3, <aAZYr-1aQPREPZA...~ a1 P4
&, €O

Cisco 10S XE 8 Y28f+8f"4, |4, 848, ¢a@® Cisco Umbrella
gpié@“ae@\"(éfyzé0®é,,Té%iae€§é@«é,“é,§é€0é30é 133, Q | 3©,00°3€ ,afafCaflhaf r"var',

Q"3Q®e,13%+2€83Q A€QI QXLIQ QLS 3FA,+3ffAF 5, 8T cCOTIO™E,£5FQB®ASFS, AfF5,”

3," 3fOafhaQP«ep-d 3Q—3@ | 3955,53€QI9QIOP], AfOfhIYPRCUPRIRIEPESLr"%I 3, ES
R"»X'fE€.. 3¢ €983 MIQ«(°aVYIQP 5, FIQPYE Q@RLIH?IP

33, +affaf°8,00%8%,"af1af @3, 03, 5@ «C€95;i3QO™IIQ"3Q IQICQIO"TOBL, TaVi+2E€85,'8 @ of
3,92f8°OC" 3@« QASYIQO™I,AQ IEPR"»2' €. .3Q O3 "aftaf@E, ], AQ®IFAfAf1AET %03,
DoS ¢S z...cd3@EC™MC" YO ™S, 3@ &fre€85QES€,3,559%IO™AE,

9 3@ ®e,13%+2eE85Q«a 4at AQ™3,A,1%af54,'5,83,¢

5,CAffaf—aftafuaf 3@ €QIQO™IP 8@ «5,-3,'3,25€3, %0351 5143,'39 3, FI@  5€,39%IQ™IE,
3O"3P®R,Ta1+REEI P« Uit AQP™I D 76Q (-3 3€,5,530%36>3,"3€,

5©"3@®3,Caf%0af 4,13, 90313Q A€P2-dQ®AFEFE, 3, °5,5¢(°° QI P8IQPIONIY™IE,
https://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/ci sco-sa-20180328-opendns-dos

GQ"3Q®3,Caf%0af@3,n3,93f3€ a€@2018 3" 3 oe” 28 2—¥ ¢(™°e{E3€® Cisco I0S
5€53,°3€° 10S XE 3,%4af-af"3,!4,83,¢ Security Advisory Bundled Publication

3O®3 €6f 59839,3,53€922 3B, Tal+x€85,8%- 7539 ™4,« 20 3 ®3,5,'3,°
a,»8,af¥afafta, £ a,caf%odf@a,na, 138 @Ed@«3@%a,E3@ | 5€,5@%IQO™


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180328-opendns-dos
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb86327
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0170
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0170

3€@"3,E3, %03€@®3,Caf%oaf@a,03,9370€ " éf%ﬁéfé@@éﬁé '83@«IQPri@, i@ 3@ €EQI»Y¥A<E,'A€
Event Response: March 2018 Semiannual Cisco |OS and 10S X E Software Security Advisory Bundled
Publicationa€,

8023Y4" 653" €@
&, TaV-oeE83@®a@,a,<e£%23" @

see-8, T8/ +aet8a€@) A€ L, Ta1+e€83@ES 40 3€™4,« Cisco I0S XE &,%af+af°4,! 4,83,¢
3f5faf1a,'a, ' a@Ye|E3€—3€€Cisco Umbrella

CUEA @ ROYEf1LE, 8% " aQ™a 3, 3@ T AR33+3,F€ | 5€,5,<4,5,"5,3
3f13f€3,03,'3€«81+6Y:3,54 759 3QAUIQ™AE,

e, T&/taeE8a@ EA"a0e "a@ ™3« Cisco I0OS XE §,%af-af"a, | 4,83,¢
afrafeasag, i @«aQrie, i@ | i@ AEQIQP"IO®S, Caf%af@a,na, Naf3QPRIE€EL RaLer " a€;d,1,a]

Cisco Umbredlla cid€@ @ " a®sa@®ct°e* €

aftaf €4a,03,'a€@CE Cisco Umbrella

CU+a @ 2OYef1ha, a%sic" 3@™a,3, 3@ T3« dR339 3, Fi@ 59,3, 393903915363, (°0* Q!
CLI 2€8 show opendns config & 3afzaf3af %od,’ 8/2¢C" a@—a @Ya@™aE,

FQOYIQ 3@ 39°I€QAftifea nd, iQP8IQ " GQ®ROYEfE,'a¢" d@™E,, 3@ 1e 4R35+ 3, Ea4

<#root>

Router#

show opendns config

Open DNS parameters not configured
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Token: AAC1A2555C11B2B798FFF3AF27C2FB8F001CB7B2
OrganizationID: 1882034
Local Domain Regex parameter-map name: NONE
DNSCrypt: Enabled
Public-key: B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8DOC:BEG4:BFAB:CA43:FB79
UDP Timeout: 5 seconds
Resolver address:
1. 208.67.220.220
2. 208.67.222.222
3. 2620:119:53::53
4. 2620:119:35::35
Umbrella Interface Config:
Number of interfaces with "opendns out" config: 1
1. GigabitEthernet@/0/0
Mode : ouT
VRF : global(Id: 0)
Number of interfaces with "opendns in" config: 2
1. GigabitEthernet@/0/1

Mode . IN

Tag . test

Device-id : 010abaef@b443fof
VRF : global(Id: 0)
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