Cisco IOSB RTIOS XEV 7 RV T F DIOST—
EIEHFRVAAGANAIVTT142T0D

T R)NA Y1 —ID : cisco-sa-20171115-ios CVE-2017-
Mediurr@‘/j-\\l%?a :2017-17—1516:00 12304

/N—>321.0: Final

CVSSAO7 :6.1

[538 %X : No workarounds available

Cisco /N7 ID : CSCvf60862

BAEC & 3HHE. RBECLDRLOFLAEBRTH Y, RERXEOMTHK
BOMBN 55 BEICE. KBRS BELET,

BE

Cisco IOSHE L TIOS XEV 7 R T T 7 DIOST—FE >/ (I0SA)WebRX—AEB A 2 Z—T I 4 AILH
FRRBEHEICKRY, BAENTVWEVIE-NOREES, HIT/NAADWebRK—AEEA >
B—TIAAQI—HIHLTIARY A NATUT T 42T (XSS) KB ZRITT D AEMNH
WET,

COMETEMEGE. Web R—ADEBAVE—TIAATI—HFHNT2EAIOKRIANF FTtTHTHS
CECEBRALET.,. REER, /2 3—TJIAAQI—HYZ2HRICHIEnLEZU 020UV D
TRLSICHEEIRCET, COMRBUZFRENATH AR BN ET, TTVATOA MK
PWIBE, WBEEWeDR—ANEBA 2 EZ—T I/ ATHEENOAI VT N I—RZRTLEY
BBEOTTIOFR—AOERICT IV EALEY) TR ARSI HYET,

XSSHESLVEBENBEMEKICHAITIFHM-COVTE, "ESHBLTLSEETL,
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-

20060922-understanding-xss
https://www.owasp.org/index.php/Cross-site Scripting (XSS)

COMRSBHICTLIDIEBEREHY EEA,

COTRNAFIEK, ROV DOKV)ERTEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20171115-i0s



https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20060922-understanding-xss
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20060922-understanding-xss
https://www.owasp.org/index.php/Cross-site_Scripting_(XSS)
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171115-ios
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171115-ios
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf60862
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-12304
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-12304

HUHR
Bt sH2HMm

ZDMEEE. 10SF—F > (I0SA)BICREE h1=Cisco 0SB L TFIOS XEV 7RI I T IC¥
BEB52FY, ZEITDVINIITVI—AOFEMICOVTR, COT RNAMFUDOTHEIC
»%CiscoBug IDZZRL TS EE V),

BHUEESATOVEN EFERE B S
O AODRBICBEWVWT, COTRNAYFVOEEEZTD2EORBERREINATVEREA,
[ 3 2%
COMRBHEICHLTIERKIEHY EFBA
BERAVYTRNIIT

BEZFEXRYTRNTIT D)—AOFRMCDOWVWTE, &7 RN/ 41 L&D Cisco Bug ID 25 R
<EZEW,

VIRDITOTY7TIL—RERETZIBRICE. ZAOAOEFIVFA T RNAFUSROT
< — N ( Cisco Security Advisories and Alerts ) | R— TAFTED S AOEHBOT RINAH
ZEHNICZRLT, REZZTH UM ER2ATY7IJL—RVYV1—23 0 2#RALTL
EEW,

WIFhoBEE, 7YTIL—RIBFNAALLTDBXEIN BB E, BLUOREN/\—R
DITEVTRNIDITOBENFHHR))—ATEEHREELSHR—rEhTVWBEeZ+HIC
Bl T<EEV, FHAERICDOWTI, Cisco Technical Assistance Center (TAC ) £ L < (&£
HLUTWB X TFARAZ7ANAMZ—=ICHBEBLEhbELEE L,

HREIR
$propertyAndFields.get("recommendations")

FTEMASH E NAHER

Cisco Product Security Incident Response Team ( PSIRT ) &, &7 RN/ HFUIZEBEEhTWVS
EHEEOTEFAEFPTOLAREEEL TLVERE A,

) 52

COEEMEE. SATRBTOEFIVFTATAMII>TREEAIRL I,



URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20171115-io0s

X7 ] B R

RECED, 39 £33y | AF—5R B4
1.0 DEAEII—R  |— Final 2017 % 11 A 15 B
R AR

AT RNABVRERLEODEDE L TIRHLTHEY ., WHBIBEORILEETRRIDENTE
HYERBA, ETRNABFVOBHBBICVIVDOERICETZIREN—IFTNhSOEREC
HBDENELERT, Fh, DATRBAERFIXNOABRZFESRLICEEL LY, EFLLEY
TRENEBLET,

AT RNAF)DORRNBICEL TIHREE O URL ZEBEL, BOEHEPERZRL 258,
HUANEBLIEBEREGRBEENERA. TS LEERE, BRR[FEsIERILEY, EEX
BHAXELTVWEY TRAEMEA DY ET. CORFIXDMOBRE., ATDRHROIVR
A—HZXHRELTVLET,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171115-ios
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171115-ios

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



