Cisco
Firepower &, -8,1af taf a,%af+af 4,4, 83, ¢4 afvaf @ads;

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2017-
M edi unt0171115-firepower2 12300

& @a..~é-e—Y¥ : 2017-11-15 16:00

df @afa, afsasf 1.0 : Find

CVS&4,14,%4,¢: 5.8

&76€¢¢- : No workarounds available

Cisco af @a,° ID : CSCves8398

Y3 «a, a,«ef..a t3@ A€Qecte23Q«a, a,<aZYe-13Q9REQZA...~a11 A«
Al

av el@

Cisco

Firepowerd, -3, 18f 1af & YAf+af 4 |3 84 ¢a@ ®aenoedt®s, "af*a, af’a Q«3QS3O'3,e,TaV+r€83€«3,"3,53€@

Message Block Version

2(SMB2)af—afaf 3,25f«a,/af-afaffa, 3@™3a,3," 3@ 13«8 A®33€ 3, E3QYaf3,i3,naf«af @33, 3F1a

59 3QO®e,13%+2€85@ 3€9Aaf3,i3,naf«GQPRE- TP 3Q«AY°IQPYI@,3€ | 2u0iI°5€+5,ES,SMB2AS

5O "3Q®e,T81+2€83Q«d %3t AO™E D 76Q-3@ 3€,5,550%363,"3€,
5"3@®3,Caf%05f 3,13, 903F 3@ A€P2-3Q®AFEFE, 3, °5,5¢(°°QIP8IQPIONIY™IE,

https://sec.cl oudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171115-
firepower2

€023Y%" e£v2a" @

e TaVaaE83@®a@,a,«e£%-3" @

3@ "a@®e,Ta%+r€83¢ 3€@Cisco

Firepowera,-3,"aftaf a,1af-af"a, | 3,83,C39«3%+8Y; 3@ —39@%IQ™aE, SNORTIQ EA+EY: 3, 8@ —:
Bug ID3,3€.C.. 8590 —3€ ' 59 © 3O 50°30,3€,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171115-firepower2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171115-firepower2
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve58398
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-12300
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-12300

e, taY+acE8s,’ a@«a,"a @83 €@, 39%3€,30"3€" 5QCEgC°é3050-5,CEéQVéE‘/zé"@
3@ ®3,-3,5,26£163" QIO «F 9559, 3© | 3EQIQ"aQP®A,Caf%0af @, 03, N5 IP®E+EY:E, 4@ —3
DIEQ G-
5Q"3Q®e,T8%+2E83@«8 %at AQ™E, D 7e@Q;-3@ 3€,3,559%3>3,"3E,
a;®afe a€p:a,%Rafaf 3, a 83, ¢
dRafxr"a@:a,2af+af a, | a,8a,¢

3FEFE5%3, 1 3Q®ROC I P«IPnTP, 5O | 5O FEQ 203, Caf%0afOF, 13, 955 SEF 59® Cisco
Bug ID 5,39.C..530 936 39+39,3€,

5, V5Afaf 4,5, 83, CA@ ®3, CAffaf—3a,°af~af 143 %03, enced 7@ ™3 6539 «3 @ F€@[3,3,5,339®F,»3,3]
Security Advisories and Alertsi%%o]

3f33f1ha, 3@ 8a.. ¥ %3 QP83@93,<3,3,"3,°£1,58" @3 ®3,Caf%oaf 3,03, 953, a®3eeY (S, 39 «3€,C
3,%.afaf¥afa, af8afa,¢C°°QiQ9—i@ | PV 39°3,3€,

50,3953, FI@® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,3ftaf@d,13,'5 @« @ @3 Ta@afiafca
Technical Assistance

Centeri%a"TACi%%od, i @—3 @ @3€ ¥, 30— | 3€,3,afiafastarsasrs, af—afaf€a,nafeaf1aa €«
5 @REAOC" " 4%aYaa 9 "a...~a%OCMo8;

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p d€@ee—a,caf%oaf@a,nd affa@«e "e1%od @3, E3Q | 3,3, TaVtr€85€¢

8108

aee-, T8y o859 5€95,3,"3,2 TAC
5O O3, pEf@aF KIS 2 i 5O B8 % eE™ FP ™ G5 EIQPUIP—FOVAE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171115-
firepower2

o' 1g", at¥ee

df@afna, afsas a7 8,»8, 3, -Af8af3| & af Tafvaa, ¢a,t Yoy~

1.0 X @aza...~é-afeafasna,’ | - Final 2017 & 11 a6



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171115-firepower2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171115-firepower2

af@afva, 3F5af

Samr= VA

5,7, 3, 4f8af°

a‘aftafva, ¢ca’

a—¥a»~

15—¥

a0¢" ¢ @¢,

aae-3, CAf %oBf 3,73, 359 ¢, 18: 08 %IO®3,IORIQ 10—i0 i9 29PINIO—ie 555 556
ee-d,Caf%0af 3,03, 95 3@®af...8 +t3953, 3@%aFa3, 3@ a1 FQ«E-CIQP™F,@2-Em IPBA £
FQNIOYI€OS,5,"3,°3€ 20e-df%0d,af¥af;afPaf d@®AT...a@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
aae-4, Caf %oaf € 3,03, 94 a@®e " "€;°3t...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL

3,/ CeQPCYIQ—ICQIQ -IPB®E»(2Y%0d,, 2,90 33, 2-1IQP—3QYE 49 I QI (UIYP TR
33O ®af%0a,af¥afiafPaf d@®xf...d +ta@ 3€@4,3,"3,°eL13"QAQ®A, afaf%0af| 3f143,93,3 341



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



