Cisco WebEx Meeting Center &, afa,4,f,caf”
4,14, afdaf—arfta £af34a, °e, tavatae€s

8,03 %0af @4a,m8,9afaf%ID : cisco-s=  CVE-2017-
Mediu rﬁ0171018-wmcl 12298

& @a...~é-«e—Y¥ : 2017-10-18 16:00

af @afvaa, afsasf 1.0 : Fina

CVSS3,14,33,¢: 6.1

&726€ ¢¢- : No workarounds available

Cisco af€a,° ID : CSCvf78615 CSCvf78628

B—Yore-&75@«ad,"a «ef... t3@ a€He«te?Z3P«a, a,«aZYe-faHPREQZA...~ a1 A«
&, 8@

Cisco WebEx Meeting Center
FQ®e,Ta%+e€83@ AfafCAfKAS R "»'feE.. 6 @707 @8 ha@EL2+6Y:8, 49— 3@V5,-3,aftaf 3@
5,3, afaf—afta,£3£38,°1% " XSSi¥%o0e"»e'f3, '8 a5 €13, 39 T3« 3O™3, 3@ &f,2€85@ 3,3,

&, TAY/taE83@ 8%:+6Y:3, 39 —39'5€V3, 3,515 3©®
Webé,pé.f%é.f@é@«éé:ééQ"é,éé,,é0050050<€10®§f’éf©éfiéf%é,g_é@@é,ééééé“ﬁQaé...¥é§>é<
®"»x'fe€.. a9 aflafd 93, 22, @i@OP®I@,4,f 83, d@«3%"'a@13, 3@ T1a@«((°5;|8Q 3€>3,3O"
User

&l @xt,d arfeiEa@—id@—i€@L | @xt,i@P«r, 2, @IORIQ,5,3,°5af%0d,'a,133,, 5,83, af €
®£3,3€°%3,73, 3,'af—afa,naf 3@ x"»x'fe€..a@Ear»x,@4,'3, afaf—af
3.3851435%03,'8%:+6Y; 3,8 @9—3€@'3a @Y

Weba,n3f33,;3f%a53,85,03, 50 50,30 1¢,'50«39559,50 | 30V E5O™3, GO IEQIO%IQVIO ¢
af™Mafsa,'a@®aef...a +3@«3,C3, 4,»3,'a€9™a,3,"3Q1aP«3Q" 3@ 3,/3€ efLiP«3P™3 a@ eflrr€s

3O "3Q®E,Ta1+2E83@«3 Uit AQ™I D76 Q(-3@ 3€,5,550%3€>3,"3€,

é@“é@@é,Céf%oéf@é,ﬁé,ﬂéfaé0_§€Qo”eﬂiéQ®§fa§f3§,_éfé,§g¢°éaééQ§§QQ§0%5QTM§€,
018-wmcl

SOV VA"


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171018-wmc1
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf78615
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf78628
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-12298
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-12298

8, taV o83 Ra@,a,<e£122" @

4@ 'a@®e,Tal+x€83€¢ Cisco WebEx Meeting Center é@«éVziéVéé,’é,Zéo“éo%éQTM§€,
e©%a%"a@™a,<a,%af-af"3,!3,83,¢

afeafeafa,'a @« erie, 9 iO®xS..3 +ti@«-(39—i@ | i@ IEQPIQP"IO®I, Caf%oaf€a,na, s
Cisco af€3,°ID §,3€,(...8090—3€@ | 8,3 @+ 3€,3E,

e, TaVstae€8s,’ a9 «a," 3983 €,39%3€,30"3@ A9 ECCe°QaAH
—a@®3,5,"5,°6£1,3" @59 «39539,50 | EHIO"TO®E,Caf%oaf@3,03, 055 QD3 V+EY: 3, 8@ —3
eO3¢™°
8,»8, Af¥af2Af 14, £4Y RGP Bc—oe-;
D7EQ G-
3Q"3@®,T8%+2€83@«d %at AQ™E, 7P -3@ 3€,3,559%3>3,"3E,
ac®Rxfx"a@éa,2afaf a, | a,84a,c

8@t 503, 13F 355, 158,83, CAPAF A4S, 59«3 919,30  5OOES.. .8 15QE-CIO—5O 5O
Cisco 3f€3,°ID 3,3,C..530—30 ' 5. 3€+3,3€,

8, V5Af+af 4,5, 84, CA@ ®3F, CAffaf—3a,°af~af14af%oa, enced 5@ ™3,«653€«3€ 3€€ Cisco Security
Advisories and Alerts

AfEAfYVE A€8a.. . ¥e%oa@8iQ @3, 3,3 3" @a@®3,Caf%iaf@a,nd 0515, a®3eeY(s, 39« ,C.
a,%2af*af¥afna, afsaf’a, ((°*Qie9—i@ | QP QIY 393 ,3€,

59,3953, QB 3@, 3€@45,Caffaf—a,°af-afaf%od @™a aftaf@a,nd, '@« 1@ @3 ta@afiafca
é,@ae“ié@agﬂé@«é@néénéé 3¢ a€@Cisco Technical Assistance

Centeri%" TACi¥%%o3, 3@ —3Q@3€ a¥'(, 50— | 3€,3 afiarartarsara,
3f—afaf@3,nafeafhi@ 3955 939,595,930 30030 303 ,3€,

é.bﬁafé'\@;""§°(§%<5Q"é.,.-léVIQQTMOéi"

Cisco Product Security Incident Response
TeamiVs PSIRT Y2039 83€ a€@xe-3,Caf%iaf€@a,n3 N5 @« "e%%id@ 3, Ei¢ | 39,3, ¢, Taltet

&108. ..

dQ"'aO®e,Ta%+x€85@ 6O'CO°GHB®S, Cafeaf Willard d€«a,"3€£3€ | Cisco


https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt

3«3 +3'S53@ 3, EIQUIG9—IOYIE,
URL

https://toals.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171018-wmcl

o' e’ at¥ee

é€u

Version Description Section Status e—¥a»

1.0 Initial public release. Final 2017-October-18
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