CiscolEEB X1 V)FTATTZATAYVT N
JIFOHREFZJOAYANAOUTFT4200M

T R)NA Y1 —ID : cisco-sa-20171004- CVE-2017-
Mediunf=*' 12265

J/~B8 B : 2017-10-04 16:00

/N—>32 1.0 : Final

CVSSAO7 :6.1

[538 %X : No workarounds available

Cisco /N% ID : CSCve91068

BAEC & 3HHE. RBECLDRLOFLAEBRTH Y, RERXEOMTHK
BOMBN 55 BEICE. KBRS BELET,

BE

CiscolEISEEF AVFATTSAT 2 AASA)Y T RNITIT OWebRX—RAEEBA 2 RX—T I (A
CHITBMEBEHEICERY), BTN TVEVWIE—NOKREEZN, ZET/NA1 ADOWebR—RAEE
AVB—=—TIAAQI—HICRUTIVAARAY A NAD VT T 42T (XSS)HMEZRITT S A HE
FHYET,

COEHEMERE, ZHT/NAAOWebR—AEE AV EZ—T I/ AILIDI—FADOKRIAN T+
PTHDEICBALEXT, RBER, (VX —TJIAAQI—HZ2HPICHIEhiZ) D%
VY IUFBLSICFEETRCET, CORBUEEZAERNRTZIAREMEA B ET, TVATO
AR TRE, REBER AV E—T I/ AICRETRZAENAI V7 NI—RZRTLEY
I DO R—AOEEBRICT IV EALELY TEDARENHYET,

XSSHEH LV BENSEMRICEIZFMCOVTRE, REZSRLTLSEZL,

» https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-
amb-20060922-understanding-xss
 https://www.owasp.org/index.php/Cross-site Scripting (XSS)

COMRSBHICTLIDIEBEREHY EEA,

COTRNAFIEK, ROV DOKV)ERTEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20171004-asa1



https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20060922-understanding-xss
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20060922-understanding-xss
https://www.owasp.org/index.php/Cross-site_Scripting_(XSS)
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171004-asa1
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171004-asa1
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve91068
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-12265
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-12265

HUHR
Bt sH2HMm

C DRfEESMHE. WEBVPNEBEN BMARFZSICCiscoB B X1 VT A TTZ3A4T A
ASA)V 7 RDITFICFEELET, A0 74F2L—232T774IAORD2OOIR Y RiF
. WEBVPNHBBEN BRICHE>TWAHEZRLTVET,
webvpn

ABEEMZTS
ZETBRYIRIVITV)—AQOFMBIIOVTR, COF RNAH1)DOEEIZH B Cisco Bug
IDZSRL T EEL,

BHUEESATOVEN EFERE B S
O AORBICBEWVT, COT7RNAYFVOEEEZTDEORBERREINATVEREA,
[ 3 2%
COMRBHEICHLTIERKIEHY EFEA
BEERVYTNIIT

EEZRKRYTRIIT VDI)—AOFMCOVTIE, &7 R/NA 1) LED Cisco Bug ID 25 R
<EEL,

VIRDITOTY7TIL—RERETZIBRICE. ZAOAOEFIVFA T RNAFUSROT
Z— K~ ( Cisco Security Advisories and Alerts ) | R— TAFTED D AOHGBOT R/NAHU
ZEHNICZRLT, REZZTH UM ER2ATY7IJL—RVYU1—23 0 2@#RLTL
EEW,

WThoBEegE, TYTIL—RIBFNAALCTDBXEINF BB, BRTRED/\—R
'717ty7|\'71} OBEN TRV —ATEEHREELKHR—hEhTWBEETHIC
BEEL TV, FHAEKRICDOWTI, Cisco Technical Assistance Center ( TAC ) £ L < (&£
HLUTWBRXTFARAZ7ANAMZ—=ICEBLEhbELLEE L,

HREIR
$propertyAndFields.get("recommendations")

FTEMASH E NAHER

Cisco Product Security Incident Response Team ( PSIRT ) &, &7 RNAHFUIZEBEEhTWVS
MEHEEOTEFAEFHPTOLAREEEL TLVEREA,



) 52

KSR, A TAC DY R— M REORSHICRREENEL L,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20171004-asa1

G B

N—=—>32 B7L] o3> AT—2A B
10 NEABUU—R  |— Final 2017 10 A 4 H
MARL

BT RNAFVIERILEDEDELTIRELTHY, WABZIBEORIAERKRIZENTE
bYUEEBA, ETRNABVOBBBICVIOERICETZEENO IR ThSOEREC
HBDENELERT, Ty DAORBRAERFIXVNORABTZFERLICEELLEY, EFLLEY
THRENEZBLET,

AT RNAF)ORRABICEL THEREFE O URL ZEBEL ., BiOEHPBERZRL 1255,
HUANEBLEBBREFIRBZENERA. TOLEBRE, BRR[FZEsIERILEY, EER
BHARZBLTVWEY TR BN ERT, CORFIXDMNOBERE., >ATDHROIY R
A—HZXHRELTVET,



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171004-asa1
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171004-asa1

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



