Ciscod, »a8, af¥afafta £4, ¢af—afoa, oa, ¢af3a, 1ae@®S

&, ¢af%oaf € a,na, flaFraFlD : cisco-sa CVE-2017-
M ediunt0170816-csa 6783

& @a...~é-e—Y¥ : 2017-08-16 16:00

df @afa, afsasf 1.0 : Find

CVS&4,14,%4,¢: 4.3

&Z6€¢¢- : No workarounds available

Cisco af @4a,° ID : CSCve26202 CSCve26224

CSCve26106
Yoo P73 «a, " a,<@f...a ta@ a€QeteZaQ«a,"ac«aZYe-139REQZA...ma1a P a4
&, 6@
Cisco

Web3, »3, 8f¥af %[ 3, £3, ¢af—af O3 0, ¢4f38, 1(WSA)3E@Eafiafhaf«d,»a,af¥afafta,£a,caf—afoa,na, ¢afa

GQ"3@®e,Ta+x€83@Q A€QA,Caf—af0O3,13,¢af%3,"a€@ESimple Network Management
Protocol(SNMP)af@af14afiafs,ce ! @et,d@«a;eC'3@—3@ | 3€Q5; QB3 IQP®x2OYS taf...4 £3,3;
G "3QP®e,TaV+r€83@«a 34AT Q™3 D76QiC-3€@ 3€,3, SE3€3%3€>3,"a€

Q"3 ®3,Caf%oaf€a,na,q éfaé0_é€éae—|ié0®éfaéf3é,_é,“é,§gC°éaQé0§50050%50""é€,
https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170816-csa

e028Y2" efA" @
&, T8V oet8AQ @I, 8, RE128"§

5@ "a@®e,Ta%+r€85¢ 3€@Cisco
Weba,»3,af¥af2a31a,£3,¢af—af03,13,¢338, (WSA)3€@Eafiafuaf«ad,»a,af¥afasta,£3,¢af—afoa,ng
Bug ID3,'3€9,C..800—3€® | 39 QIO 3639 ,3€,

&, 1avrcee€8a, 4@ «d,"89839,39°39,30"39 49 ECC°e* 9aO 4, EaOYeL2a"§

R AGERERE RS SZE R ED AL DAL IR IS SR LAGERE HIET A RER ENELACEZEL FERETARE


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170816-csa
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve26202
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve26224
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve26106
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-6783
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-6783

a,»a, af¥aféafta, £é3/4ﬁ®35l@®§—°é'i
59"3Q®8,13%+0€83 9«8 BIQ™MEAUPIR’IO®A.. . TIEMIQ 39,5,550 %363, 3€,
DH7EQ G-

3O "3Q®E,Ta1+RE8a P« Uit AQO™I D76 Qc-3@ 3€,5,530%3€>3,"3€,
ac®xfx"a@éa,2afaf q, a,84a,¢

4 ®@aEar " a€p3,5af5f3,15,83,¢

3232 a5143,' 390 IP«IPriQ, 39 1€ F€Qr0-3,(af%af@ 5,05, 93F4 S6F 3@ ® Cisco
BugID 4,3€,¢..809@3€® 3€©-3€ 3,

8, 58f+af 4, '3, 84, CA@ ®F, CAffaf—3&,°af~af 143 %03, enced 739 ™35,«653€9«3@ 3€[3,5,"3,°39®F,»3,3]
Security Advisories and Alertsi%%o]

333143, 384.. ¥ %3 QP83@95,<3,3,"3,°£1,5"@3Q®3,Caf%oaf 3,03, 953, a®3eeY (S, 39 «3€,C
3,%.3faf¥afa, 3833, QiQ9—iQ | i OV 30°3,3€,

59,5033, QR 393, 3€@4,Caffaf—3,°af-~3f 1435 %03 @™5,<aft5f€@a,03, 3@« @ @3 ta@2af;af¢a
Technical Assistance

Centeri%a"TACi%%o03, i @—3 @ @3€@ 3¥'(,i@—3@ 3€,3,afiafPartarsara, af—afaf@a,nafeafaa €«
5 @REAOC" A%EAYIO " A...~AYhOCO8 "

Cisco Product Security Incident Response
TeamiVs PSIRTY203€p a€€@e0e—3,Caf%oaf€a,nad N3 a@«e "e%%od @ 3, i€ | 3€,a,€,TaVtres5¢

8108

ae-8, T8/ eS5Q 5695, 5,'5,38T...6F 5@ 55@ @3, »3, aM¥aFEf14,£
313,15 59«3, 3OL5Q | (Ve 33, E5QUIO—IOVEE,

URL

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170816-csa

o' 1g", At ¥ee

5f@aFua, AF5aF Foas7 58,3 af5af atartarva ] v
10 @878, ~E—EFAFAFAS, Finl 2017 8" 4 o8
: >Z4... €~ -
) 16 ;e—¥



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170816-csa

a'0¢" ele¢,,

aae-3, CAf %ol 3,73, 559 ¢, [8: 08 %IO®3,IOPIQ 190—i0 i9 29PPINIO—ie 555 55
ee-d,Caf%0af 3,05, 95 3@®af...8 +t39S53, 3@ a3, 3@ a1 (" FQ«E-CIQP™F @2 IPBA £
FQNIOYI€O9S, 3,336 20e-df%0d,af¥af;afPaf A ®AT...a@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
ae-4, Caf %oaf € 3,03, 933 @®e " "€;°at...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL

3,/ CRQPCYIQ—ICQPIQ «-IPB®E»(2Y%0d,, 2,0 33, 2-1LIQP—3QYE 49 FE€PI ' (nUIYP TR
33O ®af%0a,af¥afiafPaf d@®axf...d +ta@ 3€@4,3,'3,°eL£13"QAQP®A, afaf%0af| 3f143,93,'3 3461



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



