Cisco Aironet 1830 Series and 1850 Series Access
Points M obility Express Default Credential
Vulnerability

8,03 %0af @a,m8,9afaF%ID : cisco-sa  CVE-2017-
20170405-ame 3834
&@a...~é-«e—Y¥ : 2017-04-05 16:00

R0EECIE se-"ae—¥ : 2017-09-21 16:45

af @afa, afsasf 1.4 : Fina

CVSS3,14,33,¢: 9.8

&726€ ¢¢- : No workarounds available

Cisco af€a,° ID : CSCvab0691

B—Yore-875€@«ad,"a «ef...3 t3@ a€He«te?Zi3P«a, a,«aZYe-faHPPREQZA...~ a1 A«
&, 8@

Cisco Mobility Express 8, Y48f3f "4, |5, 85, ¢4," &RY &jEa€p™4a,« Cisco Aironet 1830
3,-8f235143,°5€53,"5€3 Cisco Aironet 1850 &,-3f25f%3,° &,¢8,”4,»a,”
3f@a,rafar a@®e,TalteE83«3,"5,53€ QL@ 14393, E3Q 59,3059 ,3FafCaFlhaf " »e'feE.

G "3O®e,Ta%+r€85€¢ 3€@Cisco Mobility Express

3,%,af-3f°5,14,83,¢3,/a@Ye|Fa@ ™4, 2023, "aft3f 4,03, 3@ «aftaf+3,0af«3f 3@®3, af-aftafa, aff3
af@a,naffaf i@ dQ9—i@ | x5x"QiQ-3,EiQ 3,3, 3O QP«IQP 6-C5;,3Q—393%a9>3,"3E,
20?81, "af 133,03, 3@ «af-3,08fn 3 2Z¥ (Y35 Q8AQ QI x> FRE.. 3@ €95, »3,5¥5,¢

5,-8,84F«I% SSHi1A%03, 814" 3@ —a3@ | O35 af1af 3,13, a@«r "t U@ +3,EZQYY0'@ ©F, 8l
3, @>FAOC 3@« QASYIO™AE, 3@ IEQx"»x' €. 3¢ af1af@5,03,3 /A®ES... 39«8 (3% 3O ™:

3O "3Q®e,Tal+eE8a@«3 Uit AQ™35 4, haf 34,1 5,83,¢
3,Caffaf—aftafuif 3@ 3€QIO™IP 839 «d, 3,333, %035 513,55, EIQ | 5€,39%IO™IE,
3O"3QP®E,Ta1+REEI P« Uit AQP™I D 76Q(-3@ 3€,5,530%36>3,"3E,

é@"é@@é,Cé.f%oé.féé,ﬁé,ﬁ]éfa§0_§€0&ﬂiéQ®§fa§f3§,_§,A§,§(;C°éaQ§0§500§0%§QTM§€,
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170405-ame

€02aY2" ef/A"


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170405-ame
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva50691
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-3834
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-3834

©

e, TaVoeE83@®a@,a,<e£%23" @

é@“”Q®é,,Té%+ae€§éQ_é€0Cisco Mobility Express a,%.af+af"a, | 4,83,(a€® 8.2.121.0

,°8,58%0 939 ® 8.2.x afafafa, s, 'a®Ye;E5€™4,« Cisco Aironet 1830

-af23f1%3,°3€53,"3€° Cisco Aironet 1850 3,-3f3f%3,° 3,3, a,»3,"

FQa,rafar 3@ «81+éY;3,4 739 3Q%IO™IE, 39", FI€ EQAfTaf@a, 0, 39 EaF73,"3,;AF A€
if@a,nafaf i@ d@9—i@Q  x5x" Qi9-3,LiQ 30,3, 3QEQP«IQ 6-C5;,3Q—3@%3>3,"3E,
afrafeasaa,’ 8.2 € a€€@ax-ja -a»£ Cisco Aironet 3,¢3, a,»3," af@a,nafaf a@'a @

Cisco Mobility Express &,%af*af"a, | 4,83,Ca@®xetd"@a@®afafafii, 'a@sa@™aE,

Q)l QJZ QJZ

4 S3983®VYe|E3€+3,E3€@ ! 3€,3,< Cisco Mobility Express
3,%.af-af"a,!3,83,Ca@®afafrafa,'a@ a€@c®jcete€..a€ & Cisco Mobility Express
af 3,pafudf-3," 3,°35f 3fafhaf0a3€@® Web 3,155%3,;3f%35+3,83,03,'39%39Y3€ CLI
a,/a%¢" a@—a€@ | (PP QP QPAPNIO™IE,

aftaf @a,na

S&
a,

Web & naf3a, (AfV.af+4 §4 08 18, asc" 4@ ™3,& 39 3€©Web
a,paf%a,;afhaf+3,83,03,'a@«afa,°a,nafa@—a3@ | €@ [¢®ic@Ti%4"Managementil%o] >
[3,1,4f+4°4,' 4,83,¢ &,Caffaf—aftaflaf i Software Updateita%o]

3,69 25739 —3€QAF3af143, 3Q®A SEf 3@« a3, EA, Af A A543, C28€3,/8€,C.. 859 —34

CLI &, 8¥C" a@™a,<a "a€@ 3€€ show version

8, 38f 78f38f %08, C™MO8| (EAQ —3€@ | A€ @3, 231735 %03 @ B®E1°85>3,8€,C..85 9 —3 9 %I ™3E,
e-jd@«a€@Cisco Mobility Express Software Release 8.3.111.0 &,/ d®YeEFO™a <

Cisco Aironet 1852i §,¢a, &,»3,"

3f@a,nafar 39839 ®3, 34173385 %081°85>8%3, (P @ — 39 AUIQ™AE,

<#root>

AP#
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cisco AIR-AP1852I-UXK9 ARMv7 Processor rev @ (v71) with 997184/525160K bytes of memory.
Processor board ID RFDP2BCRO21

AP Running Image : 8.3.111.0

Primary Boot Image : 8.3.111.0

Backup Boot Image : 8.1.106.33

AP Image type : MOBILITY EXPRESS IMAGE

AP Configuration : MOBILITY EXPRESS CAPABLE
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* Cisco-sa-20170405-amei/sS Cisco Aironet 1830 Series and 1850 Series Access Points Mobility
Express Default Credential Vulnerability
* Cisco-sa-20170405-wlcivasS Cisco Wireless LAN Controller 802.11 WME Denial of Service
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* Cisco-sa-20170405-wlc2i¥S Cisco Wireless LAN Controller IPv6 UDP Denial of Service
Vulnerability

* Cisco-sa-20170405-wlc3i¥4S Cisco Wireless LAN Controller Management GUI Denia of Service
Vulnerability
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