AR MICEE T BH0penSSLOEF DS M
: 201611 A

7 R)NA Y1) —ID : cisco-sa-20161114- CVE-2016-

Mediunf?enss! 7053
726 B : 2016-11-14 16:00 CVE-2016-
RMEEFHE :2017-01-11 13:45 7054
IN—23 2 1.9 Interim CVE-2016-
[E138 %K : No workarounds available 7055

Cisco /N ID : CSCvc13497 CSCvc08680
CSCvc08623 CSCvc08689 CSCvc08700
CSCvc08567 CSCvc08820 CSCvc08781
CSCvc08542 CSCvc08663 CSCvc08607
CSCvc08629 CSCvc08529 CSCvc08628
CSCvc08749 CSCvc08828 CSCvc08627
CSCvc08648 CSCvc08570 CSCvc08555
CSCvc08554 CSCvc08697 CSCvc08612
CSCvc08750 CSCvc08559 CSCvc08614
CSCvc08779 CSCvc08657 CSCvc08539
CSCvc08715 CSCvc08759

BARBCLBEHE. KBCLDRLOFAREBRTSY . KBERIXEOMTH
BOMEBT 52 BAE, RERXSBELET,

BE

2016511108, OpenSSL Software FoundationlE3 D DAEFEHICEATEH X1 )T 147 R/NA
H1)&1)1)—ALEL £, OpenSSL Software Foundationld, ch5 DiEHEMEND1OE TEREE
KEJ . 17% "THEEODEKE, ., 10% "MEVEKRE, C2ELTLVET,

Chs270MEEME. 1.1.0U)—A2 ) —XOKRHNDO0penSSLIN—2 3V ICOXFELET,
BVYDEKE "Low, DMK, 1.028K1.1.00J—A> 1) —XMOO0penSSL/N\— 3 > I(C
FELFET,

COT RNAFVRENMEBAAFARICE > EBILTEHRENET,
COFTRNAFVE, ROV IRVEETERT,

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20161114-openssl
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08657
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08539
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08715
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08759
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7053
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HUHR

SAOATR, ChSsORBEUHNHEEZZ T3 HABLE, FEZZTI2EHERNOXEEZHW TS
HIC, BRETAVZRAEBELELE, ERAIFEZZHZINESHICOVWTE, COT RNAH
O "MEUNIFEITIRE BRY THBEEZESEATVEVCEN BRI ERR, OEESR
LTLEEY, "TIEMENFrEET 2 ERL Va2, FEE2ZH32FEMDCisco Bug IDA"
BREhTWVWET, /NTJ & Cisco Bug Search Tool TREZETE ., FATRERERKEXISERKY 7
ROTTF7V)=ARE, T7S2YRNT7*—LEEOENBEBRBNIEFENET,

AEFORMA

RO ADARMIE, AT RNAFVICRBEESNERBUEDS B1 DU LOXEZZRTR2AESH =
YW 2 - ICREREF T,

Unified Computing

» Cisco HyperFlex System

SAARATY RHB—ERX
+ Cisco Cloud Web Security
feEtnH2>HRm

RORIC, ZOT RNAYDICREE N EERENMEVAETHECVE-2016-70550 q A S K& %=
B AOARMERLET,

Hm Cisco Bug ID | Fixed Release Availability
Collaboration and Social Media
Cisco WebEx Meetings Server!) 1) —A1.x 0.CSCvc08554 [BIEERFE X EH VW EEA
Cisco WebEx Meetings Server!) 1) —Z2.x 0.CSCvc08554 |[EIEIEHEH V) EEB A
IRRAVN DZATUONEDTATONYTIRNDIT
Cisco Agent for OpenFlow 0.CSCvc08715||[EIERFE S EH V) EH A
Cisco Jabber Software Development Kit 0.CSCvc08781|[EIEEH V) EFE A
Cisco Jabber for Android 0.CSCvc08820 [BIEEEAEH W EEA
Cisco Jabber for Mac 0.CSCvcO8779|[BLEEH ) EE A
Cisco Webex Business Suite 0.CSCvc08557 [BIEERE A EH VW EEA
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Cisco WebEx Meetings Server — Y JLF X7 1
L 0.CSCvc08559 | E G M EH 1) £ A
F75Y N7 *—LAMMP) Ve f E54)
Cisco WebEx Meetings Server - SSL#— k™ T
4'300 ebEx Meetings Server - SSLY— I T || ) s coss55| B ER 4ZH 1 £t A

XYND=O F7VTr—>32, ¥—

EA, XTI EIL—>3>

Cisco 1000 =/') —X Connected Grid JL—%&

0.CSCvc08663

15.6.3 ( 20165128 11H
)

Cisco Wide Area Application
Services ( WAAS )

0.CSCvc08680

6.4.1 (2017548178 )

XY RKND—=0BLAVTOY X1 UT1 FINA4 A

CiscodrToVtex1UTATTZAT VAT

soo— T 7 4 0.CSCvc08542 | BIER & V) £ A
Y7 TF—hF—=N
Cisco FireSIGHT AT AL V7 KDIT 0.CSCvc08539 || fEIEF S EH V) EHA

BEZOTZ LGB E
Cisco ldentity Services Engine ( ISE ) 0.CSCvc08700 1‘1‘/»7 77 5V
XY ND—oEBETOEED3aZ Y

Cisco NetFlow Generation Appliance 0.CSCvc08619|[{EIEEH V) EE A
Cisco Network Analysis Module 0.CSCvc08614
Cisco Prime IP Express 0.CSCvc08612|[fEIEFSEH V) EHA
Cisco Prime Network Registrar 0.CSCvc08607 |[EIEIEHEH V) EEA

Cisco Security Manager

0.CSCvc08623

4.11 (2017518208 )
4.12 ( 20165124308 )
4.13 (2017528248 )

Routing and Switching - Enterprise and Service

Provider

Cisco Application Policy Infrastructure
Controller ( APIC )

0.CSCvc08570

Cisco Connected Grid)JL—% : Cisco CG-0SVY
JNDITZEZET

0.CSCvc08565

15.6.3 ( 20165128 11H
)

CiscolOSXRY 7RI 7 0.CSCvc08628 |[{EIEEIXHEH V) TH A
; N 1) =7 771 W
Cisco Nexus 9000 X =R 777 VY T 24 ||| oo coss71|BERBES £t A,

Y F (ACIE—K)

Cisco ONS 15454 Series Multiservice
Provisioning Platforms

0.CSCvc08689

10.62 (20175448 )

Unified Computing

Cisco UCS Director

0.CSCvc08567

6.1 (2016128148 )
6.5 (2017&38178 )
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BEBLCIAZT77A4RODZ2 275232 FINA A

Cisco Computer Telephony Integration Object

0.CSCvc08529 || & IE I &4 EEA
Server ( CTIOS ) Ve L 2ol
Cisco UC Integration for Microsoft Lync 0.CSCvc10784 |[{EIEEH V) EEB A

Cisco Unified Attendant Console Advanced

0.CSCvc08749

Affected systems have
been updated.

Cisco Unified Attendant Console Business
Edition

0.CSCvc08749

Affected systems have
been updated.

Cisco Unified Attendant Console Department
Edition

0.CSCvc08749

Affected systems have
been updated.

Cisco Unified Attendant Console Enterprise
Edition

0.CSCvc08749

Affected systems have
been updated.

Cisco Unified Attendant Console Premium
Edition

0.CSCvc08749

Affected systems have
been updated.

Cisco Unified Attendant Console Standard

0.CSCvc08750

12.0(1) (AUG-2017)

Cisco Unified Communications Manager IM &

Presence Service ( IH% CUPS ) 0.CSCvc08769||[EIEIEHEH V) FB A
Cisco Unified Contact Center Enterprise 0.CSCvc08529 (B IEIEHEH V) EE A
Cisco Unified IP 8961E§ 0.CSCvc08770

Cisco Unified IP 9951& &% 0.CSCvc08770

Cisco Unified IP 9971%E7 0.CSCvc08770

ELiZ?pl:iEZied Intelligent Contact Management 0.CSCve08529 | S E 2 s v) £ A
s Ui Workoroo Optmasten- 00y |, o cone s s 4
Cisco Unified Workforce Optimization 0.CSCvc08830|[fEIEF#EH V) EHA
Cisco Unity Connection 0.CSCvc08759 ||[{EEF S EH V) EH A
Cisco Virtualization Experience Media Edition 0.CSCvc08826 [[{EIElE&H V) EE A

EFF. ANU—3X2T, FLTLEVRA,

BRETRT A

A—F120 FNARA

Cisco Edge 300 Digital Media Player

0.CSCvc08726

)

Cisco TelePresence Conductor

0.CSCvc08629

3.4.1 (2016128 )

Cisco TelePresence MX Series 0.CSCvc08648|[{EIEF S EH V) EHA
Cisco TelePresence Profile Series 0.CSCvc08648 |[BIEEEAEHEEA
Cisco TelePresence SX Series 0.CSCvc08648 [(EIEIFBEH ) EH A
Cisco TelePresence System EX 1) —X 0.CSCvc08648 |[IEIEIEHEH V) EEA

1.6RB6 ( 2016%12A118
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Cisco Telepresence Integrator C 1) —X 0.CSCvc08648|[BIEEFHXEHELEA
Cisco Video Surveillance Media Server 0.CSCvc08697 [fEEEEH V) EB A
EE7O0YS b
Cisco Videoscape Control Suite 0.CSCvc08657 th NI LAY
24YLA
Cisco 74 VYL ALAN O N NO—5 0.CSCvc08627
SAARATY R H—ER
Cisco WebEx Messenger Service 0.CSCvc08556 [[EIElEH V) EE A

ECORBEOERENMRV LS, BEFRTIEOpenSSL Software Foundationld 7 L L
1.02V ) —RZ2RITIHDFEFHYEL A,

et EEATVWAEVWZ EfEFEhI-REA

AR, COTRNAYVICERE TN ERBENA RO ADRRICEFEESEA RV LR
WL EL L,

=7 EFL

* CiscoOlOSXEVY 7RI IT7 :Webl—HYA2URA—TIA ANk

Collaboration and Social Media

» Cisco SocialMiner
* Cisco WebEx Node for MCS

IVRRAVNDTATONEDTATONYTRNDIIT

» Cisco AnyConnect Secure Mobility Client for Android

« FRAUKNY T T ZY N7 +—AMBHCisco AnyConnectt ¥ 1 7EEVUF A US4 T N
» Cisco AnyConnect Secure Mobility Client for Linux

» Cisco AnyConnect Secure Mobility Client for Mac OS X

» Cisco AnyConnect Secure Mobility Client for Windows

» Cisco AnyConnect Secure Mobility Client for iOS

» Cisco Jabber Guest

+ Cisco Jabber for Windows

« Cisco WebEx Meetings 7 Z A 7>~ -F2 7L XA

» Cisco WebEx Meetings for BlackBerry


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08648
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc08697
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ND—=O TF70Tr—>3>, Y—ER, 8LTT7I7EZL—>3>

Cisco Application and Content Networking System ( ACNS )
Cisco Visual Quality Experience Server
Cisco Visual Quality Experience Tools Server

RO—=0BLATY EF21VFT4 FNARA

Cisco Adaptive Security Appliance ( ASA )

> AOM AKX 39300

Cisco Content Security Management Appliance (SMA)
Cisco Email Security Appliance (ESA)

Cisco Physical Access Gateway

Cisco Secure Access Control System ( ACS )

Cisco Virtual Security Gateway for Microsoft Hyper-V
Cisco Web Security Appliance (WSA)

KRDO—o8BE7O>a =Y

Cisco Application Networking Manager

Cisco Business Video Services Automation Software
Cisco Configuration Professional

Cisco Digital Media Manager

Cisco Evolved Programmable Network Manager
CiscoBEB T 74TV A

Cisco Multicast Manager

CiscoxY ND—0707747

Cisco Packet Tracer

Cisco Policy Suite

Cisco Prime Access Registrar

Cisco Prime Collaboration Assurance

Cisco Prime Collaboration Deployment

Cisco Prime Collaboration Manager

Cisco Prime Collaboration Provisioning

Cisco Prime Data Center®¥Y N —UNZX—> +
Cisco Prime Home

Cisco Prime Infrastructure 72 7> R7LA AR R7AVF— oI A
Cisco Prime Infrastructure

Cisco Prime LAN Management Solution - Solaris
Cisco Prime License Manager

Cisco Prime Network Registrar IP 7 RL A XZx—> + ( IPAM)



» Cisco Prime Network Services Controller

» Cisco Prime Network

+ Cisco Prime Opticalf—E A 7’0O/N\4 & —[@ [+

» Cisco Prime Performance Manager

+ Cisco Smart Net Total Care- O—HJ)L AL IR P74 T A
« CiscoUCS Central V7 NV IT

» Cisco Unified Intelligence Center

Routing and Switching - Enterprise and Service Provider

» Cisco 910 Industrial Router

« Cisco ASR 5000 1) —X

» Cisco Broadband Access Center for Telco and Wireless
+ Cisco IOSB K U'CiscoIOSXEY 7 KNI I TF

» Cisco MDS 9000 Series Multilayer Switches

+ Cisco Nexus 1000V 1) —X A4 ¥ F

» VMware vSpherefd [+ Cisco Nexus 1000VA A ¥ F

» Cisco Nexus 3000 Series Switches

» Cisco Nexus 3500 Series Switches

» Cisco Nexus 4000 Series Blade Switches

» Cisco Nexus 5000 Series Switches

» Cisco Nexus 6000 Series Switches

» Cisco Nexus 7000 Series Switches

+ CiscoNexus 9000 ' J—X AA/ Y F (AZX RF7O2, NX-0S E—R)
» Cisco Service Control Operating System

WN—TFTAVIBRTCRAYFUT -AE—I EZXRRA

+ Cisco 2202/ ') —XSmart Plus(Sx220) A1 ¥ F
« Cisco 500 ) —X AR Y AT I)L(SX500)X F—> RRAA Y F
+ Cisco Small Business 3003 ') —X(Sx300) ¥ X— RAA Y F

Unified Computing

Cisco Common Services Platform Collector

CiscoUCS 6200 =X 777 Uv O A &—0AFI K~

CiscoUCS B> ) —X7 L —RH—/N\

Cisco UCS Manager

CiscoUCS ARV RF7AY CIV—X Sy U H—N-HFEEBEI> NO—7



EEBLVPIZT77AROAZI2=Z5—>3> FNAA

» Cisco ATA 187 Analog Telephone Adaptor

« Cisco ATA190> U —ATFOTR—IFITRET AR

» Cisco Agent Desktop for Cisco Unified Contact Center Express
» Cisco Agent Desktop

« CiscoDXZU—=XIP 7%~

» Cisco Emergency Responder

» Cisco Finesse

» Cisco Hosted Collaboration Mediation Fulfillment

- Cisco IP 7800/ 1) — X EFE#

« Cisco IP 8800% 'J —APhone - VPN#&E

» Cisco IP Interoperability and Collaboration System (IPICS)

» Cisco Jabber for iPhone and iPad

» Cisco MediaSense

» Cisco Paging Server ( Informacast )

» Cisco Paging Server

» Cisco Remote Silent Monitoring

» Cisco SPA112 2-Port Phone Adapter

« Cisco SPA1I22)L—2HNET T AT EFE T X7 Z(ATA)

+ Cisco SPA232D Multi-Line DECT7 OV EFET7 A 7 Z(ATA)
+ Cisco SPA51x IPE&

+ Cisco SPA525G 5EI#RIPES

+ Cisco SPA8000 87R—KNIPTL 7 _—4%'—KD I A

« Cisco SPA88B00IP TL 74— —KRJIA (4FXSR—HM& 4FXO R—NZHE )
+ Cisco Small Business SPA300%/ ') —XIP Phone

+ Cisco Small Business SPA500%/ ') —XIP Phone

» Cisco TAPI Service Provider ( TSP )

» Cisco Unified Communications Domain Manager

» Cisco Unified Communications Manager Session Management Edition
» Cisco Unified Communications Manager

» Cisco Unified Contact Center Express

» Cisco Unified Customer Voice Portal

» Cisco Unified E-Mail Interaction Manager

+ Cisco Unified IP 6901 &%

+ Cisco Unified IP 6945& 5%

« Cisco Unified IP 7900/ 1) — X E & #

+ Cisco Unified IP 7937 &5

« H—R/N—F « J—)L#H[@E I+ Cisco Unified IP 8831 Conference Phone
« Cisco Unified IP 8831 & A S5

+ Cisco Unified IP 8945& 5%

» Cisco Unified MeetingPlace



+ Cisco Unified SIP Proxy Y 7 RO T T

» Cisco Unified Web Interaction Manager
» Cisco Unified Wireless IP Phone

» Cisco Unity Express

+ Cisco Virtual PGW 2200 VYV 7 RAA Y F
» Cisco Virtualized Voice Browser

EFF. ANV=32T, FLTLEVA, 8LTNFVAOA-F12T FNAA

+ Cisco 4300 ) —AXF D RIATFATTL—V—

+ Cisco 44002 ) —AXF D RIATF AT 7L —Y—

» Cisco Cloud Object Storage

» Cisco D9859 Advanced Receiver Transcoder

» Cisco DCM Series D990x Digital Content Manager

» Cisco Edge 340 Digital Media Player

» Cisco Enterprise Content Delivery System (ECDS)

» Cisco Expressway Series

» Cisco MXE 3500 Series Media Experience Engines

» Cisco Show and Share

- Cisco TelePresence > 7Y 4 —/\

» Cisco TelePresence ISDN Gateway 3241

» Cisco TelePresence ISDN Gateway MSE 8321

» Cisco TelePresence ISDN Link

- Cisco TelePresence MCU 4200 2 !J—X, 4500 >')—X, 5300 >!J—X, MSE
8420, #&T MSE 8510

» Cisco TelePresence Serial Gateway Series

« Cisco TelePresence Server 7010 & & T* MSE 8710

+ Cisco TelePresence Server on Multiparty Media 310¢ & 1320

» Cisco TelePresence Server on Multiparty Media 820

» Cisco TelePresence Server on Virtual Machine

» Cisco TelePresence Supervisor MSE 8050

» Cisco TelePresence System 1000

» Cisco TelePresence System 1100

» Cisco TelePresence System 1300

» Cisco TelePresence System 3000 Series

» Cisco TelePresence System 500-32

» Cisco TelePresence System 500-37

« Cisco TelePresence> A7 ATX1310

« Cisco TelePresence TX9000 > J—X

» Cisco TelePresence Video Communication Server ( VCS )

+ Cisco Video Distribution Suite for Internet Streaming ( VDS-IS/CDS-IS )



» Cisco Video Surveillance 3000 Series IP Cameras

» Cisco Video Surveillance 4000 Series High-Definition IP Cameras

» Cisco Video Surveillance 4300E/4500E High-Definition IP Cameras
» Cisco Video Surveillance 6000 Series IP Cameras

» Cisco Video Surveillance 7000 Series IP Cameras

» Cisco Video Surveillance PTZ IP Cameras

» Cisco Videoscape AnyRes Live

» Cisco Videoscape Voyager Vantage

+ Tandberg Codian ISDN Gateway 3210, 3220, & & 13240

» Tandberg Codian MSE 8320

D4VLA

» Cisco Mobility Services Engine

PAARATY RF—ERAR

s XY RND—VFAMOLODIADATEAX M Y—ER
s DAOADVZIRERTIATLER

« Cisco CollaborationfR#E Y >V EEY —I)

» Cisco Connected Analytics For Collaboration

» Cisco Connectivity

« Cisco Feature Analyticstt—E A

e CiscolICTF1ARNIELI—>3 2 - HNER

» Cisco Network Device Security Assessment Service

» Cisco Network Performance Analysis

» Cisco One Portal

» Cisco Partner Support Service 1.x

» Cisco Network Configuration and Change Management

» Cisco Proactive Network Operations Center

» Cisco Registered Envelope Service

+ Cisco Sentinel

» Cisco Services Provisioning Platform

* Cisco Smart Care

» Cisco Smart Collector - Product Lifecycle Manager

« Cisco Smart Net Total Care - A7 —E A

« Cisco Smart Net Total Care - AN— R~ 225023
+ Cisco Smart Net Total Care

» Cisco Unified Communications Upgrade Readiness Assessment
» Cisco Unified Communications/Collaborationtt > 7Y —JL



+ Cisco Unified Service Delivery 775 Y N7 # — LA

+ Cisco Universal Small Cell 5000 1) —X : 1) 1) —RA3.4.2xH"&@

+ Cisco Universal Small Cell 70002 1) —X : 1) 1) —RA3.4.2xH" & @

 Cisco Universal Small Cell CloudBase Factory Recovery Root Filesystem ( J 1) —X&
2.99.4 508 )

 Cisco Universal AE— /)Lt /LIuh

s VDTV RBRPNZR—I RHF—ER

c ICFYTF v

« XYRKND—UR@REMTL—LD—D

s Y—ERGHTZYRNT+—LA

« Smart Net Total Care - 158> AT L7 O0€A> ~NO—7F

+ Smart Net Total Care — Z#I1EHR> AT L

s V7RDITERVAVTEAXZ MSORA)

FHAM

OpenSSL Software FoundationtF 1 1) 7 1 7 R/N4 1) T20165F 11 A10B ICAFE i
Common Vulnerabilities and Exposures(CVE)IDB & O'BEBHED B RIE XD EH VY TT,

« CVE-2016-7053:0penSSL CMS® X JL ¥ S B D551
+ CVE-2016-7054:0penSSL ChaCha20/Poly13050 & —7"/\Y 7 7 A—/N\—7 O— D554
« CVE-2016-7055:0penSSLOE XV REICK ) FEBRBERNERE B HEEME

OpenSSL CMS® X)L ES RO ie551%

OpenSSL 1.1.0MASN.1 CHOICER 4 7 %# 0B ¥ 31— ROMEHFHEICKY), REEEhTWAEWY
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