AR RICHE T BLinux H—IL DO RfEEE M
: 2016108

T RINA 1 —ID : cisco-sa-20161026- CVE-2016-
Medium™> 2195

726 B : 2016-10-26 15:00

R EHH : 2018-08-16 13:48

IN—>32 1.9 Final

CVSSA7 :6.9

[E138 %K : No workarounds available

Cisco /X% ID : CSCvb85616 CSCvb85516

CSCvb85559 CSCvb85713 CSCvb85679

CSCvb85633 CSCvb85595 CSCvb85571

CSCvb85490 CSCvb96355 CSCvb85609

CSCvb85607 CSCvb85529 CSCvb85606

CSCvb85528 CSCvb85649 CSCvb85725

CSCvb85647 CSCvb85547 CSCvb85723

CSCvb85587 CSCvb85564 CSCvb85583

CSCvb87054 CSCvb85719

BARBCLBEHE. KBCLDRLOFAREBRTSY . KBERIXEOMTH
BOMEBT 52 BAE, RERXSBELET,

BE

2016108198, LinuxH—FKILDXEINZ—T v ICH TR HEMREBICBEET 2 H RSN
FRFEEhELE, CORBEHEICKY), FEFEOO—HDILI—HH, TRUADOEEE FHE)
BERAXEIRYEIAD EEBIAXT VEAZMEL T, YATALAICHTRIERZEILTES T
BEMA BV ET,

SAOARCOMBHEICNTEIVTIRNIITFTFYTF—REDVJ—ALTVET, ZETH V7
ROTITVI)—AEBEBFRYTRNITITII—=RAIZOVTR., "MREUENFrFEIT EEL OX
ICEEFEENTLWACiscoBug IDZSRL TS EE L,

COT RNATFUE, ROV OKERTEEXT,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20161026-linux



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20161026-linux
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20161026-linux
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:L/AC:M/Au:N/C:C/I:C/A:C/E:POC/RL:W/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85616
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85516
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85559
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85713
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85679
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85633
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85595
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85571
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85490
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb96355
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85609
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85607
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85529
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85606
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85528
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85649
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85725
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85647
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85547
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85723
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85587
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85564
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85583
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb87054
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85719
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-5195
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-5195
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Cisco Bug ID

Fixed Release Availability

Co

laboration and Social Media

Cisco WebEx Meetings Server!)
1) —A1.x

0.CSCvb85516

2.7TMR2
2.5MR6
2.0MR9

20165118258 )
2016412480 )
20165128158 )

Cisco WebEx Meetings Server!)
1) —A2.x

0.CSCvb85516

2.7MR2 ( 2016511 H258 )
2.5MR6 ( 20165F12H8H )

(
(
(
(
(
2.0MR9 ( 20165128158 )

IVRRAVNDZATRED

TATNITRDOIT

Cisco Jabber Guest

0.CSCvb85719

11.0 ( 2016511 A30R )

RYRND=O F7VT5—>32, Y—ERA, 8XOT7IEZL—->32

Cisco Visual Quality Experience
Server

0.CSCvb85616

Affected versions have been updated.

Cisco Visual Quality Experience
Tools Server

0.CSCvb85616

Affected versions have been updated.

XY~

D—08®ETOEDIZUY

Cisco Policy Suite

0.CSCvb96355

Cisco Prime Access Registrar

0.CSCvb85559

7.2.1 (20165128 )

Cisco Prime Collaboration
Provisioning

0.CSCvb85571

12.1 (2017528238 )

Cisco Prime Data Centerx ¥ ~
V—IONZR=T¥

0.CSCvb85528

10.1.2 (2016511 A 158 )

Cisco Prime —EX Hh&07
BRET7TZAT A

0.CSCvb85607

Cisco Videoscape Distribution
Suite b —EANZR—> ¥

0.CSCvb85583

3.4.0 (20165F11H258 )

Routing and Switching - Enterprise and Service Provider

Cisco Application Policy
Infrastructure Controller ( APIC )

0.CSCvb85529

221 (201718158 )

Cisco Connected GridJL—%&
: CiscoCG-OSY 7 NI T %
£17

0.CSCvb85526

15.6(3)M1 ( 20165118250 )

Cisco MITG RHEL OS

0.CSCvb94748



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85516
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85516
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85719
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85616
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85616
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb96355
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85559
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85571
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85528
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85607
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85583
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85529
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85526
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb94748

Cisco Nexus 9000 & J—X 7 7
JUvH9 ALY F (ACI E—R
)

0.CSCvb85531

Cisco onePKA—J)LA > D {R#&
&%

0.CSCvb85633

BEISHEDH ' EHE A, Ubuntu®Update
Manager ToolZfERAL T, Y7 KhJIT
ZEERMOREIZAEET,

Unified Comp

uting

Cisco Common Services
Platform Collector

0.CSCvb85487

EEGRENAATETT,

Cisco UCS Director

0.CSCvb87054

6.0.1 (20165118238 )

EEBXRVOCI-_T774RIZ2

—T7—=>3r>FNAA

CiscoDX>U—XIP 74>

0.CSCvb85725

Cisco IP Interoperability and
Collaboration System (IPICS)

0.CSCvb85609

FEEZITAIN-—JIVREHECIAET

(20165118118 ) »

Cisco Paging
Server ( Informacast )

0.CSCvb85713

11.5.2.1 ( 2016511 H258 )

Cisco Paging Server

0.CSCvb85713

11.5.2.1 ( 2016511 H258 )

EFF. ANU—IVY, 7

L7LEYVA, $XRCERZRAO—FT12T FNAA

27N
Cisco 43002 1) —AFT &)L X
TATTL—Y—

0.CSCvb85587

5.3.6RB4 ( 2016F11 8158 )
5.4.1(RB4) ( 2016%118158 )

Cisco 44002 ) —AFT &)L X
TATTL—Y—

0.CSCvb85587

5.3.6RB4 ( 2016F11H15H )
5.4.1(RB4) ( 2016%118158 )

Cisco Cloud Object Storage

0.CSCvb85613

4.2.0 (201753H308 )

Cisco DCM Series D990x Digital
Content Manager

0.CSCvb85547

19.10.0 ( 2016%12H22H )

Cisco Edge 300 Digital Media
Player

0.CSCvb85669

1.6RB5 ( 2016511 H25H )

Cisco Edge 340 Digital Media
Player

0.CSCvb85671

1.2RB1.03 ( 201651152508 )

Cisco Expressway Series

0.CSCvb85606

X8.9 (2016%12A5H )

Cisco MXE 3500 Series Media
Experience Engines

0.CSCvb85595

3.5.2 (201611848 )

Cisco TelePresence Video
Communication Server ( VCS )

0.CSCvb85606

X8.9 (2016%12A5H )

Cisco VDS Recorder

0.CSCvb85610

4.6.0 (2017€3H31H )

Cisco VDS-TV Caching Nodes

0.CSCvb85610

4.6.0 (201753H318 )



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85531
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85633
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85487
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb87054
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85725
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85609
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85713
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85713
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85587
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85587
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85613
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85547
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85669
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85671
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85606
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85595
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85606
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85610
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85610

Cisco VDS-TV Streamer 0.CSCvb85610((4.6.0 ( 201753 H318 )

Cisco VDS-TV Vault 0.CSCvb85610(4.6.0 ( 201753 A31H )

Cisco Video Surveillance Media
0.CSCvb85647(7.9 ( 2016511 823H )

Server

Ci Vid Distributi
ISCo Videoscape Listribution | ) o~ 1 ee679

Suite Transparent Caching

Cisco Videoscape Distribution
SuiteE 7 7 $RH

0.CSCvb85614((4.2.0 ( 2017538308 )

TAYLRA

Cisco Mobility Services Engine 0.CSCvb85564(18.0.150.0 ( 20165F12H31H )

SADARATY R B—ER

Cisco Network Configurati d
Isco Network Lonfiguration and || » ~o~ 1 a=100

Change Management

Cisco Smart Net Total Care — 7

e 0.CSCvb896981.1.1 ( 2016&E11 8148
SFLIR v (20161173148 )

feBtEEATVAVWZ EfBFEEh-REA

TR TEMEFrFELEV, ERBEIATVIRETE, FHIBIVY I NI TN-23Y
ABELTVWAHREMEAHYET, LEL, DAONChSORRICVI NI ITZERALT
&, FPERAZARICTIHEFIEENREA

Collaboration and Social Media

» Cisco Meeting Server

» Cisco SocialMiner

» Cisco Unified MeetingPlace
» Cisco WebEx Node for MCS

IVRRAVNDTATONEDTATNYTRNDIIT

» Cisco Agent for OpenFlow

s FRIUKNY T 7S Y N7 #—AMEITCisco AnyConnectt ¥ 1 7EEUT A O9FA4 T N
+ Cisco Jabber Client Framework(JCF)® >/ R—X > b

» Cisco Jabber Software Development Kit

» Cisco Jabber for Android

» Cisco Jabber for Mac

» Cisco Jabber for Windows


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85610
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85610
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85647
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85679
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85614
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85564
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb85490
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb89698

EY)

Cisco WebEx Meetings for Android

ND—=O TF70Tr—>3>, Y—ER, 8LTT7I7EZL—>3>

Cisco ACE 4710 Application Control Engine : Y 7 K T 7 1) 1) —AASH &M@
Cisco ACE108 KTPACE207 7V r—> 3> A—-ILI DY

Cisco ACE30 Application Control Engine > 1 —JL

Cisco Application and Content Networking System ( ACNS )

Cisco Extensible Network Controller ( XNC )

Cisco Nexus Data Broker

YRD—=OBKCOAVTIY X2V T 4 FNARA

Cisco ASA Next-Generation Firewall Services
CiscoEBREEFXF1UTA PTSATA(ASA) VYT NIIT
Cisco Clean Access Manager
CiscodrToVteFx1VTATTZATATYTF—rF—N
Cisco Content Security Management Appliance (SMA)

Cisco Email Security Appliance (ESA)

Cisco FireSIGHT AT AL V7 KDIT

Cisco Identity Services Engine ( ISE )

Cisco Intrusion Prevention System(IPS)V ) 1—>3 >

Cisco NACT7 72 4 7> A : Clean Access Server

Cisco NAC Guest Server

Cisco Physical Access Gateway

Cisco Physical Access Manager

Cisco Secure Access Control System ( ACS )

Cisco Virtual Security Gateway for Microsoft Hyper-V

Cisco Web Security Appliance (WSA)

yRhDO—o8BEOE 3 Z Y

Cisco Application Networking Manager

Cisco Configuration Professional

Cisco Digital Media Manager

Cisco Evolved Programmable Network Manager
Cisco Insight Reporter

CiscoBEB T 74TV A

Cisco Multicast Manager

Cisco NetFlow Generation Appliance



» Cisco Network Analysis Module

» Cisco Packet Tracer

» Cisco Prime Central for Service Provider

» Cisco Prime Home

» Cisco Prime IP Express

» Cisco Prime Infrastructure

» Cisco Prime LAN Management Solution - Solaris

» Cisco Prime LAN Management Solution

» Cisco Prime License Manager

 Cisco Prime Network Registrar IP 7 RL A XZ—2 + ( IPAM)
» Cisco Prime Network Registrar

» Cisco Prime Network Services Controller

» Cisco Prime Network

+ Cisco Prime Opticalf—E A 7’0O/N4 & —[@ [+

» Cisco Prime Performance Manager

» Cisco Security Manager

+ Cisco Smart Net Total Care- O—HJL AL IR P74 T A
« CiscoUCS Central V7 NV IT

» Cisco Unified Intelligence Center

Routing and Switching - Enterprise and Service Provider

» Cisco 910 Industrial Router

« Cisco ASR 5000 1) —X

» Cisco ASR 9000(eXR)

» CiscoASR9000 =X FH VS —2a>y H—ER L—Z2FEY—ERET1-)

+ Cisco ASR 90002 ) —XHEBHY—ERAET 21—

» Cisco Broadband Access Center for Telco and Wireless

+ Cisco CRS Carrier-Gradet—E AIL>>>CRS-CGSE-PLIME> 1—)L

+ Cisco CRS Carrier-GradeY—E AL 2> 2CRS-CGSE-PLUSE> 1—)L

« CiscolOS Y7 RhJIT

» CiscolOSXEV 7 T TF1)1J)—2X16.2.x

+ ASR903, ASR1000, CSR1000V., # & T'ISR4400)L—AXFCiscolOSXEVY 7RI T

« CiscolOSXEV 7 RNJIT

+ CiscoIOS XRY 7 R I 7 (QNX NeutrinoA R L —F7 1 > A7 L% RE1T$ S Cisco
ASRIOK, CRSH K T'C12K)

+ Cisco Network Convergence System 6000 /') —X JL—2Z® CiscolOSXR Y7 Rk T
7

+ Network Convergence System 4000/ 1) —X)L—& fCisco IOSXRY 7 kI 7T

» Cisco MDS 9000 Series Multilayer Switches

» Cisco NCS1000



» Cisco NCS5000

» Cisco NCS5500

» Cisco Nexus 1000V InterCloud

+ Cisco Nexus 1000V 1) —X A4 ¥ F

» Cisco Nexus 3000 Series Switches

» Cisco Nexus 4000 Series Blade Switches

» Cisco Nexus 5000 Series Switches

» Cisco Nexus 6000 Series Switches

» Cisco Nexus 7000 Series Switches

+ CiscoNexus 9000 ' J—X A/ YF (AR RF7O2, NX-0S E—R)
» Cisco ONS 15454 Series Multiservice Provisioning Platforms
» Cisco Service Control Operating System

» Cisco XRv 9000

WN—TFTAVIBRTCRAYF T -AE—IL EZXRRA

+ Cisco 2202/ ') —XSmart Plus(Sx220) A1 ¥ F
« Cisco 500 ) —X AR Y AT I)L(SX500)X F—> RRAA Y F
+ Cisco Small Business 3003 ') —X(Sx300) ¥ X—< RAA Y F

Unified Computing

+ CiscoUCS 6200 ) —X 777 UYv O 422 —1%U K

« Cisco UCS 62002 ) —AB L T6300 U—AT7 77Uy U4 2—0FI N
» Cisco UCS Accelerated Deployment Assistant(ACD)

« CiscoUCSE>U—X H—/\

» Cisco UCS Manager

« CiscoUCS ARV R7OVCYU—XZYv o H—N-ReEEBEI> NO—7

EEBLVPIZT77AROAZI2=Z5—>3> FNAA

» Cisco Agent Desktop for Cisco Unified Contact Center Express
» Cisco Agent Desktop

» Cisco ATA 187 Analog Telephone Adaptor

« Cisco ATA190> U —AXTFOTR—IFITRET R

» Cisco Computer Telephony Integration Object Server ( CTIOS )
» Cisco Emergency Responder

» Cisco H.323 Signaling Interface

» Cisco Hosted Collaboration Mediation Fulfillment

- Cisco IP 7800/ 1) — X EFE#



Cisco IP 88003/ 1) — XPhone - VPN##E

Cisco Jabber for iPhone and iPad

Cisco MediaSense

Cisco Packaged Contact Center Enterprise

Cisco SPA112 2-Port Phone Adapter

Cisco SPA122)L—2 AT F AT EFET 5 7 X (ATA)
Cisco SPA232D Multi-Line DECTZ FOJ &FET7 X 7 X (ATA)
Cisco SPA51x IPE&

Cisco SPA525G 5EI#RIPES

Cisco Small Business SPA3003/ 1) —XIP Phone

Cisco Small Business SPA5003/ 1) —XIP Phone

Cisco UC Integration for Microsoft Lync

Cisco Unified Attendant Console Advanced

Cisco Unified Attendant Console Business Edition

Cisco Unified Attendant Console Department Edition
Cisco Unified Attendant Console Enterprise Edition

Cisco Unified Attendant Console Premium Edition

Cisco Unified Attendant Console Standard

Cisco Unified Communications Domain Manager

Cisco Unified Communications Manager IM & Presence Service ( IH#¥: CUPS )
Cisco Unified Communications Manager Session Management Edition
Cisco Unified Communications Manager

Cisco Unified Contact Center Enterprise - Live Data server
Cisco Unified Contact Center Enterprise

Cisco Unified Contact Center Express

Cisco Unified IP 6901&5

Cisco Unified IP 6945& 5

Cisco Unified IP 7900/ 1) — X EFE#

H— R/)N—F « J—)L &M@+ Cisco Unified IP 8831 Conference Phone
Cisco Unified IP 8961&5

Cisco Unified IP 9951&§

Cisco Unified IP 9971&3

Cisco Unified Intelligent Contact Management Enterprise
Cisco Unified SIP Proxy Y 7 R I 7

Cisco Unified Wireless IP Phone

Cisco Unified Workforce Optimization

Cisco Unity Connection

Cisco Unity Express

Cisco Universal RE—JLZJLRANEE > AT A

Cisco Virtualization Experience Media Edition

Cisco Virtualized Voice Browser



EFF. ANV—=32T, FLTLEVA, 8LTNFVAOA—FA2T FNAA

» Cisco D9859 Advanced Receiver Transcoder

» Cisco Enterprise Content Delivery System (ECDS)

» Cisco Show and Share

» Cisco TelePresence Conductor

 Cisco TelePresence 1> 7>V H—/\

« Cisco TelePresence Exchange> A7 A

» Cisco TelePresence ISDN Gateway 3241

» Cisco TelePresence ISDN Gateway MSE 8321

» Cisco TelePresence ISDN Link

« Cisco TelePresence MCU 4200 2 !J—X, 4500 >')—X, 5300 > !J—X, MSE
8420, #&T MSE 8510

» Cisco TelePresence MX Series

» Cisco TelePresence Profile Series

» Cisco TelePresence SX Series

» Cisco TelePresence Serial Gateway Series

+ Cisco TelePresence Server 7010 & & T* MSE 8710

+ Cisco TelePresence Server on Multiparty Media 310¢ & 1320

» Cisco TelePresence Server on Multiparty Media 820

» Cisco TelePresence Server on Virtual Machine

» Cisco TelePresence Supervisor MSE 8050

» Cisco TelePresence System 1000

» Cisco TelePresence System 1100

» Cisco TelePresence System 1300

» Cisco TelePresence System 3000 Series

» Cisco TelePresence System 500-32

» Cisco TelePresence System 500-37

+ Cisco TelePresence System EX > 1) —X

« Cisco TelePresence> A7 ATX1310

« Cisco TelePresence TX9000 1) —X

+ Cisco Telepresence Integrator C 1) —X

+ Cisco Video Distribution Suite for Internet Streaming ( VDS-IS/CDS-IS )

» Cisco Video Surveillance 3000 Series IP Cameras

» Cisco Video Surveillance 4000 Series High-Definition IP Cameras

» Cisco Video Surveillance 4300E/4500E High-Definition IP Cameras

» Cisco Video Surveillance 6000 Series IP Cameras

» Cisco Video Surveillance 7000 Series IP Cameras

» Cisco Video Surveillance PTZ IP Cameras

» Cisco Videoscape AnyRes Live

» Cisco Videoscape Control Suite



+ Tandberg Codian ISDN Gateway 3210, 3220, & & 73240
» Tandberg Codian MSE 8320

D4VLA

+ Cisco Aironet 2700 > ) —X 7Ot A RA4 >~
e Cisco 74 VYLALAN O NO—Z

PAARATY RF—ERAR

* Cisco7ZTREX—=) EF¥21VUFT 4«

« A IVZT7RHY—-ER

» Cisco Cloud Web Security

» Cisco Connected Analytics For Collaboration

s PAOAF—BEE—5HM7L—LD—2UCSOL IV &

« Cisco Feature Analyticstt—E A

- ASR903, ASR1000, CSR1000V. # &k T'ISR4400[@(#CiscolOSXEY 7RI I T

» Cisco Network Performance Analysis

» Cisco One Portal

» Cisco Partner Support Service 1.x

» Cisco Proactive Network Operations Center

» Cisco Registered Envelope Service

» Cisco Service Lifecycle Information Manager(SLIM)

» Cisco Services Provisioning Platform

* Cisco Smart Care

« Cisco Smart Net Total Care - AN— R~ 225023

+ Cisco Universal Small Cell 50002 1) —X : 1) 1) —RA3.4.2xH" & @

+ Cisco Universal Small Cell 70002 1) —X : 1) 1) —RA3.4.2xH" & @

 Cisco Universal Small Cell CloudBase Factory Recovery Root Filesystem ( V) —X&
2.99.4LAF% )

» Cisco WebEx Meeting Center

» Cisco WebEx Messenger Service

s XYRND—URBEMETL—LD—D

s Y—ERAGHTZY N7+ —LA

O AOARBIZEVT, COTRNAFUDOEEZZ TR ENORIREETENTLVEEA,

FHAM

Linux A—XJILXEUH TS AT LD Copy-on-Write 45 #EF & D 5514



LInux A—RILDXEVIR—I v HBEICH TRIMBHICRY), BAEATLVEVO—-DIILOKRE
EN, HOBFETE BABRUERAXTIUIVEDIAD EERAKXT IV EAZBMEBEL T, YATLA
TOERZBILTED AN B KT,

COMESEME, LNuxD—RILDOXEIIZ—2 v BEOBRSREBICERLFT, HEBEE,
madvise(MADV_DONTNEED)Y AF Ad— L %EL—ATBCET, CORBEERERNATSH
BEMNBYET, COFTEFAICKY), WBERMBOFETE RAMWBEAXTUIVEIA
DEEALT IV LAZRETED UM HYET, O—HIINI1—F—EF, BEOT UV LAFHFT
XNZALEZENANALT, FARIEONAFVEZEETEET,

2] 38 R

FEATeEZEREEKE, ZUHMTEIZCiscoBugsicRREHENTVET, BHEENHIERORIC
EH;ENTHY ., CiscoBugSearch ToolASETFT IV EATEET,

BEZRVYTRNDIT

SAOATE., COT RNAHFVICRBE M ERBECHLIZEEDOY T RNIIT TYTF—h
ERMIDIFETT. BEENM VAN =ILEYHR—KEZZ2GFLYTEDORE, F4E2A
ECBAVEEWEVYIRNDITN—232E714—Fv¥ Y RNIRLTOAERYET, TD
EKOBYTRNIITTYTIL—RZEAZVAN=I, FO2O—R, PUORRFLEZEOMHOS
ETHEALLEEE. BEREUATOVJICEEB ML AOOVINIITSA 2 ADOEKE
ICRES CEICAELEZEICRYRT,
http://www.cisco.com/en/US/docs/general/warranty/English/EUT1KEN .html

T, BEBRAVIRNDITZEIVO-RTEZORE, YVINIITOREMBZTA I AED
AN SE#E. $PVRIAOABEIVEZ—PN—KF—PSEEBLTVRHEEICRYET., B
B, CNREURBALLEY I NIITOXYTFVATYTIL—RTY, EEOEF1I)T 1
YI7RDIT TYTTF—RIE2T, BEBFRICHLWVWITRIIT7 F4E€2VA BEMY 7RO
T 74—F% YN, EFLEEXDy—VEDZI3> PYTIL—RINTIERFFEEhD
tEHNEEA,

V7IRDITOTY7TIL—RERETZIBRICE. ZAOAOEFIVFA T RNAFUSROT
< — K ( Cisco Security Advisories and Alerts ) | R— TAFTED S AOHBOT RINAH
ZEHNICZRLT, REZZTH UM EREATY7IL—RVYU1I—23 0 2#RALTL
EEW,

WIFhoBEE, 7YTIL—RIBFNSAALLTDBXEIN BB L, BLUOREN/\—R
DITEVTRNIDITOBENFHHR))—ATEEHREELSHR—rEhTVWBEeZTHIC
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