Cisco cBR-
84,3af3af Qé.f%é"lhé.f%oé.f—é.fé.f%é.f%oé.f@5.f35.f%¢

&, ¢af%oaf @a,na,flaFraFulD : cisco-sa CVE-2016-
M edi un$0161012-cbr-8 6438

& @a...~é-e—Y¥ : 2016-10-12 16:00

df @afa, afsasf 1.0 : Find

CVS&4,14,%4,¢: 4.3

&76€¢¢- : No workarounds available

Cisco af @a,° ID : CSCuz62815

Y3 «a, a,«ef..a t3@ A€Qecte23Q«a, a,<aZYe-13Q9REQZA...~a11 A«
Al

av el@

Cisco cBR-

8§, 3&]‘%}‘053‘%5,,éf%oéf—éfé;f%éf%oéf@éféf%oéf«éf%é,gé0§é®\"(éiGEéQ-é,CEéQ '3€,3,<Cisco

IOS
XE3,%af+3f°4,! 4,85,C3@®8, 13%+0€85€«8,"3,53€92° @8 1439 5,E3Q 36,303 ,3FafCAf1hAF 54

39"3Q®8,T8%+2E83€ FE€QLO L af1af @A, 03, 3@ «AFE€S, | 43, af afafhaf §%40©4...F35353,5€
8,-8,15%€ J@"'dO®e,1a%+xr€8aQ«d %t |a@™a,4,%afaf"4,)4,83,Ca, caffaf—aftafnasa,afrasrasry

L EL 2 IQERENTNENR? ERER | éfaé0_é€oaeﬂié0®éfaéf3é,_é,“é,§gC°éaQé0§éoééo%éé“"é€,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20161012-cbr-8

e023Y%" efYLd" €@
e, TaVtaE83@®a@,a,«e£%2a" @
5@ "3a@®e,Ta%+r€85¢ 3€€@Cisco cBR-
85,%Fé.f@éf%é,,éf%oé.f—é.féf%éf%oéf@éféf%oé.f«é.f%é,('_50§2§®VéiCEéQ%ﬁ,CEéQ | a@,a,«Cisco
IOS XEa,%af-af"a, | é,§§,Cé@@ae—-ﬁ@@éfaéfaé.f%éﬂé@«éVziéVéé,’é,ZééAéé%éO“"éﬁ

« a


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20161012-cbr-8
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:M/Au:N/C:N/I:P/A:N/E:POC/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz62815
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6438
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6438

Q™39 30 ' 30®3.1653F5F5f 13,
. 3O™3Q'3Q  5O®3.17SaFafE%a,"
. Afeafeafy. 13.18.0S
. Afeafeafy.d 13.18.1S
. afeafeafy., 13.18.0SP

8, T&Y/tceE88, 49 «a,"3983€,30%3€,30"309 39 EC(° Qa9 3, EaQP VL@
a9 ®3,3,'3, 61,3 939 «39559,30 | 3£ QIP"TO®A, Caf%oaf@a,na, 133 PBEV+EYE, 8@ —3
D7EQ G-
3Q"3Q®,T8%+2€83@«d %at AQ™E, D 7eQ;-3@ 3€,3,559%3>3,"3E,
ac®xfx a@éa,2afaf aq, a,84a,¢
3, -514,35€85€@ a€@Cisco

Bugsd€@®a;,®xefx,"a€:d,%afaf 3, 4,83, Ca@«b-Ca@®™a «xf...d 13,/rQPQ@3iQ9P—3€ | 3©,30%3¢
Cisco Bug Search Tool5€p<3,%03,¢3, 3,73,'3@83 @ @3@%43@™aE,

8, Yo8f+4f 4, 18, 85, CA@ ®3, CAffaf—&,°5f~af1ha %08, encee " 73Q ™35 39«3 3€9[4,3,'5,°59®3,»3,4]
Security Advisories and Alertsi%%o]

3f33f1h3, 3@ 8a.. ¥ %03 P83Q95,<3,3,"3,°£1,58" @3 ®3,Caf%oaf 3,03, 9553, a®3eeY (S, 39 «3€,C
3,%:3f°af¥afa, af8af’a, Qi P—i@ | QP OIY 3639 ,3€,

4€,39353, E3Q®A '35, 3€94a,caffaf—a,°af-af1haf%od @™a «aftaf@a,na,' 3@« @ @I Ta@afiafca
Technical Assistance

Centeri%"TACi%%o03, 3@ —3 Q@3 a¥'(, 50— | 3€,3,AfafaftarSara, af—afaf€a, nafeafha -«
abéa£él\©gl,"éo(é%(§0 ..é-..-lé1/4,0gTMoéi .o

Cisco Product Security Incident Response
TeamiVa PSIRTY%05€p d€@ee—a,caf%odaf@a,nd affa@«e "e1%od @3, E3Q | 3@,a,,TaVtr€85€¢

URL

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20161012-cbr-8

o' 1e", at¥ae

af @afa, afsas (Sante W4 a»a, a,-afsafs|a,afrafva, ¢a,* |e—¥a»"

1.0 & - Final 20168 10as0e 12ce—¥



https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20161012-cbr-8

df@afna, afsas a7 8,»8, 3, -Af8af3| & af Tafvaa, ¢a,t Yo"

QD73...~é-afafafna,’

d'©¢" Q¢ .,

ae0ed, Caf %odf € 3,703,953 @ C,i8, 98 %hIQP®S, IQPRIQP IQ—iQ iQ 2QOIWIOP—3€  3€535,55¢
e0e-3,Caf%0af 3,03, 35 ®ef...8 +t3€55, 493338, 4@ ®a1 " Q@ «é-CAP™E @2 Erm IPBE €
FONUIGPYI€PE,3,'5,°5@ 20e-df%03, aF¥EfAFAf FQB®AT...3@5,8°° 4S5 QT O —3 @ «an%oe>y TP —a€
a0e-d, Caf%oaf ©4,08, 35 Q@®e 8081, AR 3P «é-CA9—3@ | f..& +6..95;i5€9® URL

3,CeQCYiQO—ICQIQO -IPB®E»CeU%0a,, 2,9 33, 'e-1L39—39Y3 3@ FE€PI " (vHhIQPTECRcO
3O "3Q®af%03,Af¥AF 3P 3Q®xS..4 +t3@ 3€94,3,'5,°0f 15" @IQ®F, AP af%0af | AF143, 98,8 Wbl



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



