Cisco NX-

OSA, VAif-af 4, 4 53, CAf ™MAfYA, 1efVY @A 9B QR

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2015-
20161005-nxaaa 0721

& @a...~é-«ae—Y¥ : 2016-10-05 16:00

if @afa, afsasf 1.0 : Fina

CVS&4,14,%4,¢: 9.0

&76€¢¢- : No workarounds available

Cisco af @a,° ID : CSCuw78669

CSCum35502 CSCux88492 CSCuw 79754

Y- 3@«ad, a,«ef..4 t3@ A€OQectez3@«a,"a,<aZYe-139®

&, 69

Cisco

é©Za...~a% Qa4

NexuseEls&' @ af+3,iafYaf 3@ ®SSHA, uaf-3,-3,'af1af 3@ «39Sa€'a,@, Ta%+2€85€«3,°3,53€9&° @& U

59 "3Q®e,Ta1+2€33@ A€QSSHRZYC33Q®AfQA, 5, -3, af1ha, 4f8aF4 3«08 aftaf@5,05,'5€

881536 J@"'a@®e, Tal+txe€8i@«ad %at|a@™a,<3,%afaf"3,|4,83,C3, caffaf—aftasfnasa, afearasy

5O "3 ®3,Caf%0af 3,05, 9539 €Q2-dO®IFEFE, 5,°5,5¢(°° QI P8IQVIQAUIG™IE,

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20161005-nxaaa

€028 e£V23" @

&, T&/st €83 @ ®a@,a,<e£%23" @

EiAQP®3E,°3,"3,2£1,3" Q3@ IEQAAAL QR (" 3P« AR3IQ 3, EIEQIPVAIHHIQYIQ IPV6C"”

NX-

0Sa,-3,'aftaf &,%af-af"a,!5,83,¢3,4RYe|E3Q@—3@ | 59,3, 3@ 3@ «2,Ta%+x€83@Ea" a0 3¢


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20161005-nxaaa
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:S/C:C/I:C/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw78669
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCum35502
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux88492
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw79754
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0721
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0721

RicOTRE..3@ F€QPaftafea,na
versiond, 3af zaf3af%od,’ 8v2cC" aep—
0S3,1%4f+af 4, | 4,54, 5@ ®af@afa, af5ara,

Bf 28f «<Bf @ 3f-3,nafn 3F8,£5f-3,75,c 4,3, naffaf@

Nexus 1000V 8§, -af3afv.a,° 8,18, oaf faf @
Nexus 2000 &, -af%afy.a,° af <4, jaf-afaf fa
Nexus 3000 &, -af%afv.4,° & 14 caf faf &
Nexus 3500 &f —af©af faf af-a ©afvaf a
Nexus 4000 &, -af2afv.a,° & 14, caf faf @
Nexus 5000 &, -af%afv.a,° 3,18 caf faf
Nexus 5500 af —af©af faf af-a ©afvaf a
Nexus 5600 af —af ©Oaf faf af+a ©afvaf a
Nexus 6000 &, -af2afv.a,° & 18, oaf faf @
Nexus 7000 &, -af2afv.a,° & 14, caf faf &
Nexus 7700 &, -af%afv.a,° 3,18 caf faf &

575,18 Tafoafe

8,18 oaf faf €

a4 vaffaf &
4,8 vaffaf &

NX OS &fCafYiif%ea€@® Nexus 9000 3,-3f*5f%3,° &,'a,5affaf @

<#root>

nxos-switch#

show ver si on

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac
Documents:
http://www.cisco.com/en/US/products/ps9372/tsd_products_support_series_home.

html

Copyright (c) 2002-2015, Cisco Systems, Inc.

3@ ®CLIG€<E,%0 show
3@ | 3€QIftaf@a, 13,3983V |Fi€3,Fi@ | 36,3, NX-

CCoPQPIQPRIQPPIONUIO™AE,x-dQPBINAEQ FEQ6

All rights reserved.
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license.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or the GNU
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