Cisco AsyncOS File Transfer
Protocola€@®DoSe, talatae€s

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2016-
Mediu rﬁ0160928-a05 6416

& @a...~é-«xe—Y¥ : 2016-09-28 16:00

df @afa, afsasf 1.0 : Find

CVS&4,14,%4,¢: 4.3

&76€¢¢- : No workarounds available

Cisco af @4a,° ID : CSCuz84330 CSCuz82907

CSCuz86065

B Yore&75@«ad, a «ef...a t3@ a€HPe+e?Z3P«a, a,«aZYe-ft3OPEGZA...,a11 a4
Al
av el@

EAfafv.af «& »8, Af ¥afeaf t4 £3 ¢af —af ©OF od ¢af35 Y(ESA)3E@Webad,»a,af¥afafta,£3,¢af—af©3a,135,¢ a3
AsyncOSa@®afaflua,«af«af-a,ja,naf«e»Ce€@af—afaf 3, af«(FTP)a,pafuafa,'a@®e, 1al+e€83@«3,

5O "3Q®,131%+2€83@Q FEQFTPRZY¥ Y35 ®3, afaffaf 4f25F°5,°5€ @ 3!, 4@ «@u-d 3Q—3Q%IQ
S92, 8,81 3P QLU IQ"IO™IYP efLeE8iQPEIQ,5,55QUIQO™EE,

x@ia»ivas
afafvad, «af «FTP3, fif vaf 5 1549 Eece%0dS '3 @« 939 L3 ' 3€,3,<3€,59"3,E3@ affaf-3,0af«af a@
afafyvaa, «af «FTPa afvaaf" a, 159 Er %035 3@ «3QFQLIO 13€,3,« 09« QO0IQPTa@QA,'cCoTQPIO™A C

1. GUIa@83€@[Network] -> [IP Interfaces]

A@«(8»ac- 3@ —a€Qa,nafa,af1haf3,83,03,'a@RIQP QA% Q3,3 af°affa, a@—a€ | a€@[Services]
a»a, 3, -af 8af*ael3€ @

FTPa, afvAf 5 4@ Eee%0dS 4@ «3 Q3 QLI€ | 36,3, 39 IQO0IH T34, (2 QIH9—39%IH™AE,

2.CLIG@®3 "a@ " 3€€aE€E Do you want to enable FTP on this
interface?a€@afafOafiafsa,;a€ [Yes] d@«e a®33@ -3, EG @43 ™aE,


http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:M/Au:N/C:N/I:N/A:P/E:F/RL:U/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz84330
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz82907
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz86065
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6416
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6416

8,-815%5983¢ d€@xmw-e,Taltr€8i@«d At aQ™a,3,%afaf"4,4,83,¢
a,caffaf—astafnasa, affafafhd,'d@—i@ | 40,3 9%3€3,"3€,39"aQ®e, Ta1+rE€83,'é»Y22 >aQ ™4 ¢

é@“é@@é,Céf%oéf@é,né,ﬂéfaéQ_ae—-iéé®éfaéf3é,_éé§gc°é""0§0§éééé@%ééwé€,
https://sec.cloudapps.cisco.com/security/center/content/ CiscoSecurity Advisory/cisco-sa-20160928-a0s

SO2BY4 SEA" @
8, TaYaC83@®a€,a,<e£23"@
&A@ ®3,°3,"3,2e£13"@aQEA2£EY;5, 09— Q'3 QAUIQ™EE,
» Cisco Email Security Appliance (ESA)
 Cisco Content Security Management Appliance (SMA)
» Cisco Web Security Appliance (WSA)
8, TaVcracEss, 49 «a,"8983€,39%36,,30"3Q 3@ ECC QIO 3, EIHYRLLI"Q
8@ ®3,°3,'3,3e£13"9IQ 3953959 | QIO TOP®], Caf%0af Q5,13 0339 ®IV+EY:5,'8€9—a
DZEQP G-
393 ®e,13%+2€83Q«d %dt AQO™E, D 76@;-3@ 3€,5,559%3€>3,"3€,
ac®xfx a@éa,2afeaf aq, a,84a,¢
3 -5,18,35€85€@ a€@Cisco

Bugsa@®a;®aefe, a@¢a,V2afaf a,
Cisco Bug Search Tool 5€p<3,%03,¢3, 3,

18,83,C3@«é-Ca@™a «xf...3 13,/ rQ QI QP—3@ | 3©,50%3©
»3,' QP8I QP QPIPUIG™IE,

8, Yo8f+Af 4, '8, 85, CA@ ®3F, CAffaf—3&,°5f~af1h3f%03, ' encee " 73Q™E,& 39 59 €@
http://www.cisco.com/go/psirt &@® Cisco Security Advisories and Responses
8,Caf%a,«3,naf-3,,a%Ec3a @ ®4,Caf%0af@4,038,94f%5,30.C..88@—3@ | 4€@3%UAR’E, 4@ —3@'3,<a
a,)pafaf¥afa, af8af’a,cC°° Qi@ —i@ | 5O QIQ 30 30,5,

50,3953, F3Q®A 3@ 3, 3€@35,Caffaf—a,°af-~af1haf%oa@™a,aftaf@a, 13,5 @« @ @3 1a@afiafca
Technical Assistance
Centeri%a"TACi%%03, i @—3@ @3¢ 3Y'(,i@—a3@ | é@,,é,éfiéa"”éf’réﬁéﬁéﬂéf—éféf@é,uéféiéf%éQe

4 @REE"OC" " 8%AYAD " 3.~V O 08"


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160928-aos
https://bst.cloudapps.cisco.com/bugsearch/
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p d€@ee—a,caf%odaf€@a,nd, afa@«e "e1%%od @3, E3Q | 3,3, TaVtr€85€¢

URL

https://sec.cloudapps.cisco.com/security/center/content/Ci scoSecurity A dvisory/cisco-sa-20160928-a0s

o' 1g", At ¥ee

Af@afna, 3F5aF YA 8,3, 8, -AfSaf3| 4 EfTAfVA, ¢4 1 Yy~

1.0 & @c%o"afearasa,’ |- Final 2016 & 9 e 28 ;2—¥

d'C¢" elO¢ .,

ae-4, Caf %oaf € 3,03, 94f°8@ ¢,ja; @ %hiQPRE, IQPRIQP IQP—iQ | iQP xQPOPIINIO—IY) 5€53,55¢
20e-a,caf%oaf@a,nd affde®xf...a ié@éé,Aé03éfaéf3é,_50®é1/zgg""éQ«é—C507M5,<é2—-é»>>50®éﬁ
FQUIOYIEDS,3,"3,25€ 0e-df%od,af¥afiafaf 3@®AT...4®"5,3°°4'SA 9T O —3 € «dn%hoa> 3P —3a€
aee-3, CAf %odf 3,03, 5P @® " "8;°81.. 40 5@ «6-CAO—3@ | &f...3 +6..94;/39® URL

3,/ CRQPCYIQ—IfQIQ «IP®e»(2%%0d,, 2, 33, 2-1IQP—3QYa 49 F€QI ' (nUIYP TR
3Q"3aQP®af%0a,af¥afiafPaf d@®xf...d +ta@ 3€@a,3,"3°eL13"QAQ®A, afaf%0af| 3f143,93,'3 3461


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160928-aos

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



