>~ A

HAICHFETS0penSSLOEHR DT

: 201659 A

Mediu

T RINA 1 —ID : cisco-sa-20160927-
penssl

726 B : 2016-09-27 22:40

RMEFHH : 2019-01-02 16:44

/N\—>32 1.18 : Final

[E138 %K : No workarounds available

Cisco /N7 ID : CSCvb48590 CSCvb48591

CVE-2016-
2180
CVE-2016-
2181
CVE-2016-
7052
CVE-2016-

CSCvb48592 CSCvb48593 CSCvb48594

2177

CSCvb48595 CSCvb50790 CSCvb48638

CVE-2016-

CSCvb48598 CSCvb48599 CSCvb48633

6303

CSCvb48634 CSCvb48514 CSCvb48635

CVE-2016-

CSCvb48516 CSCvb48637 CSCvc32062

2178

CSCvb48580 CSCvb48581 CSCvb48582

CVE-2016-

CSCvb48583 CSCvb48585 CSCvb50784

6302

CSCvbb50787 CSCvb48628 CSCvb48629

CVE-2016-

CSCvb48587 CSCvb48620 CSCvb48621

2182

CSCvb48589 CSCvb48623 CSCvb48624

CVE-2016-

CSCvb48625 CSCvb48651 CSCvb48539

2183

CSCvb48531 CSCvb48653 CSCvb48533

CVE-2016-

CSCvb48654 CSCvb48655 CSCvb48656

6309

CSCvb48536 CSCvb48537 CSCvb48659

CVE-2016-

CSCvc39197 CSCvb48640 CSCvb48649

6308

CSCvb48529 CSCvb47717 CSCvb92562

CVE-2016-

CSCvb48643 CSCvb48646 CSCvb48647

2179

CSCvb31279 CSCvb51602 CSCvb48715

CVE-2016-

CSCvb48718 CSCvb48554 CSCvb48555

6305

CSCvb48556 CSCvb48710 CSCvb48557

CVE-2016-

CSCvb48712 CSCvb48660 CSCvb48661

6304

CSCvb48704 CSCvb48705 CSCvb48708

CVE-2016-

CSCvb48663 CSCvb48543 CSCvb48664

6307

CSCvb48544 CSCvb48665 CSCvb48546

CVE-2016-

CSCvb48667 CSCvb48700 CSCvb48548

6306

CSCvb48703 CSCvb48570 CSCvb48572

CSCvb48693 CSCvb48694 CSCvb48695

CSCvb48290 CSCvb48617 CSCvb48619

CSCvb48696 CSCvb48577 CSCvb48610

CSCvb48578 CSCvb48611 CSCvb48612
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48593
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48594
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48595
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb50790
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48638
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48598
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48599
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48633
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48634
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48514
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48635
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48516
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48637
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc32062
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48580
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48581
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48582
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48583
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48585
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb50784
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb50787
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48628
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48629
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48587
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48620
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48621
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48589
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48623
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48624
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48625
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48651
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48539
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48531
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48653
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48533
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48654
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48655
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48656
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48536
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48537
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48659
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc39197
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48640
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48649
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48529
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb47717
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb92562
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48643
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48646
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48647
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb31279
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb51602
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48715
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48718
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48554
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48555
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48556
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48710
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48557
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48712
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48660
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48661
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48704
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48705
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48708
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48663
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48543
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48664
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48544
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48665
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48546
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48667
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48700
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48548
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48703
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48570
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48572
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48693
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48694
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48695
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48290
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48617
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48619
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48696
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48577
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48610
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48578
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48611
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48612
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2180
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2180
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2181
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2181
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7052
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7052
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2177
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2177
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6303
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6303
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2178
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2178
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6302
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6302
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2182
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2182
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2183
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2183
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6309
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6309
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6308
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6308
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2179
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2179
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6305
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6305
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6304
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6304
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6307
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6307
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6306
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6306

CSCvb48613 CSCvb48614 CSCvb48615
CSCvb48560 CSCvb48561 CSCvb48562
CSCvb48683 CSCvb48684 CSCvb48727
CSCvb48607 CSCvb48608 CSCvb48609
CSCvb17176 CSCvb48686 CSCvb48566
CSCvb48720 CSCvb48688 CSCvb48721
CSCvb48689 CSCvb48602 CSCvb48723
CSCvb48603 CSCvb48724 CSCvb48604
CSCvb48725

BAEICLDBEHRIE. RFBICRXDIEXDIFLABHRTHY), RERNENETH
AOBEN H2BEICF,. RERNABELET,

BE

201659 H22H. OpenSSL Software Foundationld 144 D AEEEMHEICBE TR 7 RN/ HFUE D 1) —
AL FEL =, OpenSSL Software Foundationld, c NS5 144EDEHEEDS 514% "TEXBEKRE
. 1EE THREREOEKRE, . BYO1280%2 TEVEKRE, IL2ELTVET,

T D%, 98268 (C0penSSL Software Foundationld, 220 L VIEFEHICREITSEMD T R/
AHFVZEDV)—ALELE, ChSOEEHERE. sIOT RNAHFUTREENEBEHEECTLT
BZEHICVI—AEN0penSSLIN—2aVICEEEZEXET, HLLVMBEMED1DH THigh
Severity; £FHliE N, €512 "TModerate Severity; EFHlEhEL 1=,

) —AENIZ164EDIESEED S 5

s H—EAEABDoS)REZS|ZER_IT UMD HB14D KT Y VRE

« 1D ( CVE-2016-2183. BIZSWEET32) &, MEREMEN KD NB WREMN HD64EY N7 O
Y 4% A X% #EH T B Transport Layer Security(TLS) 7 O Y VBESICHR T2 /N—ATF 1 KHE
NDEREZEBHFLET

. 1D(CVE-2016-2178)i%. BEDRR T, REEFBALY ATFALTEFEATVSROI
—HERERY—ERAIIETS T TAX—KIDSAF—Z2EBHIB L ETAREICTEIRAIZIT
BlF v RIIKETT

16 DIEEMHD S 554, ATRHAICREREETNATLVEWMAOIV—-AZU—-ZXD—FT
HBRIE)—AEN=0penSSLN—2 3V ICOIXFEEERAET,

COTRNATFUE, ROV OKYERETEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20160927-openssl|



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160927-openssl
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160927-openssl
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48613
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48614
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48615
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48560
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48561
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48562
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48683
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48684
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48727
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48607
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48608
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48609
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb17176
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48686
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48566
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48720
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48688
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48721
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48689
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48602
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48723
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48603
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48724
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48604
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48725

HUHR

SAOTR, FMREUOXE2ZITIRREFENHAZRETDLOIC, HmFZ1 U Z2REL
Tl HEAZITRHLESHIZOVTR, COTRNAMFUD "IREMNFFEITAREL &
KV THRFMZEATVEVWCENBREhZ®E, OV 3aVESRLTKEEL,

"REUENAFEETDIRR, V>3 VIC, FEZZTHERRBOCiscoBug IDZRL £, Bugs
(& Cisco Bug Search Tooly ZZB L T &V, EEXEK (FATELES ) PEBEZAVYTRNY
IFV)=RABE, 7SV N7 A—LEEOEMBEBNIEENET,

eSSt DHDHmMm
Hm Cisco Bug ID Fixed Release Availability
T—7IL EFA
CiscolOSXEY 7RI T
: Webdl—HA42RX—7 14X |[0.CSCvc32062

D &

Collaboration and Social Media
Cisco SocialMiner 0.CSCvb50787
Cisco Unified MeetingPlace 0.CSCvb48712(/8.6MR1 ( 20165108141 )

Cisco WebEx Meetings Server!)
1) —A1.x

0.CSCvb48548

2.6.1.3xx ( 2016108128 )

Cisco WebEx Meetings Server!)
1) —A2.x

0.CSCvb48548

2.6.1.3xx ( 2016108128 )

Cisco WebEx Node for MCS

0.CSCvb48543

FEEZFBN—VIAEEHENET
(201651082508 )

IVRERAVNDZATRNED

ZATNITRNDIT

Cisco Agent for OpenFlow 0.CSCvb48661|EERBEH V) EH A,
Cisco AnyConnect Secure
- . _ 0.CSCvb48664(14.0.7 ( 2016510H31H )

Mobility Client for Android
TRAINYTTZY RT A=A
7 . i 4.4 (20165%11H308 )
FCisco AnyConnecttz 1 7E ||0.CSCvb48665 434 (20165128318 )
EUTFTAO0Z4TF> K o
Cisco AnyC tS

1500 ANYLONNECt SECUTE 0.CSCvb48663([4.0.7 ( 20165108318 )
Mobility Client for Linux
Cisco AnyC tS

19C0 ANYLONNEEt SECUTE 0.CSCvb48663(4.0.7 ( 20165108318 )
Mobility Client for Mac OS X
Cisco AnyConnect Secure 0.CSCvb48663|4.0.7 ( 2016510831H )



https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc32062
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb50787
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48712
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48548
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48548
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48543
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48661
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48664
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48665
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48663
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48663
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48663

Mobility Client for Windows

Cisco AnyConnect Secure
Mobility Client for iOS

0.CSCvb48663

4.0.7 (20164108318 )

Cisco Jabber Client
Framework(JCF)® 1> R—% >
N

0.CSCvb45724

11.8.0 (2016511 H15H )

Cisco Jabber Guest

0.CSCvb48710

11.0 (2016511 A30H )

Cisco Jabber Software
Development Kit

0.CSCvb47717

11.8.0 (2016511 H15H )

Cisco Jabber for Android

0.CSCvb48725

11.8.0 1 ( 2016511 H158 )

Cisco Jabber for Mac

0.CSCvb48290

11.8.0 (2016511 H15H )

Cisco Jabber for Windows 0.CSCvb48708(/11.8.0 ( 2016118158 )
Cisco Webex Business Suite 0.CSCvb48552
Cisco Webex Meetings Client - 7Rk

| X Meetings LISt =Ml 5 cscvbasss3|T32 (20164118218 )

ANE

Cisco WebEx Meetings7 214 7
h-FDTLEIRA

0.CSCvb48547

T32 (20165F11818 )

Cisco WebEx Meetings Server —
RIVFAFATTIYNT A=A
(MMP)

0.CSCvb48554

Affected versions have been updated.

Cisco WebEx Meetings for
Android

0.CSCvb48544

ZUTBIN—T I VREFENET
(20164108318 ) »

Cisco WebEx Meetings for
BlackBerry

0.CSCvb48545

J1—#(EBlackBerry OSZ 7 Y 7' F— K
TRIMRENHSD

Windows Phone 8[d] i} Cisco
WebEx Meetings

0.CSCvb48546

2.8 (201611 A118 )

XYKND=O F7VT—23>, ¥—E

A, BLRETIEZL—>3>

Cisco ACE 4710 Application

Control Engine : Y 7 R J I F ') ||0.CSCvb48557 |[{EIEEHEH 'V FEH A,
1) — AASH {8
Ci ACE30 Application Control

1560 AEST APPICATIoN MOMTOl 110 cSCvbasss? | B ER A EH V) £t A
EngineE> 1—)L
Cisco Application and Content

0.CSCvb48634 || {&1E (& 24 EBA

Networking System ( ACNS ) Y { =5
Cisco InTracer 0.CSCvb48517 | B IEEAEH V) £ A,
Ci NACT 'S4 TF >

scoNAC T 7724 7 2 A 0.CSCvb48635 | BE KBS V) Et A

: Clean Access Manager



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48663
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb45724
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48710
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isco Visual lity E i ZETBIN—T23RFEBETFE (201
Cisco Visual Quality Experience 0.CSCyVba8633 ZETBIN—TIVRFEBETFE (20165
Server 10H28H )

Cisco Visual lity E i ZHTBI/N—23aVFEEFE (2016

isco Visual Quality Experience 0.CSCvb48633 ZETBDIN—TJIVRBETE ( F
Tools Server 10H28H )

Cisco Wide Area Applicati ZETRINTCON—2 3V ZEE

|sc? ide Area Application T ZETRDINTON—T 3%
Services ( WAAS ) (2016%9H11H )

XY RND=0BLOOVTOY EF21VT1 FINARA
Cisco ASA Next-G ti

1960 extreneration 0.CSCvb48642(2.1.2 ( 20165128 )
Firewall Services
Cisco Adaptive Security

, 0.CSCvb48640
Appliance ( ASA)
Cisco Clean Access Manager 0.CSCvb48636 || IEIEEXEH V) EFB A,

. S, =S\ j_l —’fﬁ g?\/ 6\‘_:“3\

CiS::O]{T/ /‘Izi\:_“ )T 47 1lo.cscubassg ZETBIN—TIEEHMENET
T7AT2ATY 7 TF—hY—=N (2016108218 ),
Ci Content S it

1960 LOMTert SECUry 0.CSCvb48537[11.0.0-115

Management Appliance (SMA)
Cisco Email Security Appliance ,
0.CSCvb48533|11.0 (Available)
(ESA)
5.4.0.10 ( 20165F12A58 )
Cisco FireSIGHT AT AL V7 5.4.1.9 (2016%12A5H )
0.CSCvb48536
NoE D Y 6.0.1.3 (20165118218 )
6.1.0.1 (2016510A318 )

: | : :

Clsclo dentity Services 0.CSCYb48654

Engine ( ISE)

Cisco Intrusion Prevention 0.CSCvb48667 | B EE 4B a1 £ 4 A
. \" Z U o

System(IPS)VY ) 1—>32

CiscoNACT 'S4 TV A

isco NAC T 77247 0.CSCvb48637 1S ERAEH ) £ A,

: Clean Access Server
Cisco NAC Guest Server 0.CSCvb48638 | IEIEEAEH V) EB A,
Ci A I .8.0.32.7 ( 201741

isco Secure Access Contro 0.CSCYba8662 5.8.0.32.7 ( 20175F1R8 )
System ( ACS) 5.8.0.32.8 ( 20175F1R8 )
Cisco W ity Appli ZH9TB/N—>3az

isco Web Security Appliance 0.CSCyba8542 ZEITRIN—DaAVRBFEFENET
(WSA) (20175818 )

XY RND—OBRBETOEEDa VY
Cisco Application Networkin

sco npplication TEWOrKNG  1o.cscvbassss | B ER A EH W £t A
Manager
Cisco Application Policy 0.CSCvb48563(2.2(1) (2017F1R8 )



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48633
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48633
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48643
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48642
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48640
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48636
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48539
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48537
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48533
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48536
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48654
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48667
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48637
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48638
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48662
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48542
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48558
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48563

Infrastructure Controller ( APIC )

Cisco Cloupia Unified
Infrastructure Controller

0.CSCvb48560

FB_MR1 ( 2016&1289H )

Cisco Digital Media Manager

0.CSCvb48609

5.3.6_RB3 ( 20165E10H29H )
5.4.1_RB4 (2016%10A29H )

CiscOBBT 724 T A

0.CSCvb48524

ZUTDHN—T 3V REETFE (20175
18258 )

Cisco Mobile Wireless Transport

0.CSCvb48600(|BIEERFEHXEH V) EFH A,
Manager
Cisco Multicast Manager 0.CSCvb48586 | IBIEREXEH V) ELB A,
Cisco NetFlow Generation

0.CSCvb48596(1.1(1) (2016108148 )

Appliance

Cisco Network Analysis Module

0.CSCvb48593

6.2(1-b) ( 20165108148 )
6.2(2) (20165108148 )

Cisco Packet Tracer

0.CSCvb48617

Affected versions have been updated.

Cisco Policy Suite 0.CSCvc39197(/12.0 ( 201753 H3A8 )
Cisco Prime Access Registrar 0.CSCvb48589
Cisco Prime Collaboration
0.CSCvb48599(|PCA 11.6 ( 20165118 )
Assurance
Ci Pri Collaborati
isco Prime Collaboration 0.CSCYb48693
Deployment
Cisco Prime Collaboration
0.CSCvb48598(/11.6 ( 201610878 )

Provisioning

Cisco Prime Data Centerx ¥ ~

N, 0.CSCvb48562DCNM 10.2.(1) ( 201745818 )
Cisco Prime IP Express 0.CSCvb48591

Cisco Prime Infrastructure 7" %/

PO RTLAARY RO —||0.CSCvb4859%4 [[EIEIEHEH V) EB A,

hoxTA

Cisco Prime Infrastructure 0.CSCvb48595|/3.2: ( 2017FHE1M¥H )

Cisco Prime LAN Management
Solution - Solaris

0.CSCvb48585

425 ( ANFTHE)
MR5 (2017858308 )

Cisco Prime License Manager

0.CSCvb48619

Cisco Prime Network Registrar

0.CSCvb48587

CPNR 8.3.5 (2017518 ) CPNR
9.0 (2016128 )

Cisco Prime Network Services
Controller

0.CSCvb48602

Openssl 1.01ulC 1T (2016%10H6H )



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48560
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48609
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48524
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48600
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48586
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48596
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48593
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48617
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc39197
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48589
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48599
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48693
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48598
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48562
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48591
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48594
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48595
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48585
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48619
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48587
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48602

Cisco Prime Network

0.CSCvb48581

PN 431 ( 20165128 )

Cisco Prime Opticaltb —E' A 7
O/NA X —m@

0.CSCvb48590

Cisco Prime Performance
Manager

0.CSCvb48582

1.7.0 SP1611 ( 2016118308 )

Cisco Security Manager

0.CSCvb17176

413 (2017518308 )
4.12 (2016%10H308 )

Cisco Smart Net Total Care - [
— AN ALIORTTS5ATUA

0.CSCvb48680

HEEZ AN EEHENET
(201611848 ).

CiscoUCSCentral V 7 NI 7

0.CSCvb48578

ZEATBIN—23 2 BF2017F3AICELE
EhDFETT,

Cisco Unified Intelligence Center

0.CSCvb50784

11.6(1) (2017%6H158 )

Lancope Stealthwatch Endpoint
Concentrator

lancopeSep

6.7.4 ( AFETHEE)

6.8.3 (2016511 814H )

6.9.0 (2017528 )

INY F
patch-common-LVA-ROLLUP001-6.7.x-
6.7.4-03.swu ( AFTHE )
patch-common-LVA-ROLLUP001-6.8.x-
6.8.3-03.swu ( AF AL )

Lancope Stealthwatch
FlowCollector NetFlow

lancopeSep

6.7.4 ( AFT8E)

6.8.3 (2016511 A148 )

6.9.0 (2017528 )

INY F
patch-common-LVA-ROLLUPO001-6.7.x-
6.7.4-03.swu ( AFTJEE )
patch-common-LVA-ROLLUP001-6.8.x-
6.8.3-03.swu ( AFTAE )

Lancope Stealthwatch
FlowCollector sFlow

lancopeSep

6.7.4 ( AFT8E)

6.8.3 (20165114148 )

6.9.0 (2017528 )

INY F
patch-common-LVA-ROLLUPO001-6.7 .x-
6.7.4-03.swu ( AF AL )
patch-common-LVA-ROLLUP001-6.8.x-
6.8.3-03.swu ( AFAT8E)

Lancope Stealthwatch
FlowSensor

lancopeSep

6.7.4 ( AFTAE)
6.8.3 (20165115148 )
6.9.0 (2017524 )



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48581
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48590
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48582
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb17176
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48680
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48578
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb50784
https://bst.cloudapps.cisco.com/bugsearch/bug/lancopeSep
https://bst.cloudapps.cisco.com/bugsearch/bug/lancopeSep
https://bst.cloudapps.cisco.com/bugsearch/bug/lancopeSep
https://bst.cloudapps.cisco.com/bugsearch/bug/lancopeSep

INY F
patch-common-LVA-ROLLUPO001-6.7.x-
6.7.4-03.swu ( AFTJEE)
patch-common-LVA-ROLLUP001-6.8.x-
6.8.3-03.swu ( AFTEE )

Lancope Stealthwatch SMC lancopeSep

6.7.4 ( AFT8E)

6.8.3 (20165114148 )

6.9.0 (2017528 )

INY F
patch-common-LVA-ROLLUPO001-6.7 .x-
6.7.4-03.swu ( AF AL )
patch-common-LVA-ROLLUP001-6.8.x-
6.8.3-03.swu ( AFAT8E)

Lancope Stealthwatch UDP

6.7.4 ( AFHE )

6.8.3 (20165118148 )
6.9.0 (2017528 )
INY F

I peSep
Director aneobesel 1 atch-common-LVA-ROLLUP001-6.7 x-
6.7.4-03.swu ( AFAT8E)
patch-common-LVA-ROLLUP001-6.8.x-
6.8.3-03.swu ( AF &L )
Routing and Switching - Enterprise and Service Provider
Cisco 910 Industrial Router 0.CSCvb48671(/1.2.1RB4 ( AF 18 )
Cisco ASR 5000 1) —X 0.CSCvb31279(121.2.0 ( 20174 A30H )

Cisco Connected GridJL—%&
: Cisco CG-OSY 7 hJITF % ||0.CSCvb48559
£17

7.3 (2016%10H278 )

Cisco Connected Grid JL—%& 0.CSCvb48684

15.008.009 ( 2016510A268 )

CiscolOSXR V7 hDIF 0.CSCvb48604

6.3.1 (2017&7H18 )

Cisco I0S# & U*'Cisco 10S XEY
TJRIIT ( 16.3LARTM 1)) — X ||0.CSCvb92562

)

16.4(2)
16.3(2)
15.5(3)M5

15.5(3)S5

FHMICOVWTIEE, BSTZSRLTLKEE
Wo

Cisco 10S& & UFCisco 10S XEY
TJROIT ( 16.4LA M 1)) — X ||0.CSCvb48683

)

16.4
16.3
15.5
15.5

2)
2)
3)M5
3)S5

~ o~ A~ o~



https://bst.cloudapps.cisco.com/bugsearch/bug/lancopeSep
https://bst.cloudapps.cisco.com/bugsearch/bug/lancopeSep
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48671
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb31279
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48559
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48684
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48604
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb92562
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48683

FHHICOWTE, BSTZZRLTKEE
LW

Cisco MDS 9000 Series
Multilayer Switches

0.CSCvb48567

5.2.8(i) ( 20165128 )
6.2.19 ( 20165128 )

Cisco MDS 9000 Series

5.2.8(i) ( 20165128 )

0.CSCvb48568
Multilayer Switches v 6.2.19 ( 20165128 )
Cisco Nexus 1000V InterCloud 0.CSCvb48566
Cisco Nexus 1000V & J—X &
1ec0 Texus I A A | 0.cscubassro|5.2(1)sv3(2.5) (20165128178 )

1vF

Cisco Nexus 3000 Series
Switches

0.CSCvb48572

6.0(2)A8(3) ( AF A& )

Cisco Nexus 4000 Series Blade
Switches

0.CSCvb48670

41(2)E1(1r) (2017434830 )

Cisco Nexus 5000 Series
Switches

0.CSCvb48568

5.2.8(i) ( 20164128 )
6.2.19 ( 20164124 )

Cisco Nexus 5000 Series
Switches

0.CSCvb48573

Cisco Nexus 6000 Series
Switches

0.CSCvb48568

5.2.8(i) ( 20165128 )
6.2.19 ( 20165128 )

Cisco Nexus 7000 Series
Switches

0.CSCvb48568

5.2.8(i) ( 20165128 )
6.2.19 ( 20165128 )

Cisco Nexus 9000 & —X 7 7
JUv o ALY F (ACI E—R
)

0.CSCvb48565

k4r912.2(2x) (2016512818 )

Cisco Nexus 9000 >~ 1) —X A A
YyF (AR RFPOY, NX-OS
E—R)

0.CSCvb48569

7.0(3)I15(1) (2016108158 )

Cisco ONS 15454 Series
Multiservice Provisioning
Platforms

0.CSCvb48647

10.7 (2017%1H318 )

Cisco Service Control Operating
System

0.CSCvb48685

FEEZIFBN—VIAEEHENET
(2017F18158 ) .

Cisco onePKA—J)LA > D {k48
X<

0.CSCvb48646

ARL—TFT AT ATLNRETDY
JKNDIFFYTIL—RI-—FT4UT
1ZFEALT, REBIY>Z VDAV AN—
LWTYTRNDIT2HHOREICRDC
EEHERLET,

W—TFTAITBROCRAYTFUT - AE-I EDRA



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48567
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48568
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48566
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48570
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48572
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48670
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48568
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48573
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48568
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48568
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48565
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48569
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48647
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48685
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48646

: 1o
Cisco 220/ !) — ASmart 0.CSCYbA8E55
Plus(Sx220) A1 ¥ F
Cisco 500> ) —X AR Y h7)
o e 0.CSCvb48660 || f& 1E | 44 VEBA

(Sx500) VR —TY RARAA Y F . { &Y
Cisco Small Business 3002/ !) —

. o 0.CSCvb48659 || f& 1E | 44 VVEBA
Z(Sx300)XZ—T RAA Y F v { =51

Unified Computing

Cisco Common Services Platform
Collector

0.CSCvb48520

CASP 1.11 ( 20165128 )

Cisco UCS 6200/ 1) — X B KT
6300 )—X7 77V o4
X—TFT K~

0.CSCvb48644

HEEZITDVATLREHMENRT

(20164128158 ) »

Cisco UCSB>)—X7 L — R
-\

0.CSCvb48577

3.1.3:TBD

Cisco UCS Director

0.CSCvb48561

Cisco UCS Manager

0.CSCvb48645

ZHETBIN—T 3R EBETFE (20165
128158 )

CiscoUCS AR RF7O>CY
=X v H—/\N-IREEE
d>s0—2

0.CSCvb48579

3.0.0 (201611 H30R )

Cisco Virtual Security Gateway

0.CSCvb48574

2.1.6 (201782828 )

EEHLVI-

774 R11X1

Zg—=>3>7FNARA

Cisco ATA 187 Analog
Telephone Adaptor

0.CSCvb48718

Cisco ATA 190> U—X7+0O%Y
—IFINTRATR

0.CSCvb48690

1.3.0: (2017%10A18 )

Cisco Agent Desktop for Cisco

. 0.CSCvb48695
Unified Contact Center Express
Cisco Computer Telephony
Integration Object 0.CSCvb48529(11.6.1 ( 2017F7H1H )

Server ( CTIOS )

CiscoDX>U—XIP 74>

0.CSCvb48720

HEEZTFTAIN—aEEHFETIAET
(20174€3H3H ),

Cisco Emergency Responder

0.CSCvb48700

GuF B N—Ta EEFFENES
(20165104208 ) ,

Cisco Hosted Collaboration
Mediation Fulfillment

0.CSCvb48703

11.5(1) (20165128228 )



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48655
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48660
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48659
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48520
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48644
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48577
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48561
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48645
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48579
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48574
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48718
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48690
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48695
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48529
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48720
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48700
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48703

Cisco IP 78003 ) —XBE# [ 0.CSCvba8723
Cisco IP 88003 ' — XPhone -
isco IP 8800= 1) —APhone - ) o bag721
VPN#EgE
Cisco IP Interoperability and
| perabity 0.CSCvb486285.0.2 ( 201744 8148 )

Collaboration System (IPICS)

Cisco Jabber for iPhone and iPad

0.CSCvb48705

11.8.0 ( 2016511 H158 )

Cisco MediaSense

0.CSCvb50790

Cisco Packaged Contact Center
Enterprise

0.CSCvb48530

EEFBEHY) TR A

Cisco Paging
Server ( Informacast )

0.CSCvb48704

FEBEZETBIN—VIAVRIRNTBES
NET (20165108 ) o

Cisco Paging Server

0.CSCvb48704

FEESIBN—IIVETNTEBES
NET (20165108 ) »

Cisco SPA112 2-Port Phone
Adapter

0.CSCvb48656

1.4.2: (2017510A18)

Cisco SPA122)L— X2 AE 7 0O
JEFET X T Z(ATA)

0.CSCvb48656

1.4.2: (2017%10A18 )

Cisco SPA232D Multi-Line
DECT7Z7FOJEHmT7A T A
(ATA)

0.CSCvb48656

1.4.2: (2017510A18 )

Cisco SPA525G 5[E#RIPER 0.CSCvb48657 |BIEFHEH V) FE A,
Cisco TAPI Service

0.CSCvb48692 || & IE & &4 WEEA,
Provider ( TSP ) : f =51
Cisco UC Integration for Microsoft

0.CSCvb48697(/11.6.3 ( 201611 H1H )

Lync

Cisco Unified Attendant Console
Advanced

0.CSCvb48688

12.0(1) ( AF L)

Cisco Unified Attendant Console
Business Edition

0.CSCvb48688

12.0(1) ( AFTT8E)

Cisco Unified Attendant Console
Department Edition

0.CSCvb48688

12.0(1) ( AFT&E)

Cisco Unified Attendant Console
Enterprise Edition

0.CSCvb48688

12.0(1) ( AFTEE)

Cisco Unified Attendant Console
Premium Edition

0.CSCvb48688

12.0(1) ( AF L)

Cisco Unified Attendant Console
Standard

0.CSCvb48689

11.02 /)XY F ( AFTHE)



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48723
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48721
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48628
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48705
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb50790
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48530
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48704
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48704
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48656
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48656
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48656
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48657
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48692
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48697
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48688
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48688
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48688
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48688
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48688
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48689

Cisco Unified Communications
Domain Manager

0.CSCvb48696

11.5(1) (20165128168 )

Cisco Unified Communications
Manager IM & Presence
Service ( IB#: CUPS )

0.CSCvb48701

ZATBIN-—TJIVRBEHEIAKT

(20164108208 ) »

Cisco Unified Communications
Manager Session Management
Edition

0.CSCvb48691

ZUTHIN—CIAVRETFEIAET

(20164108208 ) »

Cisco Unified Communications

ZATBIN-—TJIVRBEHEIAKT

0.CSCvb48691
Manager ( 2016%E10H20H ) »
Ci ifi tact t
isco U.nl ied .Con act Center 0.CSCYb50785
Enterprise - Live Data server
Cisco Unified Contact Center
0.CSCvb48529(11.6.1 (20177818 )

Enterprise

Cisco Unified Contact Center
Express

0.CSCvb50788

11.6: (2016511 H108 )

Cisco Unified IP 690122 0.CSCvb48713](9.3(1)SR3 ( 201656 A )
Cisco Unified |P 6945& 5% 0.CSCvb48719
Cisco Unified IP 79003/ 1) — X &

' " = 0.CSCvba8T724 1B ER B EH V) EH A,

g

H— RN—F« O—)L&IfEHm@E
Cisco Unified IP 8831
Conference Phone

0.CSCvb48687

9.3(4)SR3 ( 2017454138 )

Cisco Unified IP 88312 & A E:
Vi

0.CSCvb48716

10.3.1SR4 ( 2017¥11H30H )

Cisco Unified IP 89458 5% 0.CSCvb48715][9.4.2SR4 ( 20174118108 )
Cisco Unified IP 896185 0.CSCvb48702
Cisco Unified IP 995185 0.CSCvb48702
Cisco Unified IP 99715 0.CSCvb48702
Cisco Unified Intelligent Contact
e Tniled ITETIgent LoMact -l o.cscvbass29(11.6.1 ( 2017E7818 )

Management Enterprise

Cisco Unified SIP Proxy ¥ 7 k™
7

0.CSCvb48516

10.0 (2017438 )

Cisco Unified Wireless IP Phone |[0.CSCvb48729
Cisco Unified Workforce
Optimization - Quality 0.CSCvb48727(11.5(1)SU1 ( 2016512A31H )

ManagementyY ) 1—>3 2



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48696
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48701
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48691
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48691
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb50785
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48529
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb50788
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48713
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48719
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48724
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48687
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48716
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48715
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48702
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48702
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48702
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Cisco Network Performance
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Analysis 10H28H )
Ci Part S rt Servi
1')‘:’C° ariner SUpport SeVICe 1l o cscvbaseal S E ik BB ) £t A
Cisco Proactive Network
! Ve Netw 0.CSCvb48523 | B K EH V) £ A

Cisco Registered Envelope

HBEZTDY—EANEHRECIhKLL

3.4 2 xH BE

. 0.CSCvb48531
Service o
Cisco Services Provisioning
0.CSCvb48730||SFP1.1 ( 2016%E10H26H )
Platform
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Affected versions have been updated.
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