Cisco Firepower Management
Center 3@ ®afafCcafnaf a,afzaf af%oa®Ye;Ea

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2016-
20160817-fmc 1457

& @a...~é-«e—Y¥ : 2016-08-17 16:00

ae0eEg e se-"ae—¥ . 2016-08-22 16:48

if @afa, afsasf 1.1: Fina

CVS&4,14,%4,¢: 9.0

&76€¢¢- : No workarounds available

Cisco af @a,° ID : CSCur25513

Yoo 78«8, d,«ef...4 139 A€Q e 7aP«a,"a,«aZYe-1a9REPZA...aY a4
Al

av el@

Cisco Firepower Management Center(FMC)&€53,"3€>Cisco Adaptive Security

Appliance(ASA)5500-Xa,-af*af%a,°a€ "FirePOWER
Services3@®WebafMaf1a, 'GUIG@®e, Ta%+e€83€«3,"3,S5€ Q2@ 143 3, E3QYafPafCafhaf "

5O"3O®L, 131+ 2E53Q FEQL QL KIfQF 531 10593903 150550,5, 30 30 5O« 34
HTTP

& @aet,3, 0%V, aFL3F @5 13, 5@ «CEQ ;O™ IO IO 5«3, 5,55 QIO 5O®, TaVYit €55, H &,
rOOtAf -&f MAf <A@ @ O™ YA, 3, 1AFTAf 5,25f28F5f %05, ARV E5 @539 93,39 &f1xEii@E4Q

8,-8,5%€ J@"'dO®e,1a%+xrc8aQ«a %t a@™a,a,%afaf4,)4,83,Ca, caffaf—aftafnas a,’afrasrasry

é@“é@@é,Céf%oéf@é,ﬁé,ﬂ]éfaéQ_ae—-150®éfaéf3é,_50§gc°éaééé§§00§0%éomé€,
https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160817-fmc

€023V, e£2d" @
8, TaYtecE5EO ®F 9,8, £128" @

Cisco Firepower Management Center(FMC)a€53,"3€3Cisco ASA 5500-
Xa,-af*afla,ca€ "FirePOWER


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160817-fmc
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:S/C:C/I:C/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur25513
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-1457
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-1457

Servicesaf@af%a, 3fSa°5.4.05€€5.3.15€95.3.0.45€95.2.03€9 39 55,"59°4.10.3.95 EL02315"5:
&, 18Y/croe€8a, 49 «8,"89839,80°30,50 50 4G EC°" 93, EaHVRLLA"§

3@ ®3E, 3,3 °£1,8"QI9«I955Q,3Q | FEQIQ TO®S, Caf%oaf @A, 13,0359 ®V+6Y: 5,89 —3

i@ €QIV"IO®E,TAY+e€83QE Cisco @O, 0037¢3,»8,af¥afafta, £
3,C3f—afO3,n3,¢a5%, 11 ASAIYa%03, V2af 453, 1 5,83, A€ «8%4+éY;3,/8 9559 %39 395,303

DZEQP G-

59 "3Q®e,T81+2E€839«3 %3t AO™E D76 Qc-3Q 30,5,530%3>3,"3€,
ac®xfx a@éa,2afeaf aq, a,84a,¢

8, V.Af*8f 4, !4 88, CA@ ®F,CAFfaf—3&,°af~af 143 %08, enced Z3@™E,& 4@ 3@ €O
http://www.cisco.com/go/psirt &@® Cisco Security Advisories and Responses

8,Caf%a,«3,naf-3,,a%Ec3a @ ®4,Ca5%0af@4,038,94f°5,30.C..88@—3@ | 4€@3%UAR’E, 4@ —3@'3,<4
a,,afafYaf1a, af84f%°4,cC°° Qi Q—3Q QO QIO 3@ 3@ .3E,

50,3033, E3QP®A 3973, 3€@4,Caffaf—3,°af-~3f 1435 %03 @™5,<af15f 3,03, 3@« @ @3 Ta@2af;a5¢3
Technical Assistance
Centeri%a"TACi%%03, i @—3 @ @3 AY¥Y'(,i@—ai@ | é0,,é,<éfiéf3é.f’r§f§éf3é,1éf—éféf@é,néﬁéf%éée

i ®afee " a@safrar’afraa,’

d@"3@®e,TaV%+r€85€¢ d€@Cisco Firepower Management Center3€S3,"3€3Cisco ASA
5500-X Series with FirePOWER
Servicesd@®zx-ja@®af afafa,'a@8a %4at| @3, E3Q | i€, 3@3%IQ™MaE,

5312 5%
54.0.1 &»¥E™ @
541 &¥éE™é
6.0.0 &»¥e™ @

Cisco Firepower Management
Centerd@®3,%:af+af"3, ! 8,83, 3, Caffaf—aftafuaf aOVYefd, d%i¢" d9—i@  3€Q QO 1395 Pt


http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt

4 @@ES"OC"" 8%A¥EO " A...~ YO8 "

Cisco Product Security Incident Response
TeamiVs PSIRTY203€p a€€@e0e-3,Caf%oaf€a,nad 3P a@«e "e%%od@ 3, i€ | 39,3,€,TaVtr€s5¢

8108,

GQ"3Q®e,Ta%+e€83€ a€@3,-3,"3,°(r34atT...a@®3,»3,af¥afaf 14, £af13,'af af@afuif d€«3,"a@La€

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20160817-fmc

o' 1g", at¥ee

af @afd, 35558 a7

1.2 CVSS4,14,%5, ¢4, a0 -8, CVSS
1.1 PS3, -5 °af <Af @afEd, a@«3,€3," 3@ 1a@«3,Ca, 4,af8af3afaF38, 8,/ e-°3¢€, |4 f 03
1.0 & @37a... 635253, -

éA@Q” "é:égln

aae-4, Caf %oaf €3,0a,94f°8@ ¢,ja; @ %hiQPRE, IQPRIQP IQP—iQ | iQP xQPOPI3IHIO—iY) 5€53,55¢
ee-d,Caf%0af€3,03, 95 3@®af...8 +t3953, 3@ a3, 3@ ®EYC" FQ«E-CIQP™F @2 IPBA £
FOUIPYIEDS,3,"3,35€ 0e-df%od,af¥afiaffaf 3@®AT...4@"5,3°°4'SA 9T O —3 € <% 3P —3a€
ae0e-8, CAf%eaf 93,53, 5 5@ ®e 803t 4@ 59 «é-CIO—3@ | =f..& +é..94;i59® URL
3,/ CeQCYIQP—I€QIQ -IPB®E»(2Y%0d,, 2,90 33, - 1LIP—3QYE 49 F€ QI (UIYPTCR|cO
33O ®af%0a,af¥afiafPaf d@®xf...d +ta@ 3€@4,3,"3,°eL13"QAQP®E, afaf%0af| 3f143,93,3 3484


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160817-fmc

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



