Cisco Aironet
1800é€028005€05Qgé,"é0338005,-5.1‘35.1‘%5?5,1

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2016-
M edi unt0160817-aap2 6363

& @a...~é-<xe—Y¥ : 2016-08-17 16:00

df @afa, afsasf 1.0 : Find

CVS&4,14,%4,¢: 6.1

&76€¢¢- : No workarounds available

Cisco af@4a,° ID : CSCva06192

B Yore&5@«ad,"a cef...a t3@ a€HPe+e?73P«a, a,«aZYe-ft3OPEGZA..., a1 a4
Al
av el@

Ciscod, ¢34, 38, »3,1af @3,naf*af " (AP)af—afoaffaf af-a,0afhaf ¢" a€@®802.11af &,nafudf-3," LANAf—af:
43O ®e,TAN%+x€83@ 3€@802.11af af0Oaf4,£3ffd, d@®af-afhaf 3" (é™M@a@«eu-d> 3@—aQ%a
881536 J@"'a@®e,Tal+txe€8d@«ad 3at|a@™a,3,%afaf"3,|4,83,¢Ca, caffaf—aftasfnasa, afearasy

4@ "a@®3,Caf%0af€a,038,93f° 8@ 2-ia@®IfEf S, A8 °QIiQP8IQPQPIONLIG™NEE,
https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20160817-aap2

e02aYs" e£18" @
239 ®Cisco Aironet APAf—afOAffAf af-5,Oaf %S 3@ EL12+EY:5, 39— aOUIO™IE,

« Cisco Aironet 1800 & -&f%f V44,0 4, ¢4, 3 »4 1 4f 48,0855
« Cisco Aironet 2800 & -&f%fv.4,0 & ¢4, 3 »3,1 4f @ 3,055 f"
« Cisco Aironet 3800 &, -af2fY.3,° 4, ¢34, 3 »4, 1 Af @4a,03°af"

&, T/t e€85@®a@,a,<e£%23" @

8.2.121.049%3€Y3€ 8.3.102.05@®x0e£s QIO ®i; ®Lfif@aflid, 385134, 5,53% @A ®3,11af+
Aironet 18005€€28003€©3€53," 333800


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160817-aap2
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:A/AC:L/Au:N/C:N/I:N/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva06192
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6363
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6363

APaf—afOaffaf af+3,0af%af 3@ «3@ €&, T3%+e€85@ES"d0e 5O —AQUIQ™EE,
&, T&Y/t-aeE8s, 49 «a,"3983€,30%36,30"39 19 ECLe*QiQ3,EFHQPYeLLA"©
3O ®3,3,'3,°6F 13" QIP G 95519,50 | 3€QIQ 3O ®E, Caf%haf @ 03, 155 ®EV1EY: 5, 8O —3
DZEQP G-
3O "3Q®E,Ta1+ReE8a P« Uit AQO™I D76 Qc-3@ 3€,5,550%36>3,"3€,
as®afee a@éa,2af°af a, a,84a,¢
3 -31433€83¢@ ac@Cisco

Bugsd@®a;®aefe, a@¢ad,V2afaf a,
Cisco Bug Search Tool 5€<3,%03,¢3, 3,

18,83,C3@«é-Ca@™a «xf...3 18,/ r Q@I iQP—3@ | 3©,50%I©
»3,' Q@8I QP QP IQUIG™IE,

8, 158f+3f 4, '4 84, CA@ ®3, CAffaf—3,°5f 3435 %03, enced " 73Q@ ™34 3@ 3@ €Y
http://www.cisco.com/go/psirt 8@ ® Cisco Security Advisories and Responses

3,Caf%a,«38,08f-3,,a%ECYSa @ ®E,¢af%0af@4,05,95f°5,8€.C..80@—3@ | S€@a%PAR%S, 4@ —30'4,«a
3,%.af23f¥Yaf%a, af8af’3,cC°°QIiQ—3@Q | IOV 30°30.3€,

50,3033, E3QP®A 3973, 3€@4,Caffaf—3,°af-~3f 1435 %03 @™5,<af15f 3,03, 3@« @ @3 Ta@2af;a5¢3
Technical Assistance

Centeri%a"TACi%%03, i @—3 @ @3 AY¥Y'(,i@—ai@ | 3@,3,afiafPartarsara, af—afaf@a,nafeafaa €«
5, @REAOC" " 8%i8%<3Q "a...~a%ec™og; "

Cisco Product Security Incident Response
TeamiVi PSIRTY203€p 3€€@e0e-3,Caf%oaf€a,nad 3P a@«e "e%%od@ 3, i€ | 39,3,€,TaVtr€85 @

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20160817-aap2

ag'1g", At ¥ee

af @afa, afsas e YA a»a, & -af8afs|a,aftafva, ¢a,* e—¥a»~

1.0 H@dza..~é-afafasna, |- Final 20164 8ae0e 17a8—¥

d'C¢" el O¢ .,

ae0ed, Caf %odf € 3,03, 95°5@ ¢,i8, 98 %hIQPRS, IQPPIQ IQO—iQ IO 2QOIWIO—3€  3653,55¢


https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160817-aap2

20e-a,caf%oaf@a,nad affde®xf...a ié@éé,“é03z§fa€\.f3é,_§0®é1/zgg”"éQ«é—C50”5,<é2—-é»»50®éﬁ
FQNIOYI€HS, 3,336 20e-df%0d,af¥af;afPaf d@®AT...8@"5,'5°°3'S3 9T @ —3 @ «dn%oe> AP —3 €
aa0e8, Caf %odf € 3,13, 93P a@®e " "¢;°at..aR"'aQ«é-CiQ9—3@ | =f..3 +é..94,i39® URL

3,/ CeQPCYIQ—ICQPIQ («IPB®E»(2Y%0d,, 2,90 33, 2-1IQP—3QYa 49 FE€QI ' (nUIYP TR
3Q"aQP®af%0a,af¥afiafPaf d@®axf...d ta@ 3€@4,3,"'3°eL£13"QAQP®A, afaf%0af| 3f143,93,3 34+



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



