Cisco Unified Contact Center
Enterprisei@®Webaf™af1a,'c®jce1a,rafa,;af

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2016-
M edi unt0160622-ucce 1439

& @a...~é-wxe—Y¥ : 2016-06-22 13:30

df @afa, afsasf 1.0 : Find

CVS&4,14,%4,¢: 4.3

&76€¢¢- : No workarounds available

Cisco af €4a,° ID : CSCux59474 CSCux59650

Yoo 78«8, d,«ef...4 139 A€Q e 7aP«a,"a,«aZYe-1a9REPZA...aY a4
N

&, €©

Cisco Unified Contact Center Enterprise(UCCE)3, Y45af *af 3, '3, 84 ¢a@®HTTP

Webéf""éf%é,1(;®i(;QTS\,UéPé,(:é.f%éf'ééé,Ué,15Q®é,,’l'é%ia§€§§0<<5,Aé,§é€0éaQé" %33, 3@ |36

5@ "3Q®e,T81+2€33Q F€QAS| 313, 15Q FrE13@®5Q9—TQYIEnIQP®E. . ¥8Sraerced " h3Q ES, @3-

8,-8,18,%€83€@ a€Qxre-e,Taltr€8a@P«d 34at a@™a 4 %kafaf3,,4,84,¢
a,caffaf—aftafnas a, affafafhd,'d@—i@ | 40,3 9%3€3,"3€,39"3Q9®e, Ta1+r€85@«d 343t iQ™

4@ "a@®3,Caf%0af€a,0a,93f° 8@ 2-ia@®IfEfE, A@8C(°°QIiQP8IPPIONLIG™NEE,
https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20160622-ucce

e028Y7" efA" @
&, T4/t ot §aP@®E,8,<£123" 9

5@ "3@®e,Ta%+x€85¢ 3€€@Cisco Unified Contact Center
Enterprised,2af+af"a, | 3,83,C3QRIQO™IQ 3O | é@@éfaéfaéf%éﬂé@«é%ié?g_é@—é@%é@méﬁ

8, TaYrac€ss, 49 «a,"89839,39%36,,30"39 3G ECC°R* QIO 3, EIHYELLI"Q

@ ®3E, 3,3 £ 99 «I9559,3Q | IEHIO"TO®S, Caf%oaf @A, 13,0359 ®IV+EY: 5, 89 —3


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160622-ucce
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:M/Au:N/C:N/I:P/A:N/E:U/RL:U/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux59474
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux59650
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-1439
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-1439

H76€p¢C-
475 14 fL oA A 1A EOAf—Af 1A EAFA °(X SS)a »ad 3@ " SE @305, 5, %03 @ @8, TAit €85, 2, 7" 5O™:
4 _afa ‘s fioaf a s afdsf—afta £af38 °(XSS)a@®e,,...a " @af™a, af"af«i@«aerie . i@ 5 ea, 'ae C...8

aRxfx a@¢a,2afaf " a, | a,8a,¢

3, -5,18,35€85€@ a€@Cisco
Bugsa@®a;®aefe, a@¢d,V2af-af a
Cisco Bug Search Tool 5€p<a,%03,¢3, 3

,88,C3@«é-Ca@™axkf...d 13,2 Q@ WIO—3@ | 3©,00%3 O
QAP OIONUIO™AE,

=
; d
»a

I
I

8, Yoif+4f 4, '8, 85, CA@ ®3, CAffaf—3&,°5f 313 %03, en0ee " 753Q™E,& 39 59 €@
http://www.cisco.com/go/psirt &@® Cisco Security Advisories and Responses
d,Caf1a,«a,naf-3,,a%hECYSa @ ®4E,¢af%0af @4,n5,945°8,8€.C..80@—3 @ | A€@8%4UAR®%S,' 4O —3@'3a
a,)rafaf¥afa, af8af’a,cC°° Qi@ —i@Q | QO VIO 30 30,5,

59,3953, F3Q®A 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,aftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance

Centeri%"TACi%%o03, @ —3@ @3¢ 3Y'(,i@—3@ 3€,3,afiafastarsasrs, af—afaf€a,nafeafaa €«
I O~ oo oo oo ~ ee O [-] - oo

a,@xefa"O¢" a%«a%«ae a..~a%hec™oe;

Cisco Product Security Incident Response
TeamiVs PSIRTY203€ a€€@e0e-3,¢af%oaf€a,nad iffa@«e "e%%od@ 3, i@ | 39,3,¢,TaVtres5¢

URL

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20160622-ucce

o' 1g", At ¥ee

af @aFna, 3F5a S YA 8,»3, 3, -Af 83| 4 1af taf VA, ¢A L Yoy~

1.0 E@aza...~é—afafafna," |- Final 20168 6as0s 225e—¥

d'C¢" eO¢ .,

aee-3, ¢ %03f 93,03, 953@ ¢, 4,08 %hiOR], IPRIQ I9O—i¢ 10 *QViNIO—i 5165555
20e-3,Caf%03f 93,03, N33 @ ®xS...a +3953," 393528, 3Q®a1 (" TP «E-CTP™E, @2 Er»FH®] €
5O%IQVIEPE, 5,350 20e-3f%03,3F¥EEFAF 3O ®ET...a0'3, 585595 @ —a @ «an%om> 3 —5€
aere-8, CAf%eaf © 3,53, 3 5@ ®e 823t 4@ 39 «e-CIO—3@ | 2f..8 £6..945;i59® URL


https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20060922-understanding-xss
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20060922-understanding-xss
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20060922-understanding-xss
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20060922-understanding-xss
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160622-ucce

3,/ CR@PCYiQ—IfQIP («(IP®e»(2Y%0d,, 2, 33, 2-1IQP—3QYa 39 F€ QI (nUIYP TR
3O "a@®If%oa, af¥afiafaf d@®axf..a +t3d@ €45, 3,"3,°eL£13"@IO®E, afaf%oaf| 45143,93,'a 34€4i:



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



