SAARRBICEEZ 5 X 50penSSLOEH DA
551% : 201653 H

7 RINA 1) —ID : cisco-sa-20160302- CVE-2016-

MediunfPe"ss! 0800
736 B : 2016-03-02 12:30 CVE-2016-
R EHH : 2016-05-23 14:04 0799
IN—23 2 2.2 : Interim CVE-2016-
B8 % : No workarounds available 0798

Cisco /N7 ID : CSCuy54659 CSCuy54539 CVE-2016-
CSCuyb4536 CSCuy54657 CSCuy54537 0797
CSCuyb4534 CSCuy54655 CSCuy54535 CVE-2016-
CSCuy54665 CSCuy54541 CSCuy54662 2842
CSCuyb4542 CSCuy54660 CSCuy54540 CVE-2016-
CSCuy54549 CSCuy54547 CSCuy54668 0705
CSCuyb4545 CSCuy54546 CSCuy54433 CVE-2016-
CSCuy54676 CSCuy54674 CSCuy54551 0704
CSCuyb4672 CSCuy62564 CSCuy54558 CVE-2016-
CSCuyb4679 CSCuy54436 CSCuy54687 0703
CSCuyb4564 CSCuy74294 CSCuy74297 CVE-2016-
CSCuyb4560 CSCuy74298 CSCuy58091 0702
CSCuy58090 CSCuy54569 CSCuy54567
CSCuy54600 CSCuy54688 CSCuy54601

CSCuyb4455 CSCuy54576 CSCuy54577
CSCuyb4453 CSCuy54575 CSCuy54696

CSCuyb4451 CSCuy54452 CSCuy58096
CSCuyb8094 CSCuy54616 CSCuy54457

CSCuy54611 CSCuy54458 CSCuy54579
CSCuyb4612 CSCuy54587 CSCuy54500
CSCuy54585 CSCuy54465 CSCuy54586
CSCuyb4463 CSCuy54584 CSCuy54460
CSCuyb4580 CSCuy54628 CSCuy54508
CSCuyb4505 CSCuy54626 CSCuy54506
CSCuyb3654 CSCuy54504 CSCuy54502
CSCuyb4623 CSCuy54510 CSCuy54631

CSCuy54478 CSCuy54599 CSCuy54630
CSCuy54473 CSCuy54474 CSCuy54595
CSCuyb4472 CSCuy54518 CSCuy54639
CSCuyb4516 CSCuy54637 CSCuy54517

CSCuy54514 CSCuy54636 CSCuy53668



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54659
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54655
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54535
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54665
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54541
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54662
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54542
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54660
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54540
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54549
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54547
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54672
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54558
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54436
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54687
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54564
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy74294
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy74297
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54560
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy74298
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy58091
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy58090
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54569
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54567
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54600
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54688
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54601
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54455
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54576
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54577
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54453
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54575
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54696
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54451
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54452
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy58096
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy58094
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54616
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54457
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54611
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54458
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54579
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54612
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54587
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54500
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54585
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54465
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54586
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54463
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54584
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54460
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54580
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54628
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54508
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54505
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54626
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54506
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy53654
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54504
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54502
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54623
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54510
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54631
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54478
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54599
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54630
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54473
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54474
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54595
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54472
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54518
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54639
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54516
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54637
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54517
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54514
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54636
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy53668
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-0800
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-0800
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-0799
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-0799
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-0798
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-0798
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-0797
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-0797
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2842
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2842
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-0705
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-0705
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-0704
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-0704
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-0703
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-0703
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-0702
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-0702

CSCuy54479 CSCuy54512 CSCuy54513
CSCuy54488 CSCuy54521 CSCuy54522
CSCuy54640 CSCuy54520 CSCuy54485
CSCuyb54529 CSCuy54527 CSCuy54525
CSCuy54646 CSCuy58728 CSCuy58727
CSCuy54524 CSCuy54645 CSCuy54499
CSCuy54532 CSCuy54533 CSCuy54654
CSCuy54652 CSCuy59818 CSCuy54492
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201653318, OpenSSL Software Foundation(OSSL)l&., 7o DM ZFHERL AEF21 )T 1
7 RINAH1J &, Decrypting RSA with Obsolete and Weaked eCryption(DROWN)K 2 & FE(E 1
BFLVWVHERD)—ALFEL L, §582MCommon Vulnerabilities and Exposures(CVE) " £l
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EAEOEVEBEEANEHENET,

DROWNIZ, SSL/N—2 3> 2(SSLV2)DIESsEME T V7 1« ZICFERIAL, Ny TIZ&EEh
f=Transport Layer Security(TLS) Y > 3> ZES5{tI25V0A7ONIILKETT, DROWNIE
L TLSZ’ ORI OBEMER AR ILOBFENERRZREFALER A
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54488
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54522
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Unified Computing

» Cisco UCS Invicta Series Solid State Systems

JAOARATY RY—EXA
» Cisco UCS Invicta Series Autosupport Portal
RN HZHA

RORIZ, KT RNAFVICRBEhE1 DU LOMRBENFEEZ2Z T2 A RBERLE
9,

BEE:ROXRT, ERBORBICHDTAZV AT (*)E., DROWNKE(CX L THESEHE AR
BERLTVET, CORFIXNORITHLT, 250 AT MHADROWNKEICX TS
EEMEFEIENANMBELTVET,

Hm Cisco Bug ID Fixed Release Availability
Collaboration and Social Media
Cisco MeetingPlace CSCuy54660
Cisco SocialMiner CSCuy74298

Cisco WebEx Meetings Server
. J CSCuy54463(|2.6.2 (2016548158 )
versions 1.x

Cisco WebEx Meetings Server
CSCuy54463(/2.6.2 ( 201648158 )

versions 2.x
Cisco WebEx Node for MCS CSCuy54457

IVRERAN DZATONEDTATUONYTIRNDIT
Cisco Agent for OpenFlow CSCuy54595

Cisco AnyConnect Secure Mobility

CSCuy54599
Client for Android >

Cisco AnyConnect Secure Mobility

CSCuy54600
Client for Android >

Cisco AnyConnect Secure Mobility

. . CSCuy54599
Client for Linux

Cisco AnyConnect Secure Mobility || CSCuy54599



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54660
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy74298
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54463
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54463
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54457
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54595
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54599
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Client for OS X

Cisco AnyConnect Secure Mobility
Client for Windows

CSCuy54599

Cisco AnyConnect Secure Mobility
Client for iOS

CSCuy54599

Cisco Jabber Guest 10.0(2)

CSCuy54659

Cisco Jabber Software Development
Kit

CSCuyb54657

Cisco Jabber for Android

CSCuy54676

Cisco Jabber for Mac

CSCuy59818

11.6 (2016538230 )
11.7 (2016538230 )

Cisco Jabber for Windows

CSCuy62564

Cisco MMP H#—/X\

CSCuy54470

Cisco Webex Meetings Client - 78 A
NE

CSCuy54468

Cisco WebEx Meetings7 74 7 >
-FAVTLIA

CSCuy54461

Cisco WebEx Meetings for Android

CSCuy54458

Cisco WebEx Meetings for WP8

CSCuy54460

JCF OVR—F K

CSCuy56053

11.6 (20165F3H23R )

WebEx Meetings Server - SSL
Gateway

CSCuy54464

2.6.2 (2016F458158 )

WebEx Recording Playback Client

CSCuy54467

XYRI—U FTUT—%

3, Y—EAR BLOT7IE&ZIL—>3>

Cisco ACE 30 Application Control
Engine Module

CSCuy54474

Cisco ACE 4710 Application Control
Engine ( A5)

CSCuy54474

Cisco Application and Content
Networking System(ACNS)(*)

CSCuy54560

5541 (2016%4H15H)

Cisco InTracer

CSCuyb54435

Cisco Network Admission Control
(NAC)

CSCuyb54561

Cisco Visual Quality Experience
Server

CSCuy54558

Cisco Visual Quality Experience

CSCuy54558
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Tools Server

Cisco Wide Area Application
Services ( WAAS )

CSCuy58094

RYRND=OBKVIATY £F21UT1 FINAA

Cisco ASA CX & Cisco Prime
Security Manager

CSCuy54575

9.3.4.5 (2016554308 )

Cisco ASA Next-Generation Firewall
Services

CSCuyb4572

Cisco Adaptive Security
Appliance ( ASA)

CSCuyb54567

Cisco Clean Access Manager

CSCuy54562

Cisco Content Security Appliance
Updater Servers

CSCuy54455

Cisco Content Security Management
Appliance (SMA)

CSCuy53668

Cisco Email Security Appliance
(ESA)

CSCuy53654

10.0 ( 201656 A T4 )

Cisco FireSIGHT AT AL V7 RN
7

CSCuyb54453

Cisco IPS(%)

CSCuy54601

7.1(11)/%Y F2 ( 20164584 )
7.3(05)/%Y F2 ( 20165118 )

Cisco Identity Services
Engine ( ISE)

CSCuy54586

Cisco IronPort Encryption
Appliance ( IEA)

CSCuy54452

RENELTH D=, BEFFEE I
TVWEBA,

Cisco NAC Guest Server

CSCuy54564

Cisco NAC Server

CSCuy54563

Cisco Physical Access Control
Gateway

CSCuyb54579

Cisco Secure Access Control
Server ( ACS)

CSCuyb54597

Cisco Virtual Security Gateway for
Microsoft Hyper-V

CSCuy54498

Cisco Web Security Appliance
(WSA)

CSCuy54456

10.0 ( 20166 A T4 )

XY RD—OEBETO

voaz=>yg

Cisco Application Networking

CSCuyb54475
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Manager

Cisco Application Policy
Infrastructure Controller ( APIC )

CSCuy54481

Cisco Cloupia Unified Infrastructure
Controller

CSCuy54478

HETBH/N—Ta V55U U—RTT
Y7 F—hENET,

Cisco Digital Media Manager

CSCuy54532

5.3 (2016544288 )

5.3.6 (2016544280 )
5.3.6(RB1) (2016&4H288 )
5.3.6(RB2) (2016&4H288 )
54 (2016545288 )

54.1 (2016544280 )
5.4.1(RB1) (2016%4H288 )
5.4.1(RB2) (2016%4H288 )

Cisco MATE Collector

CSCuyb58728

Cisco MATE Design

CSCuy58728

Cisco MATE Live

CSCuy58728

CiscoBEB T 7°5 14 7 > A(MAP)(*)

CSCuy54443

ZUTDIATAR20165E488BICT
YT F—RENBFETT,

Cisco Mobile Wireless Transport
Manager

CSCuy54523

Cisco Multicast Manager

CSCuy54509

Cisco NetFlow Generation Appliance

CSCuy54519

Cisco Network Analysis Module

CSCuyb54516

Cisco Packet Tracer

CSCuy54539

7.0 (2016%7H298 )

Cisco Policy Suite(CPS)

CSCuy58727

9.1 (2016548308 )

Cisco Prime Access Registrar

CSCuyb54512

7.1 (2016F48158 )

Cisco Prime Collaboration
Assurance

CSCuy54522

Cisco Prime Collaboration
Deployment

CSCuy54636

Cisco Prime Collaboration
Provisioning

CSCuy54521

HEEZTAIN-DIEINTEM
ThTVET,

Cisco Prime Data Center Network
Manager ( DCNM )

CSCuy54479

10.0(1) (April 2016)

Cisco Prime Home

CSCuy54520

Cisco Prime IP Express(*)

CSCuy54514

Cisco Prime Infrastructure

CSCuyb54517



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54481
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54478
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54532
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy58728
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy58728
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy58728
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54443
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54523
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54509
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54519
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54516
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54539
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy58727
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54512
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54522
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54636
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54521
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54479
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54520
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54514
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54517

Standalone Plug and Play Gateway

Cisco Prime Infrastructure

CSCuy54518

Cisco Prime LAN Management
Solution ( LMS - Solaris )

CSCuy54508

Cisco Prime License Manager

CSCuy54540

Cisco Prime Network
Registrar(CPNR)(*)

CSCuy54510

Cisco Prime Network Services
Controller(*)

CSCuyb4525

3.4.2 (2016%5H30H )

Cisco Prime Network

CSCuy54504

4.3 (July 2016)

Cisco Prime Optical for SPs

CSCuy54513

Cisco Prime Performance Manager

CSCuy54505

1.7SP4 ( 20164 H27H )

Cisco Prime Security Manager

CSCuy54569

9.3.4.5 (2016554308 )

Cisco Security Manager

CSCuy54524

Cisco Show and Share ( SnS)

CSCuy54542

Cisco UCS Central

CSCuy54500

Cisco Unified Intelligence
Center ( CUIC)

CSCuy74294

Local Collector Appliance ( LCA)

CSCuy54701

StealthWatch FlowCollector NetFlow

StealthWatch FlowCollector sFlow

Stealthwatch Identity

StealthWatch®&¥ 1>V —J)L(SMC)

StealthWatch UDP Director ( LART M
Flow Replicator )

Routing and Switch

ing - Enterprise and Service Provider

Cisco 910 Industrial Router

CSCuyb54697

IRO10TFSSLV2H EICHE>TVWERT

(o]

Cisco ASR 5000 1) —X

CSCuy54436

Cisco Connected Grid)L—#& -
CGOS (*)

CSCuyb4477

16.2(00.192) ( 201654 A78 )

Cisco Connected Grid JL—2#&

CSCuy54626

HBERTBVATLRTYTIL—
R3%E & o

Cisco I0S Software and Cisco IOS
XE Software

CSCuyb54623



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54518
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54508
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54540
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54510
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54525
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54504
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54513
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54505
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54569
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54524
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54542
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54500
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy74294
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54701
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54697
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54436
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54477
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54626
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54623

CiscolOSXRY 7 kX7

CSCuy54527

Cisco MDS 9000 Series Multilayer
Switches

CSCuy54488

7.3.1.DX (2016484 )
6.2.17 (June 2016)
7.3.1.NX (2016584 )
7.0.3.13 (2016454 )
8.3 (2016%E11A )

Cisco Nexus 1000V InterCloud(*)

CSCuyb54485

1.0.1f ( 2016538218 )
1.0.1h4.4 ( 201653 H218 )

Cisco Nexus 1000V 1) —X AA Y
F (ESX)

CSCuy54492

5.2(1)SV3(2.0.200) ( 201654858 )

Cisco Nexus 3000 Series Switches

CSCuy54488

7.3.1.DX (201658A )
6.2.17 (June 2016)
7.3.1.NX ( 201658H )
7.0.3.13 (2016558 )
8.3 (2016118 )

Cisco Nexus 4000 Series Blade
Switches

CSCuy54603

4.1(2)E1(1q) (2016564308 )

Cisco Nexus 5000 Series Switches

CSCuy54488

7.3.1.DX (20164584 )
6.2.17 (June 2016)
7.3.1.NX (2016588 )
7.0.3.13 (2016454 )
8.3 (2016114 )

Cisco Nexus 6000 Series Switches

CSCuy54488

7.3.1.DX (20165%8AH )
6.2.17 (June 2016)
7.3.1.NX ( 201658A )
7.0.3.13 (2016558 )
8.3 (2016F118)

Cisco Nexus 7000 Series Switches

CSCuyb54488

7.3.1.DX (201658A )
6.2.17 (June 2016)
7.3.1.NX ( 201658H )
7.0.3.13 (2016558 )
8.3 (2016118 )

Cisco Nexus 9000 (ACI/Fabric
Switch)

CSCuy54484

2.0.1x ( 201646 A )

Cisco Nexus 90002/ 1) —X ( AR~
R7O>, NX-OSZSE1T)

CSCuyb57853

7.0(3)14(1) (2016538250 )
7.0(3)14(0.42) ( 20164382508 )

Cisco ONS 15454 1) — A I F 4
—ERA7AOE>azZ> g7y N7
7 —A(%)

CSCuy54696



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54527
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54488
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54485
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54492
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54488
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54603
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54488
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54488
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54488
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54484
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy57853
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54696

Cisco OnePK All-in-One VM

CSCuy54577

Cisco Service Control Operating
System

CSCuy54627

N—TFT12T8&

CRAYFUT -RAE-ILEIRA

Cisco Sx220 A1 ¥V F

CSCuy54591

1.4.5.1 (May 2016

Cisco Sx300A 1 Y F

CSCuyb54592

1.4.5.1 (May 2016

Cisco Sx500A 1 ¥ F

CSCuy54593

)
)
1.4.5.1 (May 2016)

Unified Compu

ting

Cisco Common Services Platform
Collector

CSCuy54437

Affected systems have been updated.

Cisco Standalone v o 4 —/\
CIMC

CSCuy54501

Cisco Unified Computing System
(Management software)

CSCuyb54576

Cisco Unified Computing System
B>U—X (7L—K)H—=/N

CSCuy54499

22(3d) ARG EEZ ITEE A, B>
)—ZAH—NDBEE, cO/N—> 3
JHURBRICTYTIL—RLTLEEW

o

Cisco Virtual Security Gateway

CSCuy54497

EEHLVTIZT

FARIAZI2Z—>3> FN14A

Cisco 190 ATA Series Analog
Terminal Adaptor

CSCuy54633

Cisco ATA 187 Analog Telephone
Adaptor

CSCuyb54665

Cisco Agent Desktop for Cisco
Unified Contact Center Express

CSCuy54639

Cisco Agent Desktop

CSCuyb54687

Cisco Computer Telephony
Integration Object Server ( CTIOS )

CSCuy54688

Cisco Emergency Responder

CSCuy54646

Cisco Finesse

CSCuyb54645

Cisco Hosted Collaboration
Mediation Fulfillment

CSCuy54652

Cisco IM and Presence
Service ( CUPS)

CSCuyb54649

Cisco IP Interoperability and

CSCuy54549



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54577
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54627
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54591
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54592
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54593
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54437
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54501
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54576
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54499
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54497
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54633
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54665
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54639
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54687
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54688
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54646
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54645
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54652
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54649
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54549

Collaboration System (IPICS)

Cisco Jabber for iOS

CSCuy54655

Cisco MediaSense

CSCuy54668

Cisco Packaged Contact Center
Enterprise

CSCuy54689

Cisco Paging Server ( Informacast )

CSCuyb54654

Cisco Paging Server

CSCuy54654

Cisco SPA112 2-Port Phone Adapter

CSCuyb54587

Cisco SPA122 ATA with Router

CSCuyb54587

Cisco SPA232D Multi-Line DECT
ATA

CSCuyb54587

Cisco SPA30X Series IP Phones

CSCuy54590

Cisco SPA50X Series IP Phones

CSCuy54590

Cisco SPA51X Series IP Phones

CSCuy54590

Cisco SPA525G

CSCuy54588

Cisco TAPI Service
Provider ( TSP )

CSCuyb54635

Cisco Unified 6901 IP 7 # >

CSCuy54661

Cisco Unified 6945 1P 7 # >

CSCuy54666

Cisco Unified 7800 Series IP Phones

CSCuy54672

Cisco Unified 8831 1) —X IP
Conference Phone

CSCuy54663

Cisco Unified 8945 1P 7 # >

CSCuy54662

Cisco Unified 8961 IP 7 # >

CSCuy54651

Cisco Unified 9951 IP 7 # >

CSCuyb54651

Cisco Unified 9971 1P 7 # >

CSCuy54651

Cisco Unified Attendant Console
Advanced

CSCuy54630

Cisco Unified Attendant Console
Business Edition

CSCuy54630

Cisco Unified Attendant Console
Department Edition

CSCuy54630

Cisco Unified Attendant Console
Enterprise Edition

CSCuy54630

Cisco Unified Attendant Console

CSCuy54630



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54655
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54668
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54689
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54654
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54654
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54587
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54587
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54587
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54590
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54590
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54590
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54588
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54635
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54661
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54666
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54672
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54663
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54662
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54651
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54651
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54651
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54630
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54630
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54630
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54630
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54630

Premium Edition

Cisco Unified Attendant Console
Standard

CSCuy54631

Cisco Unified Communications
Domain Manager

CSCuy54640

11.5.1 (2016587 )

Cisco Unified Communications
Manager ( UCM )

CSCuy54634

Cisco Unified Communications
Manager Session Management
Edition ( SME )

CSCuyb54634

Cisco Unified Communications for
Microsoft Lync

CSCuy54641

Cisco Unified Contact Center
Enterprise

CSCuy54688

Cisco Unified Contact Center
Express

CSCuy74300

Cisco Unified IP Conference Phone
8831 for Third-Party Call Control

CSCuy54629

Cisco Unified IP Phone 7900 Series

CSCuy54674

Cisco Unified Intelligent Contact
Management Enterprise

CSCuy54688

Cisco Unified Wireless IP Phone

CSCuyb54681

SSLV2EEMT T,

Cisco Unified Workforce
Optimization

CSCuy54680

WFO 10.5 (2016438318 )
WFO 11.0 (20165%4H158 )

Cisco Unity Connection ( UC)

CSCuy54637

Cisco Virtualization Experience
Media Engine

CSCuyb54679

11.7 (2016%7H28H )

EFF. ANU=—3I2T, FLTLEVRA. &

KBRSV RI—FAVT FINA R

Cisco AnyRes Live ( CAL )

CSCuyb54616

9.6.4 (April 2016)

Cisco DCM Series 9900-Digital
Content Manager

CSCuy54502

Cisco Digital Media Players (DMP)
4300 Series

CSCuy54531

5.4(1) (2016%E4H108 )

Cisco Digital Media Players (DMP)
4400 Series

CSCuy54531

5.4(1) (2016%4H108 )

Cisco Edge 300 Digital Media Player

CSCuy54698

1.6RB4_4 ( 20165%4A158 )

Cisco Edge 340 Digital Media Player

CSCuy54700

ZLHTBI AT AR, 20165F4H15H



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54631
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54640
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54634
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54634
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54641
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54688
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy74300
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54629
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54674
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54688
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54681
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54680
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54637
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54679
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54616
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54502
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54531
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54531
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54698
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54700

ETILTPYTTF—RNENBFETT,

Cisco Enterprise Content Delivery
System (ECDS)

CSCuy54533

2.6.7 (201648158 )

Cisco Expressway> 1) —X(*)

CSCuyb4547

PAOANY RIZV RZATLV) —
A(%)

CSCuy54611

1.06 (2016F581H )
1.1.3 (2016F5818 )
2.0.10 ( 201655818 )
2.1.2 (20165818 )
3.04 (2016%5H18 )

Cisco Media Experience
Engines(MXE)(*)

CSCuy54538

Cisco Media Services Interface

CSCuy54528

Cisco Model D9485 DAVIC QPSK
)

CSCuy54612

1.2.4 (2016588318 )

Cisco TelePresence 1310(*)

CSCuy54628

Cisco TelePresence Conductor

CSCuy54529

SSLv2ik, Y7 kIO N=232
XCA.0LAETIRFEMICZ2>TVWERT,

Cisco TelePresence Content
Server ( TCS)

CSCuyb4545

Cisco TelePresence ISDN GW 3241

CSCuy54534

Cisco TelePresence ISDN GW MSE
8321

CSCuy54534

Cisco TelePresence ISDN Link

CSCuy54535

Cisco TelePresence MCU (8510,
8420, 4200, 4500 and 5300)

CSCuy54536

Cisco TelePresence Serial Gateway
Series

CSCuy54541

Cisco TelePresence Server 8710,
7010

CSCuy54546

Cisco TelePresence Server on
Multiparty Media 310, 320

CSCuy54546

Cisco TelePresence Server on
Virtual Machine

CSCuyb54546

Cisco TelePresence Supervisor
MSE 8050

CSCuyb4537

Cisco TelePresence> A7 £11000(*)

CSCuy54628

Cisco TelePresence> A7 £41100(%)

CSCuyb54628



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54533
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54547
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54611
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54538
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54528
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54612
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54628
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54529
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54545
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54534
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54534
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54535
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54536
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54541
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54546
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54546
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54546
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54537
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54628
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54628

Cisco TelePresence> A7 £41300(%)

CSCuyb54628

Cisco TelePresence System 30002
V()

CSCuyb54628

Cisco TelePresence> A7 [A500-
32(*)

CSCuyb54628

Cisco TelePresence> AT [1500-
37(*%)

CSCuy54628

Cisco TelePresence TX 9000 ') —
A(*)

CSCuy54628

Cisco TelePresence Video
Communication Server(VCS)(*)

CSCuy54547

Cisco VEN501 Wireless Access
Point

CSCuy54550

Cisco Video Distribution Suite for
Internet Streaming ( VDS-IS/CDS-
IS)

CSCuy54553

4.3.2 (May 2016)

Cisco Video Surveillance 3000
Series IP Cameras

CSCuy54583

Cisco Video Surveillance 3000
Series IP Cameras

CSCuy54584

SSLV2EHR—hEhTWEEA,

Cisco Video Surveillance 4000
Series High-Definition IP Cameras

CSCuy54580

Cisco Video Surveillance
4300E/4500E High-Definition IP
Cameras

CSCuy54581

Cisco Video Surveillance 6000
Series IP Cameras

CSCuy54583

Cisco Video Surveillance 6000
Series IP Cameras

CSCuy54584

SSLV2EHR—hZEhTWEEA,

Cisco Video Surveillance 7000
Series IP Cameras

CSCuy54583

Cisco Video Surveillance 7000
Series IP Cameras

CSCuy54584

SSLV2EHR—hZEhTLEHEA,

Cisco Video Surveillance Media
Server

CSCuy54585

7.8 (2016F7H18 )

Cisco Video Surveillance PTZ IP
Cameras

CSCuy54583



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54628
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54628
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54628
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54628
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54628
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54547
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54550
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54553
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54583
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54584
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54580
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54581
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54583
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54584
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54583
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54584
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54585
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy54583

Cisco Video Surveillance PTZ IP
Cameras

CSCuy54584

SSLV2EHR—KhEhTWEEA,

Cisco Videoscape Control Suite

CSCuy54551

3.6.0 (201654 H30H8 )

O9ZIORATZ I NARNT(COS)
(*)

CSCuyb54552

3.8.0 ( 2016%E3H308 )

Tandberg Codian ISDN GW
3210/3220/3240

CSCuy54534

Tandberg Codian MSE 8320 model

CSCuyb54534

TAYLRA

Cisco Aironet 2700 ) —X 79t
ARAU BN

CSCuy54506

Cisco Mobility Services
Engine ( MSE )

CSCuy58090

Cisco7 4 VL ALANI> hO—7
(WLC)()

CSCuy58091

8.0 (April 2016)
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