SAOARHBICELE T DGNU glibcDREEE M
. 201652 A

T RINA 1 —ID : cisco-sa-20160218- CVE-2015-
H |gh glibc 7547
#1/°F B : 2016-02-18 20:22
RMEFHH : 2017-02-13 18:20
/N—>32 117 : Final
[E138 %K : No workarounds available
Cisco /N ID : CSCuy47726 CSCuy74706
CSCuy36572 CSCuy36594 CSCuy35261
CSCuy35262 CSCuy36433 CSCuy35268
CSCuy36412 CSCuy36610 CSCuy35265
CSCuy36531 CSCuy36597 CSCuy36613
CSCuy35269 CSCuy36413 CSCuy74701
CSCuy34875 CSCuy36513 CSCuy36612
CSCuy74702 CSCuy36606 CSCuy38927
CSCuy36549 CSCuy51595 CSCuy35251
CSCuy32284 CSCuy36620 CSCuy36566
CSCuy35276 CSCuy36443 CSCuy36564
CSCuy74698 CSCuy36547 CSCuy36602
CSCuy38924 CSCuy36427 CSCuy36548
CSCuy36603 CSCuy34700 CSCuy36546
CSCuy36568 CSCuy38921 CSCuy38943
CSCuy36539 CSCuy36619 CSCuy37090

BARBC LB EHE. KBCLDRLOFAREBRTSY . KBERIXEOMTH
BOMEBT 52 BAE, RERXSBELET,

BE

2016%F2H16H. GNUCT A 7 Z 1 (glibc)DERLEKICD L2 ERBMBUEN VB hEL I,

BHOAIRHRBIC, RBEOKEEZZ TR AREDDH S glibcD/N—J 3V HAEIAIATIATVE
T CORBMHICKY), BATNTVWEVIE—NOREEN/NY 77 F—/N—70O—RE%Z 5|
ERILT, Y—EREBDoSREZBIERILIZY, ZIATNAATEENI— REZETL
YRRl B ET,

AT, COMBHICHLTIZIYTRNIIT PYTTF—RE))—ATBFETT,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy47726
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy74706
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36572
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36594
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35261
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35262
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36433
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35268
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36412
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36610
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35265
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36531
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36597
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36613
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35269
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36413
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy74701
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy34875
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36513
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36612
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy74702
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36606
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy38927
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36549
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy51595
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35251
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy32284
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36620
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36566
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35276
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36443
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36564
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy74698
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36547
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36602
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy38924
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36427
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36548
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36603
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy34700
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36546
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36568
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy38921
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy38943
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36539
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36619
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy37090
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7547
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7547

COMRBHIERLITIEEREHEEA,

COTRNATFUEFE, ROV OKYERETEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20160218-qalibc

HUHR

SAOTR, FREUOXE2ZITIRREFENHAZRETDLOIC, HmFZ1 U Z2REL
Tl HEAZITRIHLESHIZOVTR, COTRNAMFUD "IREMNFFEITAREL H
KV THRFMZEATVEVWCENBREhZ®E, OtV 3aVESRLTKEE,

"ESEMNFETIRME V>3V, FEEZTH2E8EMENCiscoBug IDZRLET., /NT
l& Cisco Bug Search Tool THERTE, EEXK (FATRELKIEES ) PBEEh LY I NVITN—
JarveE, 72V R74—LBEEOEMBERAEENTVET,

fEEtEnH2>HRm

RORIZ, ZT RNAFVICRHEENERBEEOXEZZ T2 AOHmERL, BEZHKY
JRhVITORKRIV)—ABBRON—T3VICHATRIHA A AZRMLET,

BEOBERAVINIDITN—2aVICEHTHHMABRE. COT RNAMFUO THESEMHED
H3Em, OXRICEHE N TWSCisco Bugsicie&E E 9, Bugs k. Cisco Bug Search
Tool TRETEET, VINIITOTYTIL—REFETIERE. NJZEERRL T
EEVW, NMILREEFOBHRIEENTVET,

BEE : CiscoNexusAS Y FHNCDMRBUEDEEZZTHIHLESHICOVWTIE, ROKEICA
AV FREODBICRRENTVEZSRBESONSTIHEFESHBL TSESL,

Hm Cisco Bug ID Fixed Relea:

Collaboration and Social Media

Cisco SocialMiner 0.CSCuy74702

2.0.1.956 ( 201634318 )

Cisco WebEXx R

, INY Fi&
Meetings Server 0.CSCuy36539 , , ,
versions 1.x https://software.cisco.com/download/release.html?i=!y&mdfic

' 580 O—RTEZEXT,
2.0.1.956 ( 20163 H31H

Cisco WebEx Ny F i ( F3A )
Meetings Server 0.CSCuy36539 , , ,

) https://software.cisco.com/download/release.html?i=!y&mdfic
versions 2.x

587O0—-RTEERT,



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160218-glibc
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160218-glibc
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy74702
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36539
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36539

IVRERANDTZATONEDTZATURN VS

Cisco Jabber Guest
10.0(2)

0.CSCuy36613

10.6(11) (2016554308 )

Cisco MMP H#—/X\

0.CSCuy36542

Affected systems have been updated.

XY RD—9 FTUT—23>, Y—ER, BLVTS

Cisco Intercloud7 7
VAR

0.CSCuy36549

HEEIE. Redhat®HTT Y 7JL—RLT, COMETHEM

Cisco Prime Network
Service
Controller(PNSC)

0.CSCuy36549

HEKE. Rednat@AATT Y7 UL —RL T, COifEEEH

Cisco Visual Quality
Experience Server

0.CSCuy35276

HREZTRVATLNTYTIL—REhFELL

Cisco Visual Quality
Experience Tools
Server

0.CSCuy35276

HREZTRVATLNTYTIL—REhFELL

XYRND—=OHBKOAVTOY £F2VT 1 3

Cisco FireSIGHT
PS> —

0.CSCuy32284

5.4.0.7/5.4.1.6 DC ( 2016%3H218 )
5416 > N> (2016%3H218 )
5.3.0./5.3.1.7 ( 2016538288 )

Cisco FireSIGHT = A
TLAYVTRNDIT

0.CSCuy32284

5.4.0.7/5.4.1.6 DC ( 201638218 )
54167 > N> (201638218 )
5.3.0./5.3.1.7 ( 2016538288 )

Cisco Identity Services
Engine ( ISE)

0.CSCuy34700

2.0P3 (2016548 )

Cisco Physical Access
Manager

0.CSCuy35286

HEREZTIN-—D3aEEHRENET (2016F4815H )

Cisco Secure ACS 5.x

0.CSCuy36585

57/N\Y F2 (201638118 )
5.8 patch2 ( 2016541 )

XY RND—0OE®BETOED3Z2T

Cisco Access
Registrar 7 7°Z 4T
A

0.CSCuy36565

7.1 (2016545158 )

Cisco Application
Policy Infrastructure
Controller T2 —7
ZARED 1)

( APICEM )

0.CSCuy37090

1.1 (March 2016)

Cisco Policy

0.CSCuy51595

9.1 (April 2016)



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36613
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36542
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36549
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36549
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35276
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35276
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy32284
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy32284
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy34700
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35286
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36585
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36565
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy37090
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy51595

Suite(CPS)

Cisco Prime Access
Registrar 7 7°Z 4T
A

0.CSCuy36565

7.1 (2016548158 )

Cisco Prime Analytics

0.CSCuy36447

Redhat6.5forOSIC 7Y 7L —RLTLEEL,

Cisco Prime Central
for SPs

0.CSCuy36443

1.5.1 ( 201653 A30R )

Cisco Prime
Collaboration
Deployment

0.CSCuy36602

11.5.2 (July 2016)

Cisco Prime Data
Center Network
Manager ( .ova $ & T
iSO M 2VARN—F)

0.CSCuy36546

8.0(1) (April 2016)

Cisco Prime IP
Express

0.CSCuy36566

BEHZKIE. RedHatyum1—FT 1 UF 1 2FAL T, &YT
VIT—=SOFTYTIL—RELCTNAAZBRETIHES

Cisco Prime License
Manager

0.CSCuy35265

11.5 (June 2016)

Cisco Prime Network
Registrar ( CPNR ) 1R
WP TSAT A

0.CSCuy36564

Affected systems have been updated.

Cisco Prime Network
Registrar IP 7 KL A
NZ—2 ¥ (IPAM)

0.CSCuy36427

8.3 (2016511H30R )

Cisco Prime Optical
for SPs

0.CSCuy36433

10.006 ( 20165F7H318 )

Cisco Prime 4—E A
HEROATRET 754
TR

0.CSCuy34875

BEHE, RedHatyumI1—7T 1 UF 1 &2FEAL T, ZHT
VT=OTYTIL—RELCTFNAAEZBEHTIHEN

Cisco Unified
Intelligence Center

0.CSCuy74698

Cisco Videoscape
Distribution Suitetr —
EANZR—=2 ¥

0.CSCuy35261

Affected systems have been updated.

Routing and Switching - Enterprise and Service

Cisco ASR 5000 =/ 1)
—X

0.CSCuy36531

18.6.0 ( 2016534188 )
19.4.0 (2016564308 )
20.0.0 ( 2016538318 )



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36565
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36447
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36443
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36602
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36546
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36566
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35265
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36564
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36427
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36433
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy34875
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy74698
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35261
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36531

Cisco Connected
Grid)L—Z (CGR)

0.CSCuy36412

ZEHIBIN—I3VRTYTTF—RENBFETT (2016%

Catalyst 3000,

4000, AIR-CT5760,
CiscoRFT'— koI A
10(RFGW-10)[a \F
Cisco I0S-XE

0.CSCuy36597

15
1(1)SG (S #OUU—RAFERL )
15.1(2)SG ( 20165118308 )
15.2(1)E (S HDUU—AFEEL )
15.2.(2)E ( 2016564308 )
15.2(3)E (2016558318 )
15.2(4)E ( 2016568308 )
15.0(EZ (S HDOU U —RAFERL )
15.0(NEX (S #HDUU—AFERL )

Cisco Nexus 1000V
InterCloud

0.CSCuy36548

HEEZIDIATLAOENE (2016538158 )

Cisco Nexus 3016 A A
Y F*2

0.CSCuy38921

NY FREXOTFANTAFARETT,
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/ne
elease/notes/70322a_patch_nxos_rn.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/ne
elease/notes/70322b_patch_nxos_rn.html

Cisco Nexus 3048 A A
Y F*2

0.CSCuy38921

NYFRROGANTAFHARETT,
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/ne
elease/notes/70322a_patch_nxos_rn.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/ne
elease/notes/70322b_patch_nxos_rn.html

Cisco Nexus 3064 1)

0.CSCuy38921

NYFREXOFANTAFARETT,
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/ne
elease/notes/70322a_patch_nxos_rn.html

—7" W )
AR T http://www.cisco.com/c/en/us/td/docs/switches/datacenter/ne
elease/notes/70322b_patch_nxos_rn.html
NYFRRRXOFARNTAFTEET,
, http://www.cisco.com/c/en/us/td/docs/switches/datacenter/ne
Cisco Nexus

31128PQA A ¥ F*1

0.CSCuy36553

elease/notes/70322a_patch_nxos_rn.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/ne
elease/notes/70322b_patch_nxos_rn.html

Cisco Nexus 3132/ 1)
— AR Y F*2

0.CSCuy38921

NY FRERXOFANTAFARETT,
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/ne
elease/notes/70322a_patch_nxos_rn.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/ne
elease/notes/70322b_patch_nxos_rn.html

Cisco Nexus 3164Q A
1Y F

0.CSCuy36553

NYFRROGANTAFTEET,
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/ne



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36412
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36597
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36548
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy38921
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy38921
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy38921
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36553
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy38921
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36553

elease/notes/70322a_patch_nxos_rn.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/ne
elease/notes/70322b_patch_nxos_rn.html

Cisco Nexus 3172 1)
— XA Y F*2

0.CSCuy38921

NYFRERXOFANTAFARETT,
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/ne
elease/notes/70322a_patch_nxos_rn.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/ne
elease/notes/70322b_patch_nxos_rn.html

Cisco Nexus 3232C A
1Y F*1

0.CSCuy36553

NYTFRRRXDFARNTAFTEET,
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/ne
elease/notes/70322a_patch_nxos_rn.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/ne
elease/notes/70322b_patch_nxos_rn.html

Cisco Nexus 3264Q A
14V F*1

0.CSCuy36553

NYFRERXOFARNTAFTEET,
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/ne
elease/notes/70322a_patch_nxos_rn.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/ne
elease/notes/70322b_patch_nxos_rn.html

Cisco Nexus 9000
(ACI/Fabric Switch)

0.CSCuy37040

11.2(3x) ( 201644 A )

Cisco Nexus 9000/ 1)
—XAAYTF (REY
K702, NxOSZ=X
7)™

0.CSCuy36553

NYFRRRXODFARNTAFTEET,
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/ne
elease/notes/70322a_patch_nxos_rn.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/ne
elease/notes/70322b_patch_nxos_rn.html

Cisco Prime Data
Centerx¥Y NDO—OX
F—IF

0.CSCuy36547

1.2(3x) ( 20164548 )

IOS-XE 16.2.x

0.CSCuy38943

16.1.3 ( 2016F5A318 )
16.2 ( 2016%E3 8318 )

Unified Computing

Cisco UCS ADA

0.CSCuy35223

Affected systems have been updated.

Cisco UCS Director

0.CSCuy36413

HUTBIRATFLART Y 7F—NEk (20165F3H318 )

Cisco UCS Invicta =/
)—xX

0.CSCuy36550

T7Z4F>A5.0.1.2d (201654 H30R )
A4 —)15.0.1.3c ( 2016558308 )

EERSIUVI_TJ7ARIZ17—>32 3

Cisco 8800 1) —X
IP7 #>

0.CSCuy47726

11.5(0) (March 31
2016 )



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy38921
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36553
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36553
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy37040
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36553
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36547
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy38943
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35223
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36413
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36550
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy47726

Cisco Emergency
Responder

0.CSCuy36606

11.5 (June 2016)

Cisco Finesse

0.CSCuy74706

Cisco Hosted
Collaboration
Mediation Fulfillment

0.CSCuy36610

Cisco IM and
Presence
Service ( CUPS)

0.CSCuy36608

Affected systems have been updated.

Cisco MediaSense

0.CSCuy36619

11.5.1 (2016438318 )
11.0.1 (2016438318 )

Cisco Paging
Server ( Informacast )

0.CSCuy36612

11.5.1 (June 2016)

Cisco Paging Server

0.CSCuy36612

11.5.1 (June 2016)

Cisco Unified 7800
Series IP Phones

0.CSCuy36620

11.5(1) (April 2016)

Cisco Unified
Communications
Domain Manager

0.CSCuy36513

8.1.8 (July 2016)

Cisco Unified
Communications
Manager ( UCM )

0.CSCuy32014

Cisco Unified
Communications
Manager Session
Management
Edition ( SME )

0.CSCuy32014

Cisco Unified Contact
Center Express - Live
Data Server

0.CSCuy74701

Cisco Unified IP
Conference Phone
8831 for Third-Party
Call Control

0.CSCuy36600

Cisco Unity
Connection ( UC)

0.CSCuy36603

11.5 (201643438 )

EFH. ANV=—3I2T, FLTLEVA, 8FLTFRNT VAL

Cisco DCM Series

0.CSCuy35251



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36606
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy74706
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36610
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36608
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36619
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36612
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36612
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36620
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36513
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy32014
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy32014
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy74701
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36600
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36603
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35251

9900-Digital Content
Manager

Cisco Edge 300 Digital
Media Player

0.CSCuy35298

1.6RB4_5(18-Mar-2016)

Cisco Edge 340 Digital
Media Player

0.CSCuy35299

1.2.0.19 (2016538318 )

Cisco Expressway
Series

0.CSCuy35269

X8.7.2 (20165%3H31H )

Cisco Powerkey
Encryption
Server ( PKES )

0.CSCuy37232

Cisco TelePresence
Conductor

0.CSCuy35262

XC4.2 (201653 A228 )

Cisco TelePresence
Server 8710, 7010

0.CSCuy35268

4.3 (March 2016)

Cisco TelePresence
Server on Multiparty
Media 310, 320

0.CSCuy35268

4.3 (March 2016)

Cisco TelePresence
Server on Virtual
Machine

0.CSCuy35268

4.3 (March 2016)

Cisco TelePresence
Video Communication
Server ( VCS)

0.CSCuy35269

X8.7.2 (20165%3H31H )

Cisco EFFEET A
54 LO—4—

0.CSCuy35274

Affected systems have been updated.

Cisco Video
Distribution Suite for
Internet

Streaming ( VDS-
IS/CDS-IS )

0.CSCuy35275

4.3.1 (2016528 )

Cisco Video
Surveillance Media
Server

0.CSCuy38927

7.8 (June 2016)

Cisco Videoscape
Distribution Suite
Transparent Caching

0.CSCuy36594

Cloud Object

0.CSCuy35273

Affected systems have been updated.



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35298
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35299
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35269
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy37232
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35262
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35268
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35268
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35268
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35269
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35274
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35275
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy38927
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36594
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35273

Store ( COS )

J4YVLA

Cisco Mobility
Services
Engine ( MSE )

0.CSCuy36568

8.0.140.0 201654 A15AR)

8L ZERITTD
Cisco Wireless LAN
Controller(WLC)5520

0.CSCuy36572

8.3 (201638318 )

BALIEZREITTS
Cisco Wireless LAN
Controller(WLC)7500

0.CSCuy36572

8.3 (2016534318 )

SALBBEERERITTS
Cisco Wireless LAN
Controller(WLC)8500

0.CSCuy36572

8.3 (20164%3H31H )

ADRATY K Y—ER

YA TZIRT N cscuyasers
'z

Cisco Cloud Web

15co Lloud ¥ie 0.CSCuy36588
Security

Cisco Common
Services Platform
Collector

0.CSCuy35212

BH/N—2320glibclC 7Y TIL—RTEET,

SAIN—RF— ¥
R—K H—E R

0.CSCuy36463

Affected systems have been updated.

Cisco UCS Invicta
Series Autosupport
Portal

0.CSCuy36545

Cisco WebEx
Messenger Service

0.CSCuy36540

7.17.0 (20165F3A118 )

B —EX

0.CSCuy35218

FYRND—VEEEE
BRUBKERE

0.CSCuy35219

1.9 (20163818 )

Smart Net Total
Care ( SNTC)

0.CSCuy36461

Affected systems have been updated.

Smart Net Total Care

0.CSCuy36454

Affected systems have been updated.

1. FYIOBEZHI)—AKRYBOFTANTOHDCiscoNX-OSY T RIITFTV)—RAIF, COIfETE

HOXEEZTET.


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36568
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36572
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36572
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36572
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy38924
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36588
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35212
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36463
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36545
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36540
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35218
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35219
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36461
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy36454

2. Cisco NX-OSY 7 RJITTF76.02 Ux(x) V) —RAZEITLTLVBRT/NAM Ak, COEHEHED
FEEZ(TEE A, CiscoNX-OSYT7RNIDITF7.xV—RAZETLTVWBRTFNA A, 2D
REMOHFEZZ(TET,

SAOAOBERRILY T THE
Cisco Advanced Malware Protection(AMP)/N7' ) ¥ 9957 RI&CVE-2015-7547D &% Z (}
NV TFHFERAEATVET,

Cisco AMP7' S A R— KNI 5 RIECVE-2015-7547TN L% FZ T, {EE#EEF20165FE3H8318
CU—=AEnB/N—232227 9 7F—RhO—ZE L TREENET,

Cisco FirePower SSL7
Cisco FirePower SSL7

724 7‘/

TZAT 2 ATINA AlE, CVE-2015-7T54TDEHEZZITE T,

Cisco StealthWatch$

Cisco StealthWatch ( IHLancope ) # I DWW Tk, Lancope Download and License
Center#* 5 patch-common-SWD6631-6.6.x-6.7.x-01.swuD/\Y FEAFTEEXT, CcO/\YF
. ROBREN—DIVICEATERD,

- StealthWatch FlowCollector - ¥ XTOEFI., N—2 3 26.6.xB KV6.7.x

- StealthWatch FlowSensor - £EF/)L, /N—2 3 26.6.x8 KT'6.7.x

« StealthWatch Management Console : ¥ XTODETI, /N—2326.6.xH KL UV'6.7.x
- StealthWatch UDP Director - $XTOETFIN. N—2326.6 xEKV'6.7.x

— DAfEEEMH S K U'StealthWatch Identity 7 7S A 72 AQONY FIZO2W TR, ROV O %%
SHBLTLEEL, https://www.a10networks.com/support/psirt-security-center/cve-2015-7547

EBEMZEATVEVWC ENEREEhERR

RORBE. COT RNAHFVICRBEEIAhTVIRBUEOHFEEZTRE A

Collaboration and Social Media

» Cisco MeetingPlace
» Cisco WebEx Node for MCS

IVRRAVNDTZATONEDTZATNYTRNDIIT

» Cisco Agent for OpenFlow
» Cisco AnyConnect Secure Mobility Client for Android
» Cisco AnyConnect Secure Mobility Client for Linux


https://lancope.flexnetoperations.com
https://lancope.flexnetoperations.com
https://www.a10networks.com/support/psirt-security-center/cve-2015-7547

Cisco AnyConnect Secure Mobility Client for OS X
Cisco AnyConnect Secure Mobility Client for Windows
Cisco AnyConnect Secure Mobility Client for iOS
Cisco IP Communicator

Cisco Jabber Software Development Kit

Cisco Jabber for Android

Cisco Jabber for Mac

Cisco Jabber for Windows

Cisco Jabber for iOS

Cisco NAC Agent for Mac

Cisco NAC Agent for Web

Cisco UC Integration for Microsoft Lync

Cisco WebEx Meetings for Android

Cisco WebEx Meetings for BlackBerry

Cisco WebEx Meetings for WP8

Cisco WebEx Productivity Tools

WebEx Recording Playback Client

ND—=O TF70Tr—>3>, Y—ER, 8LTT7I7EZL—>3>

Cisco ACE 30 Application Control Engine Module

Cisco ACE 4700 </ ') —X Application Control Engine Appliance
CiscolEBREEFXF1UTA PTSATA(ASA) VYT NIIT
Cisco Application and Content Networking System ( ACNS )
Cisco Extensible Network Controller ( XNC )

CiscoNAC 77 ZA4A TR

Cisco Nexus Data Broker ( NDB )

ATV Y—ERXAARAYTF

RO—=0BLATY EF21VTFT4 FNARA

ASA CXOAYTF A NFEH

Cisco ASA CX & Cisco Prime Security Manager
Cisco Adaptive Security Device Manager

Cisco Clean Access Manager

Cisco Content Security Appliance Updater Servers
Cisco Content Security Management Appliance (SMA)
SAORABHS AT L (IPS)

Cisco lronPort Email 2¥ 1 U574 7754 F VA
Cisco NAC Guest Server



Cisco Physical Access Control Gateway

Cisco Prime Security Manager

Cisco Registered Envelope Service ( CRES )

Cisco Virtual Security Gateway for Microsoft Hyper-V
Cisco Web Security Appliance (WSA)

XY RND—08EBETOED3ZVY

» Cisco Application Networking Manager

» Cisco Connected Grid Device Manager

» Cisco Connected Grid Network Management System
» Cisco Insight Reporter

» Cisco Linear Stream Manager

» Cisco MGC Node Manager ( CMNM )

» Cisco Multicast Manager

» Cisco Prime Cable Provisioning

» Cisco Prime Collaboration Assurance

» Cisco Prime Collaboration Provisioning

» Cisco Prime Home

» Cisco Prime Infrastructure Standalone Plug and Play Gateway
» Cisco Prime Infrastructure

» Cisco Prime LAN Management Solution ( LMS - Solaris )
» Cisco Prime Network

» Cisco Prime Performance Manager

» Cisco Prime Provisioning for SPs

» Cisco Security Manager

» Cisco UCS Central

» Cisco Unified Provisioning Manager ( CUPM )

» CiscoWorks Network Compliance Manager

* Local Collector Appliance ( LCA)

« AZT77ARAZ1ZT5—>328AY-)

Routing and Switching - Enterprise and Service Provider

+ Cisco ASR 9000 I —AHEHY—ERX EZ 21—/

» Cisco Broadband Access Center Telco Wireless

+ ASR1K, ASR903, ISR4400, CSR1000V, CBR8KI[gFCisco IOS XE

« Cisco ASR 9000V —ATF7 I V=23 —E R —%M@FCisco I0S XR
+ Cisco CRS/L—%Z HCisco I0S XR

« Cisco XR 12000 1) — X )L— & [@ I+ Cisco 10S XR



» Cisco I0S

» Cisco MDS 9000 Series Multilayer Switches

« Cisco Metro Ethernet 1200 > U —X 79t A FIN1 A

+ Cisco Nexus 1000V 1) —X AA{ ¥ F

» Cisco Nexus 3500 Series Switches

» Cisco Nexus 4000 Series Blade Switches

» Cisco Nexus 5000 Series Switches

» Cisco Nexus 6000 Series Switches

» Cisco Nexus 7000 Series Switches

» Cisco ONS 15454 Series Multiservice Provisioning Platforms
» Cisco OnePK All-in-One VM

» Cisco Service Control Operating System

+ Cisco Network Convergence System(NCS)6000[a (#10S XR

WN—TFTAVIBRTCRAYF T -AE—IL EZXRRA

« Cisco DPH1502/ ') —XMicroCellV ) 21— 3>

+ Cisco Small Business AP500 ) —X DA YL A T IEARSAV K
 Cisco Small Business RV 120W Wireless-N VPN7 7 4 7O #—)L
+ Cisco Small Business RV > 1) —X JL—#& 0xxv3

+ Cisco Small Business RV 1) —X JL—& RV110W

+ Cisco Small Business RV 1) —X JL—#A& RV130x

+ Cisco Small Business RV > 1) —X JL—& RV215W

+ Cisco Small Business RV > 1) —X JL—& RV220W

+ Cisco Small Business RV > 1) —X JL—#& RV315W

+ Cisco Small Business RV > 1) —X JL—#& RV320

+ Cisco Sx220 A1 ¥ F

+ Cisco Sx300A 1 ¥ F

+ Cisco SX500 &A1 ¥ F

» Cisco WAP4410N Wireless-N Access Point

Unified Computing

« Cisco Billing and Measurementt—/\3.30
 CiscotBEES{LED 1—)L

- Cisco Standalone ¥ ¥ #—/\ CIMC

» Cisco UCS Manager

+ Cisco Unified Computing”7 L — R4 —/XCIMC

» Cisco Unified Computing System B-Series (Blade) Servers

+ Cisco Unified Computing System E >~ 1J—X 7L —R #—/\



EEBLVPIZT77AROAZI2=Z5—>3> FNAA

» Cisco 190 ATA Series Analog Terminal Adaptor

» Cisco 7937 IP Phone

» Cisco ATA 187 Analog Telephone Adaptor

» Cisco Agent Desktop for Cisco Unified Contact Center Express
» Cisco Agent Desktop

» Cisco Broadband Access Center for Cable Tools Suite 4.1
» Cisco Broadband Access Center for Cable Tools Suite 4.2
» Cisco Computer Telephony Integration Object Server ( CTIOS )
« CiscoDXZU—=XIP 7%~

» Cisco IP Interoperability and Collaboration System (IPICS)
» Cisco Packaged Contact Center Enterprise

» Cisco Prime Cable Provisioning Tools Suite 5.0

» Cisco Prime Cable Provisioning Tools Suite 5.1

» Cisco Remote Silent Monitoring

» Cisco SPA112 2-Port Phone Adapter

» Cisco SPA122 ATA with Router

» Cisco SPA232D Multi-Line DECT ATA

» Cisco SPA30X Series IP Phones

» Cisco SPA50X Series IP Phones

» Cisco SPA51X Series IP Phones

» Cisco SPA525G

+ Cisco SPA8B0008 ;R—NIPFL 74— 4% —KJIT A

« Cisco SPA8B00IP TL 74— % —KRDUIA (4FXSKR—h & 4FXO R— M ZHE )
» Cisco TAPI Service Provider ( TSP )

» Cisco Unified 3900 Series IP Phones

 Cisco Unified 6901 IP 7 #* >

+ Cisco Unified 6945 1P 7 #* >

« Cisco Unified 88312/ 1) — XIP Conference Phone

 Cisco Unified 8961 IP 7 #* >

+ Cisco Unified 9951 IP 7 #* >

 Cisco Unified 9971 IP 7 #* >

» Cisco Unified Attendant Console Advanced

» Cisco Unified Attendant Console Business Edition

» Cisco Unified Attendant Console Department Edition

» Cisco Unified Attendant Console Enterprise Edition

» Cisco Unified Attendant Console Premium Edition

» Cisco Unified Attendant Console Standard

» Cisco Unified Client Services Framework

» Cisco Unified Contact Center Enterprise



» Cisco Unified Contact Center Express

» Cisco Unified E-Mail Interaction Manager

» Cisco Unified IP Phone 6921

» Cisco Unified IP Phone 7900 Series

« Cisco Unified IP Phone 8941 & & U 8945 ( SIP )
» Cisco Unified Intelligent Contact Management Enterprise
» Cisco Unified Operations Manager ( CUOM )

» Cisco Unified SIP Phone 3905

» Cisco Unified Sip Proxy

» Cisco Unified Web Interaction Manager

» Cisco Unified Wireless IP Phone

» Cisco Unified Workforce Optimization

» Cisco Unity Express

+ xony VIM/CCDM/CCMP

EFF. ANU=32T, FLTLEVA, 8LTNFVAOA—F12T FNARA

» Cisco AnyRes Live ( CAL )

» Cisco AnyRes VOD ( CAL )

» Cisco Command 2000 Server ( cmd2k ) ( RH X—X)
» Cisco D9824 Advanced Multi Decryption Receiver

» Cisco D9854/D9854-1 Advanced Program Receiver

» Cisco D9858 Advanced Receiver Transcoder

» Cisco D9859 Advanced Receiver Transcoder

» Cisco D9865 Satellite Receiver

» Cisco DNCS Application Server ( AppServer )

» Cisco Digital Media Players (DMP) 4300 Series

» Cisco Digital Media Players (DMP) 4400 Series

» Cisco Digital Transport Adapter Control System ( DTACS )
» Cisco Download Server ( DLS ) ( Solaris )

» Cisco Enterprise Content Delivery System (ECDS)

» Cisco International Digital Network Control System ( iDNCS )
» Cisco Media Services Interface

» Cisco Model D9485 DAVIC QPSK

» Cisco Powerkey CAS Gateway ( PCG )

» Cisco Show and Share

» Cisco TelePresence 1310

» Cisco TelePresence Content Server ( TCS )

» Cisco TelePresence EX Series

» Cisco TelePresence Exchange System ( CTX))

» Cisco TelePresence ISDN GW 3241



» Cisco TelePresence ISDN GW MSE 8321

» Cisco TelePresence ISDN Link

» Cisco TelePresence MCU (8510, 8420, 4200, 4500 and 5300)
» Cisco TelePresence MX Series

» Cisco TelePresence Management Suite ( TMS )

» Cisco TelePresence Management Suite Analytics Extension ( TMSAE )
» Cisco TelePresence Management Suite Extension ( TMSXE )
» Cisco TelePresence Management Suite Extension for IBM

» Cisco TelePresence Management Suite Provisioning Extension
» Cisco TelePresence Profile Series

» Cisco TelePresence SX Series

» Cisco TelePresence Serial Gateway Series

» Cisco TelePresence Supervisor MSE 8050

» Cisco TelePresence System 1000

» Cisco TelePresence System 1100

» Cisco TelePresence System 1300

» Cisco TelePresence System 3000 Series

» Cisco TelePresence System 500-32

» Cisco TelePresence System 500-37

» Cisco TelePresence TX 9000 Series

» Cisco TelePresence Integrator C Series

» Cisco Transaction Encryption Device ( TED )

» Cisco VEN501 Wireless Access Point

» Cisco Video Surveillance 3000 Series IP Cameras

» Cisco Video Surveillance 4000 Series High-Definition IP Cameras
» Cisco Video Surveillance 4300E/4500E High-Definition IP Cameras
» Cisco Video Surveillance 6000 Series IP Cameras

» Cisco Video Surveillance 7000 Series IP Cameras

» Cisco Video Surveillance PTZ IP Cameras

» Cisco Videoscape Conductor

» Cisco Virtual PGW 2200 V7 R AA Y F

 Explorer Controller (EC ) > AT A

» Tandberg Codian ISDN GW 3210/3220/3240

» Tandberg Codian MSE 8320 model

» VDS-Recorder

* VDS-TV Caching GW

* VDS-TV Streamer

* VDS-TV Vault

D4VLA



« Cisco3G 7T ALbhtIL D4YLA

« Cisco Aironet 600 > 1) —X OfficeExtend 7 7 A ;R1 > K

+ Cisco Mobility-Express, 1800/38007 V2 ARA > N7 7 X 1)

» Cisco RF Gateway 1 ( RFGW-1)

« Cisco Small Business 121 ) =X DA VYL A T IEARA b~

« Cisco Small Business 321 ) —X DA VYL A T IEARSA b

+ Cisco Small Business 500 ) —X DAY LA T7IEARSA b

« CiscoWAP37T1JDA YL AT VLARLA B

« Cisco D1 VYLAEFaIVT4 SF—NITA TFT7TV5—>32 (WSG)
+ Digital Life RMS 1.8.1.1 Cisco Broadband Access Center Telco Wireless 3.8.1
+ Small Cell factory recovery root filesystem V2.99.4 LAB&

PAARATY RF—ERAR

s ESRAETFAH—ERABELYTIRNVIT (BV)

c DAOADVZIRERTIATLER

» Cisco Connected Analytics For Collaboration

» Cisco Intelligent Automation for Cloud

» Cisco Proactive Network Operations Center

« JAOADAY A

+ Cisco SMB™M %

» Cisco Services Provisioning Platform ( SPP )

* Cisco Smart Care

» Cisco SmartConnection

» Cisco SmartReports

» Cisco Unified Services Delivery Platform ( CUSDP )

« Cisco Universal Small Cell 5000 ') —X (V3.42x VY7 NI I T &ET)

« Cisco Universal Small Cell 7000 ') —X (V3.42x VY7 NI I T &ET)

» Cisco Universal Small Cell usc-iuh

» Cisco WebEx Meeting Center

« Cisco WebEx /— R

s AX2Z5—>32/AZRKRL =234 0Y—=), REXZVEEY —I)L. Cisco
Unified Communications Upgrade Readiness Assessment

s F—REVE—HWMIL—LD—Y(DCAFUCSOL V&

c ICFYTF v

 Life Cycle Management Agent Manager ( LCM )

* MACD Process Controller ( MPC )

+ NetfRE

* Network Health Framework (NHF)

* Network Performance Analytics (NPA)

c 1D2OE1—



Partner Supporting Service ( PSS ) 1.x
Sentinel

Services Analytic Platform
HR—KERZIL
Web Element Manager

FHAM

20165F2H16 HIZ A& N 7=GNU glibcD i 551 & & & 1 IZBEE T B Common Vulnerabilities and
Exposures(CVE)IDIFIXD EH VY T,

Glibc libresovZ 4 7SV AR Y OR—ADO/NY 77 A—=N—70O—0ff5HEHE

glibclCcEENTWS libresovZ 4 7S5 OIEEHICEK Y, BIAETATVEWI)E—NOKREEN
FEEOI—RZR{TLEY, Y—EABE(DoS)REZFIZER LY THIAEEN BV ET,

C DML, getaddrinfoPdEZFEAL TT1T7IILA/AAAADNSO IV ZRITIBBONY T 7
NEBIACBEALET, RRICK2TE, BWIETSENYT7ORBEZHEATRENEE
RARENBLSBHETHREN BENZIBEENHWERT, RBEEG, BHRICHMI SN IDNSHEZ
B—=TY RATLICEBITRDZEILLY), COMBPUEEFERRTHAREEN BV ET. FLE
MACKDITRE, REENFMEENOI—RZRITLEY, DoSREZSIERILEVTIEDIC
FERTRAREMENHD. AZY IR—AONY T 7AFA—N—T7O0—RENF N)H—ZhD A
AHWEY,

AREFEMDIDEFECVE ID CVE-2015-7547T 9,

[B] 3 5%

[5]38# % I& 5# Cisco bugs |[ZF2# & i, Cisco Bug Search Tool ZfFA L TRERBETT .
BEZFRYTNIIT

ANV —ALEEBEBY INIIT PYTTF—RNEAV AN =) LEY), BEITBHR—K
EZHEYTEDOR, DALV AZCBAVEREVWEYTIRNIIT N=—>23 eET74—F+ &
YROKEBYNET, TEOXRSBYTINIITTYTIL—RZEZAARN=I., A7 O—K,

TORCRAFLERFZTOMOSETERALLBE. 8EZKEUATOUVICEE AL ATINOY 7
ROITSA D ADZKEBEILRS CEICRABLECEILBYET,

http://www.cisco.com/en/US/docs/general/warranty/English/EU1KEN .html

T, BEERFAVIRNVITZIIVO-RTEDOR, YAONSEE, $5WVEFPAORE
VS —FREEN—RFT—ASZOVYTRIITOEMBEZTA L AZRMEBL TVRHEICRY
£¥9, BE. ChIUEIBALLEYIRNIITOXYTFATYTIL—RTYT, BEOEF


http://www.cisco.com/en/US/docs/general/warranty/English/EU1KEN_.html

1UFA VYTRIIT FYTF—RNCE2T, BEECHLVWIYTIRIIT SV, B
YTRIIT 74—F % &Y M, FERATY— UETIY FYTIL—RICHTDHEERN N
BxhadlelEkdp)EEA,

V7RNDJDITOTY7TIL—REREFTSDHEE. http://www.cisco.com/go/psirt @ Cisco
Security Advisories and Responses 7—HA 7 #HEDT7 RNAHVESBL T, BEE2Z13
AEEMERERBT YT IL—RIYVI—3 0 2BRLTLEE,

WIFhoBEE, 7YTIL—RIBFNAALLTDBXEIN BB E, BLUOREN/\—R

DITFTEVIRNIITOBREIHFBRI) —ATEMGEL TEYBAYR—KIZHosnd

LT EEV, FHAKICDOWVWTIE, Cisco Technical Assistance Center ( TAC ) £ L < [F£#
LTVWBXTFA7ANAM X —ICBBLEbELLEE L,

H—EAZNZZFATELVEEK
AN SEEBALEANDATIOY—EARNZCFAVLEEZVWTVWEWES, i, Y—R

N=TFT A RVE—DPSBAVLENFMBEBRAVTINIITZBAXENSAFTERVEEE,
Cisco Technical Assistance Center ( TAC ) OB L TT7 YT IL—RZAFLTLKEE,

http://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html

BET7Y7IL—RONKREBTHAEEZTAAL TV EESLEDIC, BROZUTILESL,
K7 RNAHF)DURL ZZRAELSEE L,

HREE
$propertyAndFields.get("recommendations")
FTEMASH E NAHER

Cisco Product Security Incident Response Team ( PSIRT ) Tlk, &x7 RN/ HUIZREBEEh TV
PHRFBUEOTFEFNAEFHNETOARIIERLTBYEFEA,

H B8
C OB, 20165216 H CRed Hatds & UGooglels & 2 TAME hEL 1,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20160218-qalibc

X F] B



http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html
https://www.sourceware.org/ml/libc-alpha/2016-02/msg00416.html
https://www.sourceware.org/ml/libc-alpha/2016-02/msg00416.html
https://www.sourceware.org/ml/libc-alpha/2016-02/msg00416.html
https://www.sourceware.org/ml/libc-alpha/2016-02/msg00416.html
https://www.sourceware.org/ml/libc-alpha/2016-02/msg00416.html
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