Cisco
ASA3, safeaf 4 'a, 84, cA€@ ®IKEV1a€Sa, 3 IKEv2

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2016-
20160210-asa-ike 1287

& @a...~é-<e—Y¥ : 2016-02-10 16:00

ae0eEge se-"ae—¥ . 2016-05-18 13:50

if @afa, afsasf 1.3 : Fina

CVS&4,%4,%, ¢ : 10.0

&76€¢¢- : No workarounds available

Cisco af @4a,° ID : CSCux29978 CSCux42019
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SOPY5" SEVAA" €

i AQPREVI"QIQ8IRVe|EI@ 3, FI@ ! 53€,5,@0%312"Cisco
ASAQ3,%af+af"a, | é,§é,Céé_é€050“éé®é,ﬁé%J_rae€§§0®é1/24_ré\"(g_§,’é@—é@‘é,éQ_éﬁ/zae€§50(]550,é
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« Cisco Catalyst 65008, -af3af V.4, %4, 18, oaf faf @ 3€ 53, a€>Cisco
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 Cisco Firepower 9300 ASA3, »a, af¥afeaf ta £af ¢4  af¥afvaaf«
 Cisco ISA 3000 Industrial Security Appliance
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Cisco ASAS, Vifeaf 4 4 88,649 5€3, 3, 4f15f 5@ EIKEV1 39 %3O Y3@ TKEV2
VPNaZ¥c33, cp,4°Ta9™5,3, 39 15«2 " 40350+3, i@ | 59,5, 39 3€Q30%39V30 Easy
VPN&f@3f1h3f%03, ' §,83,¢8, 5f04,15,C3F5f 3 39 —3@ ' ¢ 40550 +3,E3@ 59,5, 50 5O«

IKEV14©%3©Ya€ IKEv2
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ASA3,.af+af"a,'a,83a,¢

Cisco ASA V4«35, 14 83, ¢4 5€@3, 3,3 15F 3@ EIKEV]1 59%3€ V5 IKEV2
VPNaeZ¥(985, cp,4°T40™3,<3, 5@ T3« 303565, E30 | 56,5, 39 3€HI19 3O B8, 181t eES:

 LAN é&" IPsec VPN

« IPsec VPN &f©34 od Caf3af 5, 8o’ 8@ —a@Yarafcafias a,ca, a»a, VPN
« Layer 2 Tunneling Protocoli¥/s' L 2TPiY/o-over-1Psec VPN a2 ¥cTs

* IKEv2 AnyConnect
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ASAZ,:3f-35°3,15,55,C50 39 30®8,Ta%t2€55Q®A11EY; 5, 89— 393, "3€,

» 8 af©3 o Caf3af af-a 1 SsL
* AnyConnect SSL

Cisco ASA@ EIKEV13€%43@Ya€ IKEV2
VPNaeZ¥c935, cy,c« a@™a,3, 39159« a®3393,E
show running-config crypto map | include

inter faced, 3af 7Af38f %o, a4 8@ —a3 € | € QA1°8S 3@ Ee"5€+5, 3 "3@ "3,CC° QAP —3 QU3
outside mapa® 3€,3Q@TIQ Q3% QPIQ®rS—a@-afzaffaf—a@E

outsided, oaf33, ¢(AfYAf+8, 84 03 @« AR3IP+3,Fi@ | 5€9,3,39"39 "3,/(1°iQ—3@ 5@, IQNIQP™E

an

939,339« 3Q0IQPTI@ A,/ QO™



ciscoasa# show running-config crypto map | include interface
crypto map outside_map interface outside

o T/ ARGV 5, 59 %IQVIO & ARIIOBE €65 3O TAZVS 3953€ 9, aFaf—aF af7affaf—3@C
IKEV15@ Eee%odS 59«39 5 QLIQ 59,5, 30 50 3,/ QIO™5,EP«I @ €Px-aQ®33f

« show running-config crypto ikevl | include enabled, 3af 2&f3af %oi%4 Cisco
ASAZ Yoafaf 4, 18, 88 CAfoAfAfY.E, 18.45>¥E™ 114 %0

 show running-config crypto isakmp | include enabled, 3af z&f 3af %014 Cisco
ASAZ Yoifeaf 4, |8 85 CAfeafaafYy.d, 17.2.1 ivs2 8.4¢" 1Yo

 show running-config | include isakmp enables, 3af zaf 3af %o Cisco
ASAS Vafaf 4, 8 83, Cafafaf VA 17.2.18, "8, S8%0€1%4%o0

IKEV25€ Eee%08S 3@ «3 Q3 QL3 | 5€,5,59"53€ "3,/CC°° QO™ 5«39 3€€ show
running-config crypto ikev2 | include
enabled, Jaf7af3af %od,  8Yoc (" P —a€ | AEQATAS 39 T, 593, F5 39 3@ "3,/ QIOP—F QW4

Easy
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Cisco ASAE Y-8f+3f 75,15, 85, ¢3@ a€€3,-3,'aftaf @ EEasy
VPNaf@afuaf%od, | d,83,¢a, af©a,n3,Cafaf a9 d@—i@ e a®35@ 3, E3@ | 3€,53,<3 39 IEQ T4

4, -8, 1af taf a@EEasy

VPNaf€@afuaf%od, | 4,83,¢a, af0a,03,¢afaf 3@ 3@ —a@ | a®39+3,E3€¢ | 3€,5,<39"3€ 3,'cC
show running-config vpnclient | include

enabled, 3af78[3af %od,” dloc " AP—a €@ | SEP 18539 Fe;"3€+3,E5,< 39 "3€0 "3,/ CC°°QIOP—3 QW4
VPNaf@aflhaftod, ! 4,83,¢3, 3f04,05,¢affaf 3@ 39 —3@ | ¢ a®33€+3,E3QYCisco
ASA3,'cr°a@—3€@ | 30, @HIQP™AE,

ciscoasa# show running-config vpnclient | include enable
vpnclient enable



& i/ SEasy
VPN&f@af14af%03, ! 5,83,C3,”4f03,n3,CAF5f 3@ 39 —3@ & 4®33€+3,EaYCisco

ASA3,1,3f-3f"3,' 4,83, 39839"3€®e,T8%+€83,'4 @2£ OC" 3Q™A,IQP I FEQr"»x'fEE. 3¢
ASAG@«e, 2, @3Q®3,5,VPN3,LAFLIfO I GO ®RZYCY3E,3% 3 M5€0™5,3;...8 | QIO EIQ,5,5:

8, T4/rtoe€83, 49 «a,"89839,80°30,39" 39 aQOECC°°QaHa,EaPYe£13"O
3@ ®3,-3,5,20£163" @I «I 955, 3€ | €@ "aQP®A,Caf%0af @A, 03, N5l IP®EV1EY:E, 4@ —3
a,»8, af¥afeaf ta, £a¥AR3a¢p ®¢—se-j

Cisco IPS4, -8, °&f Af @af£7169-03€53,"53€°7169-15€ “Snort SID
369033€53,"3€°376745983@ 3€QI9"3Q®L,T81+2€83,5,92£3"OC" " 5O™E,20 | 5€:3, enedi°

D76 G-

3O "3Q®E,Ta1+2EEI P« Uit AO™I D76 Qc-3@ 3€,5,550%3€>3,"3E,
ac®xfx"a@éa,%2afaf aq, a,84a,¢c

5,-5153%€ 30"3Q®3,Caf%af@a,03, 9515 «@ "81%%0a @ 3, EIQVe,Ta%+eE85€«a %at! 3O™E i
af@afa, af8a2a€ af+a,£afhaf@aft

d»affaf a@«d %hiQ9P—ai@ é@@é@gé@"éOaé,§é0%50“5&50050@&“5\0’@Qaé,%éf-éf“é, 13,83,
http://www.cisco.com/en/US/docs/general/warranty/English/EU1KEN .html

QNI VIEPIQOSI®C2E 3 ES, 1543, 4,85,¢5,aF€5, | 3afaf143f%0a @8I @3, AOPPIY 3€Q3,
3,Caffaf—a, af-af1uaf%oa @8a@™a€,c,ia, Ya@®a,»3,af¥afafta, £ a,%af-af"a,!4,83,¢
3,Caffaf—aftafuaf 5@ «8, " 3QLiQ  A€HIQSI®( XS 1P «x-°59—39,3,1,3f44,15,83,¢
3f03,n3,»38, 3€@ ;58S &,1,3f*5f5,5,83,¢ af+3,£aFhafQ@AfE

a»affaf a€@a@a@Ya@ af;a, af£afn afafa, afsaf
5,Caffaf—a,°af~af1haf%oa @ «d %IQP™a " O™ PIQPEi»"3 73€+3,F5,59"3€ 30 39,5,559%3€

8, V58f+af 4,5, 88, CA@ ®3F, CAffaf—3a,°af~af 143 %03, enced 3@ ™3 ,<4 ‘3@ 3@ €@ http://www.cisco.comc
4@ ® Cisco Security Advisories and Responses

8,Caf%a, «d,naf-4,,a%Ec3a @ ®4,caf%0af @4,03,94f°3,3@.C..88 @—3@ | 4€E@a%PAR’E, 4O —3@'3,<4
a,)rafaf¥afa, 4584’4, cC°° Qi@ —i@Q | QO QIO 30 30,5,



http://www.cisco.com/en/US/docs/general/warranty/English/EU1KEN_.html
http://www.cisco.com/en/US/docs/general/warranty/English/EU1KEN_.html
http://www.cisco.com/en/US/docs/general/warranty/English/EU1KEN_.html
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt

50,3953, F3Q®3 3@ 3, 3€@Q35,Caffaf—a,°af-af1haf%oa@™a,aftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance
Centeri%a"TACi%%o03, i @—3@ @3¢ AY'(,i@—a3€ 3,3, éfiéﬁéﬁéfééﬁéﬂéf—éféf@é,néﬁéf%éée

8, fAfvAaf a,18¥ ¢, 4,49 8" O¢" " a9 83 923€,3053®Cxs"

8, 8,18, %5€)3,%00 27¥e% 3. Y@ —3@ Vi@ E5,-3,'3 5@ ®3,pafkafa, ' a¥c ,5,/49"8°0¢" 5€,39Yie
AfMAFPAFEAS1A3€<a,%02%144.. ¥IQP—3QYIQ TS, ®efr, 3€:3,1,af3f3,13,83,¢3,8%%4...¥4..."5€ <3, %o
Technical Assistance

Centeri%a"TACi%4%03 @ «é€£cUid@—a @ | 3,Caffaf—a,°af~af%af%0d,'a.. ¥ % i @—3@ | Q@I 3@°3
http://www.cisco.com/c/ja_|p/support/web/tsd-cisco-worl dwide-contacts.html

C,id, Y3 Caf faf—a, °af ~af Vaf %o a@p®a 4e+ief13"@3@83€,3,«39"3@ 3,'e Var”™ Za@—a@ 5€,3€VYa
URLG/'4@"¢" ®, 9i0@i@ 4030 ,3€,

4 ®axfx @ afrafrasna,’
& dQ®e| IPIQ €QI | IOBI—3@«aE@Cisco ASA §,%2af-af"4, | 4,83,Ca@®afia, afEafa

af*afeafua,'a, crea @ —a@hAQP™AE, QORI —3€ A€QASfia, afEaf A
afraseasfa,a€@ Exee-3a,caf%af@a,na, affa@«e "e%%id @—i@ | 3,3, 8, Ta%tr€85@«L0%3"a @

Cisco ASA First Fixed
afia,,af£af%a ReleaseiVs 4;®afi€a, Ea@Yretd  @a@®afaf afa, 1%%o.
AfGfaa YA,
7.21 80287 &€,9.1(6.11) o ¥E™ @3 @ «(8»e|E3Q9—3@ | IO VIO 393 9,3,
8.0l 80284 3€,9.1(6.11) K™ Q3@ «(8» | FIQ—i@ 59 QIO 3039 ,3E,
8.1l 80284 3€,9.1(6.11) K™ Q3@ «(8» | FIQ—i@ 59 QIO 3639 ,3E,
8.2l 8.2(5.59)2
8.3! 8028Y4 3€,9.1(6.11) ™ Q3@ «(8» | FIQP—3i@ 59 QIO 3639 ,3E,
8.4 8.4(7.30) &™)
8.51 Not affected
8.61 €024/4' &€,9.1(6.11)»¥E™ @@ «(8»e|EIQ—3@ | QO QIQ 393 9,3€,
8.7 8.7(1.18) a»¥E™@
9.0 9.0(4.38) &»¥E™@



http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html

9.1 9.1(6.11) a»¥é™ @

9.2 9.2(4.5) &»¥e™ @

9.3 9.3(3.7) a¥e™ @

9.4 0.4(2.4) o ¥e™ @

9.5 9.5(2.2) &¥E™ ¢
1 Cisco

ASAS VAf+af 4, 8, 85, Caf VA, 17.256€8.05€8.13€98.23€98.35€98.55€93653,"5€38.659 3€&
2 Cisco

ASAZ Vsaf+af 4, 4 83 CAfoafoafya 18.25¢ a€@201538" 1000 212 —Ya€«3, 1444, 5,83, Caf;af>afTasrs
ASAe£1-3"@af@af1haf 3@ F€QPIQ"aQPRI-@EEaQ«d %At |a@™3,<3,28f3,ud,03, af«afafiara,’a,

8,Y5Af+Af 4, 4, 58, CAQ ®AFED, | GF 36,0146 %0

Cisco ASAS 1af+af "4, !4, 83, ¢a€ €€ Cisco.coma€®Software
Centera€<3,%ohttp://www.cisco.com/cisco/software/navigator.html € «3,¢ 8, 8,»3,'a@—a€ | 3f€a, | afafafy

Cisco ASA 550083, -af3af Y8, %6€p ©3; 00873, »3,af¥af5f13,£5,Caf—3f04,n3,C5F5,'3€55,"3€>Cisco

ASA 5500-

X3, -af2af1ua,ce—ia,-a»£4af3,i3,13,¢3, | 3,03fhaf«3@Q®3 'aQ 3@ I€QPx-jaQ®Af3,'aQP«(8»a-3QP—3€
Releases] > [Interim] &4, af%ff4, a@—a@%a@™aE,

[e£53" @(Products)] > [a,»a,af¥afafta, £(Security)] >

[afa,ja,na,¢a, | a,0aFhaf«(Firewalls)] >

[6©©a;edZd,»a,af¥afasta, £35,caf—afoa,na, casfa, (ASA)(Adaptive Security

Appliances (ASA))] > [ASA 5500-Xa,-af*af%a,caf+q,ja,=a,ca, | a,0afhaf«(ASA 5500-X Series
Firewalls)] > <Cisco ASAaf¢aftaf«> > [a,-af£aF%a, -4 Sa®4a,LafaF a,! 4,83, ¢(Software

on Chassis)] >

[6©©a;edZd,»a,af¥afasta, £3a,caf—afoa,na,casfa, (ASA)a, 2af-af 4, a,8a,¢c(Adaptive
Security Appliance (ASA) Software) Cisco Catalyst

65008, -af&f /.8, °4, 18, oaf faf @3 53,"a€>Cisco 76003, 3f23f%3,°af«af14d,:¢" Cisco

ASA&,paflaaf a,'afca, afYaf1haf«3@®a a@ i@ €QPx-id@®afa,'a@«(8»AIQP—3@haQP™IE, RS«
Releases] > [Interim] &4, af%ffa, a@—a@a@™a€,

[e£22" € (Products)] > [Cisco Interfaces and Modules] > [Services Modules] > [Catalyst

6500 Series / 7600 Series ASA Services Module] > [Adaptive Security

Appliance(ASA)Software] Cisco ASA

1000V 3, 3f©4, 1af %odf *3, |3, 08, ¢4, 15 O8f VA «G@®3 3@ 3@ F€Q@x-id@®afa,'a@«(8»33@—3€3%i@


http://www.cisco.com/cisco/software/navigator.html

[e£23" @(Products)] > [a,»a,af¥af*afta, £(Security)] >

[aFa,;a,na,c¢3a, | a,0afhaF«(Firewalls)] >

[6©©a;eaZid,»a,af¥afasta, £3a,caf—afoa,na, casfra, (ASA)(Adaptive Security
Appliances (ASA))] > [ASA 1000Va, afO4, | af%o0af+4,ia,=a,¢a, | 4,0afhaf«(ASA 1000V
Cloud Firewall)]

Ciscoc@ ©3a; edz«d,»d,af¥afafta,£a»®afs, ¢af—af04a,13,¢af’8,"(ASAV)a@R®3 4@ 3@ €@ x-3@®:
[e£53" @(Products)] > [a,»a,af¥afafta, £(Security)] >

[afa,ja,=a,¢a, | a,0afhaf«(Firewalls)] >
[é©©a;0eaZd,»a, af¥afasfta, £a,caf—afoa,na, casra, (ASA)(Adaptive Security
Appliances (ASA))] >

[6©©a;edZd,»a,af¥afasfta, £35,caf—afoa,=a,cafa, (ASA)(Adaptive Security Appliance
(ASA) Software)] Cisco Firepower 9300

ASAGf (3, AfYafVAf«E@®3 a@ d€Qx-d@B®If3,'a@«(8»Ac 39— @AY ™IE,

[e£53" @(Products)] > [a,»a,af¥afafta, £(Security)] >

[afa,ja,na,¢a, | a,0afhaf«(Firewalls)] >

[ee-jd-an£afq,ja,=a, ca, | a,0afhaf«(NGFW)(Next-Generation Firewalls (NGFW))] >
[Firepower 90004,-af°af%a,°(Firepower 900 Series)] > [Firepower

93003,»a,af¥afafta, £a,caf—afoa,=a,cafa, (Firepower 9300 Security Appliance)] >
[é©O©a;eaZid, »a, af¥afasta,£a,caf—afoa,na, casf’a, (ASA)a, 2af-af 4, | a,8a,c(Adaptive
Security Appliance (ASA) Software)] Cisco | SA 3000 Industrial Security

Appliancefi®@®3 3@ 3@ €@ x-id@®afa,'a@«(8»33QP—3@3%haQP™aE,

[e£122“ @(Products)] > [a,»d,af¥afafta, £(Security)] >

[aFea,;a,na,¢3a, | a,0afhaF«(Firewalls)] > [3000 Series Industrial Security Appliances (ISA)]
> <your Cisco ISA 3000 model> >
[6©©a;edZd,»a,af¥afasfta, £35,caf—afoa,na, casfa, (ASA)a, 2afaf 4, a,8a,¢(Adaptive
Security Appliance (ASA) Software)]

4 QRESOC" " 4%EVEQ 8.~V @R "

Cisco Product Security Incident Response
TeamiVs PSIRT Y2039 83€ a€@x0e-3,Caf%iaf€@a,nd af @ «e "e%%id@ 3, i€ | 3€,3,¢,Taltet

Exodus
Intelligenced€® x®-id@®3 2% @8a...~é-3f-3f3,°3, Q@@ aiQP—3@ | 3€,3@HhIG™IE,
https://blog.exodusintel.com/2016/02/10/firewal l-hacking/

20168 58508 17ee—¥a€@p «3€€@Exodus
Intelligenced® 3@ ®3 x%€a@8x!,4;pa®Ye 1%3,'a, afaf—3af 4, a.. 63 QP—3QHhIQP—I Y ¢



https://github.com/exodusintel/di sclosures/blob/master/CVE_2016 1287 PoC
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4@ "3@®e,Tal+x€83€¢ F€@Exodus Intelligenced€@®David Barksdaled€€)ordan
Gruskovnjak3€@3€53,"3@Alex
Wheelerd@«3," 3@ £3€ '3,3,'3,°5@«3 +8'S3€+3, E39 %39 —3OYaE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160210-asa-ike

o' 1g", at¥ee

af @afvaa, afsas a5/

1.3 8. "6~<¥0C" 3QPREQP (" 2E8IQP«E-CTQ™F ef...4 +5,'8,%43S 3€,

19 GEES, TaVataeE8a@ Ed"d0e " AQ@ ™A «L1L3"Q 3@ "3;®refe, d€@:a,%afaf"3, | 4,83,Ca
' of Compromised€«3,-3,°3f Af @afE3,'e;%4S 3€,

11 &€ZIndicators of Compromise and ExploitationiVs &%4... ¥a@ ~ae,%¢" " a@®¢—+&-{i1%4%0 €
' Announcementsit’"4...~8%€@C™°8; "11%o3€ @3, e; 128S =f..& +3€ 3@ 3, 3@«

1.0 & Q@a7a...~6—afafearia,

d'C¢" elO¢ .,

ae0ed, Caf %odf € 3,053,953 @ ¢,i8; 98 %hIQP®I, IQOPIQ IQO—iQ IO 2QQIWIO—3€  3653,55¢
e0e-3,Caf%0af 3,03, 933 ®ef...8 +t3€55, 43358, aQ®a1i (" Q@ «é-CAP™ @2 I P B®E €
3ONIQOVIEHE,3,3,°5€ 20e-3f%03,Af¥AfaFAf GQ®AT..AR'E,8°°8'SA 3@ —a @ «an%oe> 3P —a€
a3, CAf %oaf @ 3,03, 953 @@ "8;°81.. . AR5 Q«E-CAP—3 | =f..4 +6..€4;i3€® URL
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