Cisco Application Policy Infrastructure
Controller2@®a3a,¢a, a,»a,'a"9ax%;a@®e, taltaes

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2016-
Hi gh 20160203-apic 1302

& @a...~é-<ae—Y¥ : 2016-02-03 16:00

df @afa, afsasf 1.0 : Find

CVS&4,%4,%4,¢: 8.5

&76€¢¢- : No workarounds available

Cisco af@4a,° ID : CSCut12998

B Yore&5@«ad,"a cef...a t3@ a€HPe+e?73P«a, a,«aZYe-ft3OPEGZA..., a1 a4
Al
av el@

Cisco Application Policy Infrastructure Controller(APIC)a€@ ®Role-Based Access
Control(RBAC)3@®¢, t3%+€85€p«3,"3,55€ @@ 1433, 3@ YAFAFCafhaf af | aF 143,95 EF€He

G "3@®e,TaV+tr€85¢ FE€QRBACAT] gQTéFéf%éf%oéO@éQ@ae 1afa, affa, d@«eu-d> a@—a@Aa:
State
Transfer(REST)e | @a+,3,APICA@«é€@4;|a@™3 3@ 3@ Qi€ Qi@ "a@®e, Ta1+r€83,'a @rL£A"C

§,-8,5%€ J@"'de®e,Tal+txec8a@«a %t a@™a,3,%%afaf4,)4,83,Ca,caffaf—aftafnas a,afrasrasry

Q"3 ®3,Caf%oaf€a,na,q éfaéO_ae—'ié0®é.faéf3§,_é0§g¢°é3050§§0050%éémé€,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20160203-apic

e02aYs efvod" @
&, TaVat k8@ ®a@,a,«e£%3" &

EAQPRLENS" QI FEQLO2 3 af@afsd, 3f8aF 5@ ®4,af~af"3,!5,85,(5,ARYe|EIQ—3@ | 5@,8

. 1.0(3h)3€33,°3€%1.1(1))3,"5,53%0 @ 5@ ®3, 23353, 5,53, Caf@afa, 355355, a@Ye; E5@—3a4


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160203-apic
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:M/Au:S/C:C/I:C/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut12998
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-1302
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-1302

Application Policy Infrastructure Controller(APIC)
« 11.0(3h)a@S53,"3€>11.1(1))3, 8,53% @3 ®3, 1,355, ! 5,83, CaFf@afa, 3f83F°5, 4@V E5@—
Nexus 90003,-af*af%a,°ACIafCafuaf%od,"a,naffaf @
59 3@®e,1a%+2€85Q €4, 3,°afAfQAFLAI™EfE,a@BAES af05,93, a,4f833€@%i@Yie
&, TaVrac€8s,’ 49 «a,"89839,39%39,30"30 39 ECC QIO 3, EIHQYeLLI"Q
—EQ®3, 5,3 f18"QIP«31953,50 | I£HIQ"TOB®E, Caf%af@ 5,05, N5 3Q®I+éY; 3,89 —3
DZEQP G-
5@ "3Q®, 181+ 2E53Q«d %At | AQ™I,H7E@ic-3Q 3€,3,559%39>8,"5E,
aRxfx a@¢a,2afaf " a, | a,8a,¢
5,415,359 3@ 3@®3,Caf%0af€@a,03,93f3@« "2%h% 3@ -3, EIQYe,TaV+2€85@«a %At dQ™E <G,

af@afna, afsafae "af-a tafhaf@ast
3»>affaf 3@ «d %IP—3Q IORIQP; IO 3193539 UIQO™MIE IO VIO, 391563, 1%3f4F 5, 5,83,

http://www.cisco.com/en/US/docs/general/warranty/English/EU1KEN .html

AQNIQPYVIEHIQOSI®C2E 39 ES,1afaF 3, 4,85,¢5,aF€5, | 3PaFaf143f%0a @8I @3, AOPPIY 3€Q3,
3,Caffaf—a, af-af1haf%oa @83 @™a€,c,ia, Ya@®a,»3,af¥afafta, £ a,%.af-af"a,!4,83,¢
3,Caffaf—aftafuaf 3@ «8, " 3QLiQ  I€HIQSI®C XS 1P «2-°59—39,3,1,3f45,15,83,¢
3f03,n3,»38, 3€@ ;58S &,1,3f*3f5,5,83,¢ af+3,£aFhafQAfE

a»affaf A€ @a@a@Ya@ afia, af£afs afafa, afsar
5,Caffaf—a,°af~af1haf%oa @ «d %IQP™a 2" O™ PIQPEi»"3 73€+3,F5,59"3€ 30 39,5,559%3€

8, 158f+af "4, '5, 88, CA@ ®3, CAffaf—3&,°8f 8435 %03, enced " 73Q™5 4 3@ 3@ F€Q
http://www.cisco.com/go/psirt #@® Cisco Security Advisories and Responses

3,Caf%a,«a8,0af-3,,a%ECYSa @ ®3,¢af%0af@4,25,95f°3,3€.C..80@—3 @ | 3€E@a%PAR’E,' A Q@—3@'d 3
3,%a8f%3f¥af%3, 38313, ¢C°°QIiQ—3iQ | i QQIO 30°30.3€,

50,3953, FI@® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,3ftaf@d,13,'5 @« @3 Ta@2afiafca
Technical Assistance


http://www.cisco.com/en/US/docs/general/warranty/English/EU1KEN_.html
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt

8, ffvaf  &418¥ ¢, 4, 49" 0¢" " 49839*39,a9Sa®Cxs"

8, -8,18,35€p<8, %00 R 7¥e3 4. Y39 —39YieE5,3,'5,°39®3,uaf143'5,'8¥'C,4,/49"3°0¢" " 39,39V
fMAFEfEaf 143 €8, %0144, Y3 QP —3@YIQ Ed; ®efe, 393,235 43,1 5,83,C5,2%143...¥4...” 393, %o
Technical Assistance

Centeri%a"TACi%4%0d @ «é€£¢Uid@—a @ | 3,Caffaf—a,°af~af%af%od, a... ¥ % i @—3@ | Q@I 3O°3

http://www.cisco.com/c/ja jp/support/web/tsd-cisco-worl dwide-contacts.htmil

C.i4, V& CAf fAf—3, B -8 VAf %od@®S %4215 @ IQ5IQ,5, 39 "5 3¢ e 150—30 ' 56,50V
URL §,/3@"¢" ", @iQ@i@ i@ 3@ ,aE,

ac®xfx a@saf@asfa, afsasr

1.0(3n)5953,"5031.1(1))3,"3,58%0 @39 ®3, 2333, | 5,85,C 3f@af k3, 5f555, a0V 39 —30 ' 5€.3
Application Policy Infrastructure

Controller(APIC)3 @ Ea%:+éY: 3, 8@ —3 Q'@ %I Q™€ 2€d" QIQP®i; Rrfr, 34 af1%3,"5, ]

. 1.0(3h)E¥E™ @
o 1.0(4h)E¥E™ @
o L1(L)a¥E™e
e 11(2h)a¥E™@
o L1(3)a¥™MG
o 11(4e)5¥E™
o 1.2(1i)a¥E™@

11.0(3h)é®§é,“é@31 1.1 (1j)é,“é,§é%o@é@®é,1/zéf-éf‘é, : é,§é,Céf@éf%é,,éﬁéﬁé,’é@\?éiCEéQ—éQ 3@
Nexus
90005,'éfaéf%é,°ACIéfCé.f%é.f%oé,1é,néfféf@éQCEéVziéVgé,’éQ—é0’5Q%QQTM5€,aeoe€é‘050®ég®e

. 11.0(3n)@¥E™ @
o 11.0(4h)E¥E™ ¢
o 11.1(1))5p¥E™ @
. 11.1(2h)E¥E™ @
o 11.1(31)a¥E™e


http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html

o 11.1(46)5¥E™ @
o 11.2(1)En¥E™ @

4 @@L OC" " 8%AYEQ 4.~ YO ™08 "

Cisco Product Security Incident Response
TeamiVs PSIRTY%03€p d€@ee-a,caf%oaf@a,nd affa@«e "e1%od @3, E3Q | 3@,a,¢,TaV+r€85€¢

R108...
3@ "3O®e,Ta%+r€83€@ I€QAT..6f 3@P83O®A,»3,af¥afaft3, £33, "a@8s¢™oe EL SERGER N ERES

URL

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20160203-apic

o 1, kYo

af@afa, 3F5af Eavi 83,3, AfSaf3| & 1aftafvA A  ee—Yar

2016 & 2 a0 3

10 °A0é>2é_,,—-é—<é~faéfa§.f%é,1 _ Flnal
e—¥

aog" elec,,

aee-3, CAf%odf 93,103,933 8,98 hiQP®], IQPRIQP 19—iQ 59 ' QP PIWIO—IQ  553,535¢
e0e-3,Caf%0af @3, 13, 15 3@®xS...4 +3€53," 30358, 3@®a ¢ 3@ «é-CAQ™3,@2-Em TP B €
3ONIQOVIEHE, 3,350 20e3f%05,f¥afAFEF GQ®AT..AR'E,8°° 853 @ —a€ «an%oz> 3P —a€
a8, CAf %oaf 4,108,935 Q@®e 8281, . 4R '5Q«é-CAQ—3@ | 2f..& +6..95;i5€® URL

3,'CeQCYiQO—IEQIQ -IPB®E»CeU%0a,, 2, @ 35, 'e-1L39—39Y3 4@ FE€PI " (vHhIQPECRcO
3O"3Q®3f%03,af¥afiAfAf 4@ ®xS..& +3Q 3€94,5,'5,3£1L8"QFQ®F, A A %0af | 3f143,93, 8 el


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160203-apic

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



