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#1~B B : 2015-12-09 16:00
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N—>3 2 1.1 : Interim
[E138 %K : No workarounds available
Cisco /X% ID : CSCux34567 CSCux34688
CSCux34720 CSCux35135 CSCux34715
CSCux34833 CSCux17638 CSCux34953
CSCux34835 CSCux34955 CSCux34754
CSCux34874 CSCux34671 CSCux34792
CSCux35044 CSCux34672 CSCux35046
CSCux35085 CSCux35084 CSCux34591
CSCux34708 CSCux34705 CSCux34827
CSCux34668 CSCux34667 CSCux34942
CSCux34669 CSCux34664 CSCux34982
CSCux34589 CSCux34665 CSCux34742
CSCux34781 CSCux35070 CSCux21425
CSCux34859 CSCux34612 CSCux34656
CSCux34575 CSCux34652 CSCux35147
CSCux34853 CSCux34974 CSCux35106
CSCux34852 CSCux34572 CSCux34692
CSCux35022 CSCux34690 CSCux18412
CSCux34645 CSCux34725 CSCux34647
CSCux34922
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34567
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34688
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34720
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35135
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34715
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34833
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux17638
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34953
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34835
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34955
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34754
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34874
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34671
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34792
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35044
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34672
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35046
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35085
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35084
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34591
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34708
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34705
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34827
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34668
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34667
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34942
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34669
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34664
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34982
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34589
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34665
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34742
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34781
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35070
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux21425
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34859
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34612
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34656
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34575
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34652
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35147
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34853
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34974
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35106
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34852
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34572
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34692
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35022
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34690
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux18412
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34645
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34725
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34647
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34922
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6420
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6420
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http://www.kb.cert.org/vuls/id/576313
http://www.kb.cert.org/vuls/id/576313
http://www.kb.cert.org/vuls/id/576313
http://www.kb.cert.org/vuls/id/576313
http://www.kb.cert.org/vuls/id/576313
http://www.kb.cert.org/vuls/id/576313
http://www.kb.cert.org/vuls/id/576313
http://www.kb.cert.org/vuls/id/576313
http://www.kb.cert.org/vuls/id/576313
http://foxglovesecurity.com/2015/11/06/what-do-weblogic-websphere-jboss-jenkins-opennms-and-your-application-have-in-common-this-vulnerability/
https://blogs.apache.org/foundation/entry/apache_commons_statement_to_widespread
https://blogs.apache.org/foundation/entry/apache_commons_statement_to_widespread
https://blogs.apache.org/foundation/entry/apache_commons_statement_to_widespread
https://blogs.oracle.com/security/entry/security_alert_cve_2015_4852
https://blogs.oracle.com/security/entry/security_alert_cve_2015_4852
https://blogs.oracle.com/security/entry/security_alert_cve_2015_4852
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20151209-java-deserialization
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20151209-java-deserialization
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 Cisco Unified Integration for IBM Sametime
» Cisco Unified Workforce Optimization

EFF, ANU=2Y, FLTLEYR, BLFRSVAD=F 1Y FNAR

» Cisco TelePresence 1310

» Cisco TelePresence System 1000

» Cisco TelePresence System 1100

» Cisco TelePresence System 1300

» Cisco TelePresence System 3000 Series
» Cisco TelePresence System 500-32

» Cisco TelePresence System 500-37

» Cisco TelePresence TX 9000 Series

fesEtndH2HRm

RORIC, X7 RNAHF)ICREEE N ERBUEOXEZZ TR AAHMERLET,

B0 Defect Fixed .rele.éses
availability
T—7IL EFA

Cisco WebEx Meetings Server versions 1.x CSCux17638
Cisco WebEx Meetings Server versions 2.x CSCux17638
Digital Life RMS 1.8.1.1 Cisco Broadband Access Center

Telco Wireless 3.8.1 CSCUx34660

Collaboration and Social Media
Cisco SocialMiner CSCux34833
Cisco WebEx Meetings CSCux21425
XYND=O TF7TVTr—>3>, ¥—ER, 8LV TIEIL—23>

Cisco InTracer CSCux35041
Cisco Network Admission Control (NAC) CSCux35101
Cisco Visual Quality Experience Server CSCux34725
Cisco Visual Quality Experience Tools Server CSCux34725



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux17638
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux17638
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34660
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34833
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux21425
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35041
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35101
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34725
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34725
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Cisco ASA CX & Cisco Prime Security Manager CSCux34742
Cisco Clean Access Manager CSCux34981
Cisco ldentity Services Engine ( ISE ) CSCux35116
Cisco NAC Appliance ( Clean Access Server ) CSCux34982
Cisco NAC Server CSCux34983
Cisco Secure Access Control System ( ACS ) CSCux34781

XY ND—0BBET7OEDIZ2Y

Cisco Access Registrar 7 7’24 T A CSCux34652
Cisco Cloupia Unified Infrastructure Controller CSCux35070
Cisco Configuration Professional CSCux35040
Cisco Digital Media Manager CSCux34692
Cisco Insight Reporter CSCux34694
Cisco Prime Access Registrar 7 7’547 > A CSCux34652
Cisco Prime Access Registrar CSCux34955
Cisco Prime Central for SPs CSCux34667
Cisco Prime Collaboration Provisioning CSCux34669
Cisco Prime Home CSCux34666
Cisco Prime Infrastructure CSCux34665
Cisco Prime LAN Management Solution ( LMS - Solaris ) CSCux34647
Cisco Prime License Manager CSCux34705
Cisco Prime Network Services Controller CSCux34672
Cisco Prime Optical for SPs CSCux34656
Cisco Prime Performance Manager CSCux34953
Cisco Prime Provisioning for SPs CSCux34664
Cisco Prime Provisioning CSCux35084
Cisco Prime Security Manager CSCux35106
Cisco Prime 4 —E A AZOTJREBT 754 T2 A CSCux34715
Cisco Security Manager CSCux34671
Cisco Unified Intelligence Center CSCux35044
Local Collector Appliance ( LCA) CSCux34812
AZ774ROX2Z7—2328AVY-) CSCux34584

Routing and Switching - Enterprise and Service Provider

Cisco Broadband Access Center Telco Wireless

CSCux34645



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34742
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34981
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35116
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34982
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34983
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34781
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34652
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35070
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35040
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34692
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34694
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34652
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34955
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34667
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34669
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34666
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34665
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34647
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34705
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34672
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34656
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34953
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34664
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35084
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35106
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34715
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34671
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35044
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34812
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34584
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34645

Unified Computing

Cisco UCS Director CSCux34942
BEEHBICIZT774A4ROZ2AZT—232 FINMA
BEZ7OTZ A
g:ic;rC(o;;n_I;_)llg:r )Telephony Integration Object CSCUx34589 :A\Faﬁ(.:t 5H6H
2016
Cisco Emergency Responder CSCux34852
Cisco Hosted Collaboration Mediation Fulfillment CSCux34859
Cisco IM and Presence Service ( CUPS ) CSCux34855
Cisco IP Interoperability and Collaboration System (IPICS) || CSCux34720
Cisco Management Heartbeat Server CSCux35009
11.0
Cisco MediaSense CSCux34874 ;0)5 (2016 3
11.5 (June 2016)
Cisco MeetingPlace CSCux35147
Cisco USC8088 CSCux35125
Cisco Unified Attendant Console Advanced CSCux34827
Cisco Unified Attendant Console Business Edition CSCux34827
Cisco Unified Attendant Console Department Edition CSCux34827
Cisco Unified Attendant Console Enterprise Edition CSCux34827
Cisco Unified Attendant Console Premium Edition CSCux34827
Cisco Unified Communications Domain Manager CSCux35022
Cisco Unified Communications Manager ( UCM ) CSCux34835
Cisco Unified Communications Manager Session
Management Edition ( SME ) CSCUx34835
BEZ7OUZ A
Cisco Unified Contact Center Enterprise CSCux34589 LB S A6 H
2016
Cisco Unified Contact Center Express CSCux34844
Cisco Unified E-Mail Interaction Manager CSCux34853
BEZ7OT S A
Cisco Unified Intelligent Contact Management Enterprise CSCux34589| Bk 5 A 6 H

o



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34942
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34589
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34852
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34859
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34855
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34720
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35009
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34874
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35147
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35125
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34827
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34827
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34827
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34827
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34827
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35022
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34835
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34835
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34589
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34844
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34853
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34589

2016

Cisco Unified Sip Proxy CSCux34567
Cisco Unified Web Interaction Manager CSCux34853
Cisco Unity Connection ( UC ) CSCux35135
Cisco Voice Portal ( CVP ) CSCux35046

EFF. ANU—Z24, FLTLEVA, 8&ERTYROA-F1 29 FINAR

Cisco Digital Transport Adapter Control System ( DTACS ) ||CSCux34796
Cisco Media Experience Engines ( MXE ) CSCux34968
Cisco Show and Share CSCux34708
Cisco TelePresence Exchange System ( CTX) CSCux34690
Cisco VDS Service Broker CSCux34804
Cisco Video Distribution Suite for Internet Streaming ( VDS-

IS/CDS-IS ) CSCux34724
Cisco Videoscape Conductor CSCux34792
Cisco Videoscape Control Suite CSCux34974
Explorer Controller (EC ) > AT A CSCux34795

A4 VLA
Cisco Mobility Services Engine ( MSE ) CSCux35085

JAOARATY RH—EX

ES>XRAETFA H—EXABEBLY 7 RNTIT (BV) CSCux34572
Cisco V7T REX—)L F¥21UF 41 CSCux34593
SAAVZT7RY—ER CSCux34688
Cisco Cloud Web Security CSCux35002
SAADVZIRE R ATLER CSCux34926
Cisco Proactive Network Operations Center CSCux34582
Cisco Registered Envelope Service ( CRES ) CSCux34591

Cisco Services Provisioning Platform ( SPP )

CSCux34885

3.2.2 (2016 £ 1
A)

Cisco Smart Care CSCux34985
Cisco Unified Services Delivery Platform ( CUSDP ) CSCux34779
X212 —>32/AZRKRL—>3> 42200 VY—)
ARERDVEBREY I, AT IZT7F7ARIOZT1ZT  ||CSCux34881
T—23  FYTIL—RLTFARATEAXY K

DCAF UCS Collector CSCux34924



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34567
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34853
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35135
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35046
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34796
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34968
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34708
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34690
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34804
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34724
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34792
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34974
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34795
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35085
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34572
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34593
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34688
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35002
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34926
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34582
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34591
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34885
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34985
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34779
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34881
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34924

Data Center Analytics Framework ( DCAF ) CSCux34575
Life Cycle Management Agent Manager ( LCM ) CSCux34927
XYRND—VEEEBBLVOCENERE CSCux34580
Partner Supporting Service ( PSS ) 1.x CSCux34739
N—RF—HR=—NH—EADOSIOVR—F K CSCux34738
Serial Number Assessment Service ( SNAS ) CSCux34991
Services Analytic Platform CSCux35043
Smart Net Total Care ( SNTC ) CSCux34987
Smart Net Total Care CSCux34730

EEEZEATVEVWC ENEREEThERR

DToHERmE, COTRNABUICREEIERFEOREZZTERE A,

TN EFL

e Cisco3G 7T ALMEIL DA4YL A
» Cisco Unified IP Phone 6921

Collaboration and Social Media

» Cisco WebEx Node for MCS

IVRRANOSATUORNETDTATUONYTNDIT

» Cisco Agent for OpenFlow

» Cisco AnyConnect Secure Mobility Client for Android
» Cisco AnyConnect Secure Mobility Client for Linux

» Cisco AnyConnect Secure Mobility Client for Windows
» Cisco AnyConnect Secure Mobility Client for iOS

» Cisco IP Communicator

» Cisco Jabber Guest 10.0(2)

» Cisco Jabber Software Development Kit

+ Cisco Jabber for Android

» Cisco Jabber for Mac

+ Cisco Jabber for Windows

» Cisco Jabber for iOS

 Cisco MMP H—/\

» Cisco NAC Agent for Mac



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34575
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34927
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34580
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34739
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34738
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34991
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35043
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34987
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux34730

Cisco NAC Agent for Web

Cisco NAC Agent for Windows

Cisco UC Integration for Microsoft Lync
Cisco Virtualization Experience Media Engine
Cisco Webex Meetings Client - 7R A M &
Cisco WebEx Meetings Client - On Premises
Cisco WebEx Meetings for Android

Cisco WebEx Meetings for BlackBerry

Cisco WebEx Meetings for WP8

Cisco WebEx Productivity Tools

JCF OVR—%T K

WebEx Meetings Server - SSL Gateway
WebEx Recording Playback Client

ND—=O TF70Tr—23>, Y—ER, 8LTT77EZL—>3>

Cisco ACE 30 Application Control Engine Module

Cisco ACE 4710 Application Control Engine ( A5)
CiscolEBREEFXF1UTA PTSATA(ASA) VYT NIIT
Cisco Application Control Engine ( ACE30/ACE 4710 )

Cisco Application and Content Networking System ( ACNS )
Cisco Extensible Network Controller ( XNC )

Cisco Nexus Data Broker ( NDB )

ATV Y—ERXAARAYTF

RO—0BLATY EF21VFT4 FNARA

Cisco ASA Content Security and Control ( CSC ) Security Services Module

Cisco ASA Next-Generation Firewall Services
Cisco Adaptive Security Appliance ( ASA )

Cisco Adaptive Security Device Manager

Cisco Content Security Appliance Updater Servers
Cisco Content Security Management Appliance (SMA)
Cisco Email Security Appliance (ESA)

Cisco IPS

SAORABHS AT L (IPS)

Cisco IronPort Encryption Appliance ( IEA )

Cisco NAC Guest Server

Cisco Physical Access Control Gateway

Cisco Physical Access Manager



« CiscotzF*a1VTF1EBTTZA4FT A (SMA)
» Cisco Virtual Security Gateway for Microsoft Hyper-V
» Cisco Web Security Appliance (WSA)

XY RND—08EBETOED3ZVY

» Cisco Application Networking Manager

» Cisco Connected Grid Device Manager

» Cisco Connected Grid Network Management System

» Cisco Linear Stream Manager

» Cisco MGC Node Manager ( CMNM )

» Cisco Multicast Manager

» Cisco Netflow Collection Agent

» Cisco Network Analysis Module

» Cisco Packet Tracer

» Cisco Prime Analytics

» Cisco Prime Cable Provisioning

» Cisco Prime Collaboration Assurance

» Cisco Prime Collaboration Deployment

» Cisco Prime Collaboration Manager

+ Cisco Prime Data Center Network Manager ( .ova 8 &k U .iso 1 A KR—F )
» Cisco Prime Data Center Network Manager ( DCNM )

» Cisco Prime IP Express

» Cisco Prime Infrastructure Standalone Plug and Play Gateway

+ Cisco Prime Network Registrar ( CPNR ) RET7 7’547 > A

» Cisco Prime Network Registrar ( CPNR )

+ Cisco Prime Network Registrar IP 7 RL A XZ—2 + ( IPAM)
» Cisco Prime Network

» Cisco UCS Central

» Cisco Unified Provisioning Manager ( CUPM )

- Cisco Virtual Topology System ( |[B#5 Virtual Systems Operations Center )
» CiscoWorks Network Compliance Manager

- VPE 7’02 T ¥ M@ T Virtual Systems Operations Center

Routing and Switching - Enterprise and Service Provider

« CRS-CGSE-PLIM

« CRS-CGSE-PLUS

« Cisco ASR 5000 =/ 1) —X

+ Cisco ASR 9000 > —XFEEHY—ER EZ 21—



» Cisco Application Policy Infrastructure Controller ( APIC )

» Cisco Connected Grid Router - CGOS

+ Cisco Connected Grid JL—2#&

« CiscolOS Y7 RhJITF

« ASR1k, ASR903. ISR4400. CSR1000v [} Cisco I0S XE

 Catalyst 3k, 4k, AIR-CT5760, & & T Cisco RF Gateway 10 ( RFGW-10 ) [+ Cisco
I0S XE

* Cisco I0OS-XR

» Cisco MDS 9000 Series Multilayer Switches

« Cisco Metro Ethernet 1200 > U —X 792X FIN1 A

+ Cisco Nexus 1000V 1) —X A4 ¥ F ( ESX)

» Cisco Nexus 1010

» Cisco Nexus 3000 Series Switches

« Cisco Nexus 4000 ') —X

» Cisco Nexus 5000 Series Switches

» Cisco Nexus 6000 Series Switches

» Cisco Nexus 7000 Series Switches

» Cisco Nexus 9000 (ACI/Fabric Switch)

+ Cisco Nexus 9000 > J—X ( AX > RF7O>, NxOS Z%£1T)

» Cisco Nexus 9000 Series Switches

» Cisco ONS 15454 Series Multiservice Provisioning Platforms

» Cisco OnePK All-in-One VM

» Cisco Service Control Application for Broadband

» Cisco Service Control Collection Manager

» Cisco Service Control Operating System

» Cisco Service Control Subscriber Manager

» Cisco VPN Acceleration Engine

+ Cisco Network Convergence System ( NCS ) 6000 [a {+ I0S-XR

WN—TFTAVIBRTCRAYF T -AE—IL EZXRRA

+ Cisco Small Business AP500 ) —X DA YL A T IEA RS~
 Cisco Small Business RV 120W Wireless-N VPN7 7 4 7O #—)L

+ Cisco Small Business RV > 1) —X JL—#& 0xxv3

+ Cisco Small Business RV >~ 1) —X JL—& RV110W

+ Cisco Small Business RV 1) —X JL—#A& RV130x

+ Cisco Small Business RV > 1) —X JL—& RV215W

+ Cisco Small Business RV > 1) —X JL—& RV220W

+ Cisco Small Business RV > 1) —X JL—#& RV315W

+ Cisco Small Business RV > 1) —X JL—#& RV320

» Cisco Sx220 switches



» Cisco Sx300 switches
» Cisco Sx500 switches
» Cisco WAP4410N Wireless-N Access Point

Unified Computing

» Cisco Common Services Platform Collector

- Cisco Standalone Z ¥ ¥ #—/\ CIMC

» Cisco UCS ADA

» Cisco UCS Invicta Series Solid State Systems

« Cisco UCS Invicta &) —X

» Cisco UCS Manager

» Cisco Unified Computing System B-Series (Blade) Servers

+ Cisco Unified Computing System E >~ 1J—X 7L —R #—/\
» Cisco Virtual Security Gateway

« UCSIIOE>21—-)L

EEBLVPIZT77AROAZI2=Z5—>3> FNAA

» Cisco 190 ATA Series Analog Terminal Adaptor

» Cisco 7937 IP Phone

» Cisco 8800 Series IP Phones - VPN Feature

» Cisco ATA 187 Analog Telephone Adaptor

» Cisco Agent Desktop for Cisco Unified Contact Center Express
» Cisco Agent Desktop

» Cisco Billing and Measurements Server

» Cisco Broadband Access Center for Cable Tools Suite 4.1
» Cisco Broadband Access Center for Cable Tools Suite 4.2
« CiscoDX2U—=XIP 7%~

+ Cisco Desktop Collaboration Experience DX70 & & UF DX80
» Cisco H.323 Signaling Interface

» Cisco Paging Server ( Informacast )

» Cisco Paging Server

» Cisco Prime Cable Provisioning Tools Suite 5.0

» Cisco Prime Cable Provisioning Tools Suite 5.1

» Cisco Quantum Virtualized Packet Core

» Cisco Remote Silent Monitoring

» Cisco SPA112 2-Port Phone Adapter

» Cisco SPA122 ATA with Router

» Cisco SPA232D Multi-Line DECT ATA



» Cisco SPA30X Series IP Phones

» Cisco SPA50X Series IP Phones

» Cisco SPA51X Series IP Phones

» Cisco SPA525G

+ Cisco SPA8B0008 ;R—KNIPFL 74— 4% —KJIT A
« Cisco SPA8B00IP TL 74— % —KRDVIA (4FXSKR—bF & 4FXO R— M ZHE )
» Cisco TAPI Service Provider ( TSP )

+ Cisco Unified 3900 1) —XIP 7 # >

 Cisco Unified 6901 IP 7 #* >

» Cisco Unified 6945 IP 7 #* >

» Cisco Unified 7800 Series IP Phones

« Cisco Unified 8831 =/ 1J —X IP Conference Phone
 Cisco Unified 8961 IP 7 #* >

+ Cisco Unified 9951 IP 7 # >

+ Cisco Unified 9971 IP 7 #* >

» Cisco Unified Attendant Console Standard

» Cisco Unified Client Services Framework

» Cisco Unified IP Conference Phone 8831 for Third-Party Call Control
» Cisco Unified IP Phone 7900 Series

« Cisco Unified IP Phone 8941 & & U 8945 ( SIP )

» Cisco Unified Operations Manager ( CUOM )

» Cisco Unified Wireless IP Phone

» Cisco Unity Express

» Cisco Universal Small Cell RAN Management System

+ Cisco Virtual PGW 2200 YV 7 RAA Y F

+ xony VIM/CCDM/CCMP

EFF. ANV=32T, FLTLEVA, 8LTRNFVAOA—FA2T FNAA

» Cisco 910 Industrial Router

» Cisco AnyRes Live ( CAL )

» Cisco AnyRes VOD ( CAL )

» Cisco Command 2000 Server (cmd2k ) ( RH X—X)
» Cisco D9824 Advanced Multi Decryption Receiver
» Cisco D9854/D9854-1 Advanced Program Receiver
» Cisco D9858 Advanced Receiver Transcoder

» Cisco D9859 Advanced Receiver Transcoder

» Cisco D9865 Satellite Receiver

» Cisco DCM Series 9900-Digital Content Manager

» Cisco DNCS Application Server ( AppServer )

» Cisco Digital Media Players (DMP) 4300 Series



Cisco Digital Media Players (DMP) 4400 Series

Cisco Download Server ( DLS ) ( Solaris )

Cisco Edge 300 Digital Media Player

Cisco Edge 340 Digital Media Player

Cisco Enterprise Content Delivery System (ECDS)

Cisco Expressway Series

Cisco Headend System Release

Cisco IPTV Services Delivery System ( ISDS )

Cisco International Digital Network Control System ( iDNCS )
Cisco Media Services Interface

Cisco Model D9485 DAVIC QPSK

Cisco Powerkey CAS Gateway ( PCG )

Cisco Powerkey Encryption Server ( PKES )

Cisco TelePresence Advanced Media Gateway Series

Cisco TelePresence Conductor

Cisco TelePresence Content Server ( TCS )

Cisco TelePresence EX Series

Cisco TelePresence ISDN GW 3241

Cisco TelePresence ISDN GW MSE 8321

Cisco TelePresence ISDN Link

Cisco TelePresence MCU (8510, 8420, 4200, 4500 and 5300)
Cisco TelePresence MX Series

Cisco TelePresence Management Suite ( TMS )

Cisco TelePresence Management Suite Analytics Extension ( TMSAE )
Cisco TelePresence Management Suite Extension ( TMSXE )
Cisco TelePresence Management Suite Extension for IBM
Cisco TelePresence Management Suite Provisioning Extension
Cisco TelePresence Profile Series

Cisco TelePresence SX Series

Cisco TelePresence Serial Gateway Series

Cisco TelePresence Server 8710, 7010

Cisco TelePresence Server on Multiparty Media 310, 320
Cisco TelePresence Server on Virtual Machine

Cisco TelePresence Supervisor MSE 8050

Cisco TelePresence Video Communication Server ( VCS )
Cisco Telepresence Integrator C 1) —X

Cisco Transaction Encryption Device ( TED )

Cisco VENS501 Wireless Access Point

Cisco EFAEE AT A LI—X—

Cisco Video Surveillance 3000 Series IP Cameras

Cisco Video Surveillance 4000 Series High-Definition IP Cameras



» Cisco Video Surveillance 4300E/4500E High-Definition IP Cameras
» Cisco Video Surveillance 6000 Series IP Cameras

» Cisco Video Surveillance 7000 Series IP Cameras

» Cisco Video Surveillance Media Server

» Cisco Video Surveillance PTZ IP Cameras

» Cisco Videoscape Distribution Suite Transparent Caching
* Cloud Object Store ( COS )

» Tandberg Codian ISDN GW 3210/3220/3240

» Tandberg Codian MSE 8320 model

» VDS-Recorder

* VDS-TV Caching GW

* VDS-TV Streamer

* VDS-TV Vault

D4VLA

« CiscolOS PO A RA K~

» Cisco RF Gateway 1 ( RFGW-1)

+ Cisco Small Business 121 ) —X DA VYL A 7O LARAV K

+ Cisco Small Business 321 ) —X DA VYL A F7IOLARAV N

+ Cisco Small Business 500 ) —X DA VYL A F7IOLARAV N

« CiscoWAP371 DA VYL A TIOEARAU B

» Cisco Wireless Control System ( WCS )

» Cisco Wireless LAN Controller ( WLC )

« Cisco D1 VLAEFa1VT4 F—NITA TFT7TV5—>32 (WSG)

PAARATY RF—ERAR

» Cisco Connected Analytics For Collaboration

» Cisco DC Health Check

» Cisco Intelligent Automation for Cloud

e PAOAN—RMF—HR—-—KNH—ER

» Cisco SmartConnection

» Cisco SmartReports

* Cisco UCS Invicta Series Autosupport Portal

« Cisco Universal Small Cell 5000 ') —X (V3.42x VY7 NJIT&ET)
« Cisco Universal Small Cell 7000 ') —X (V3.42x VY7 NI I T &ET)
» Cisco Universal Small Cell CloudBase

» Cisco WebEx Messenger Service

+ Cisco WebEx /— R



« Cisco WebEx11 77U r—>3a> H—N

* IMS

* MACD Process Controller ( MPC )

s XY KND—=U FNAARAEFI)T 17

* Network Performance Analytics (NPA)

» Partner Supporting Service ( PSS ) 2.x

+ Sentinel

» Small Cell factory recovery root filesystem V2.99.4 or later
* Web Element Manager
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