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http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:N/I:P/A:P/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84719
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84818
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84638
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84914
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw85826
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84835
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84912
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84810
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84854
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw85108
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84679
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84712
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84833
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84797
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84852
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84710
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84697
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84972
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84893
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw85024
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84780
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw85099
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw85054
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw85074
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw85071
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw98638
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84704
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84705
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84702
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84746
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84703
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84901
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw85139
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84721
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84765
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84641
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84642
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84782
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux02249
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84791
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84891
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw85080
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7701
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7701
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7855
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7855
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7854
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7854
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7703
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7703
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7702
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7702
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7705
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7705
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7848
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7848
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7704
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7704
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7849
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7849
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7691
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7691
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7692
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7692
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7871
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7871
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7851
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7851
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7850
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7850
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7853
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7853
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7852
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7852

BE

BHOAARKB ntpdNY T—2ON—=2 3B HBIAENRATVET, cONYT—D0ON—
TaR, 1DREGEBORBEOXEZZTRT, ChSOREB/BEICKY ., BAEEATLEWV
VE—NOREENf Y —ERAERDoS)REZMERLIZY . XY ND—UF4L7 0O
(NTP)H—NE L THETEITFNAALE I TT RNEZAXENDRHZEZEEL I2V) T A8
AHWEY,

20155 10A21H. NTP.orgld., B DDoSHESE M, BHRFEDMEHEME. S ROCRBENNTPY —
NOT RNBRAXENERAZEETED RS ICBDAREMOHZOY VOBEICETS130
BEZFRLEEFIVTATRNAYFDZVU—-ALEXLE, SORFIXYNTEY LTS
FESSHERDEHY)TT,

« CVE-2015-7691:Denial of Service(DoS)AutoKeyD BEENDH B X Y 2—=3

« CVE-2015-7692:Denial of Service(DoS)AutoKeyD BEENDH B X Y 2—=3

« CVE-2015-7701:Denial of Service(DoS)CRYPTO_ASSOCXEUU—7%

« CVE-2015-7702:Denial of Service(DoS)AutoKeyDEEZENH B XY —

« CVE-2015-7703 -7 4F¥1L—23>F4L 9747774 LEZDMHEM

« CVE-2015-7704 : A7 —7 4 > J & hizKiss-0'-Deathi_ & & H—E AEH

« CVE-2015-7705-R> 7T D754 X2 JIZ&BDoS

« CVE-2015-7848:Network Time Protocol ntpd DEH OB A —/N—T7O0—FHEB) T IR
ER

« CVE-2015-7849:Network Time Protocol DEFETE D F —IC KD X TV BB DM M

« CVE-2015-7850:Network Time Protocol® ') E— RE&EC & [+ % DoSHEE 1+

« CVE-2015-7851:Network Time Protocol(NTP)ntpd saveconfig7 4 L 2 KU RZ/N—H )LD
fie 551

« CVE-2015-7852:Network Time Protocol(NTP)®ntpq®atoascii X E ) i O e 5514

« CVE-2015-7853:Network Time Protocol(NTP) S8 O Y U7 XEUHE DM

« CVE-2015-7854:Network Time Protocol D/NAT— REDO X T BB DM

« CVE-2015-7855:Denial of Service(DoS)A>J A2 NA—=ILNTY KXY =2

« CVE-2015-7871:NAK to the Future:NTPXI#REL B8 & {1 (3 FIEL/N 1 /N A DRe 55 1%

BERBUEOFHMIIOVTE, ROV IVZZRLTEET W,
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RABNKRE : Attacking the Network Time Protocol
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SAOTR., ChSDRBHEICHIZDYIRIIT PYTF—RhERETZFETT,

BEORRBICOVWTR, 1DRLOMBHEZREITHEEENS FARESBEEN B ET. FMIC
DWTIk, % DCiscoBug IDESBL TS EE LY,


http://support.ntp.org/bin/view/Main/SecurityNotice#Recent_Vulnerabilities
http://support.ntp.org/bin/view/Main/SecurityNotice#Recent_Vulnerabilities
http://support.ntp.org/bin/view/Main/SecurityNotice#Recent_Vulnerabilities
http://support.ntp.org/bin/view/Main/SecurityNotice#Recent_Vulnerabilities
http://support.ntp.org/bin/view/Main/SecurityNotice#Recent_Vulnerabilities
http://www.cs.bu.edu/~goldbe/NTPattack.html
http://talosintel.com/vulnerability-reports/
http://talosintel.com/vulnerability-reports/
http://talosintel.com/vulnerability-reports/
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Defect

Fixed releases availability

Collaboration and Social Media

Cisco WebEx Node for
MCS

0.CSCuw84679

XYND—=O T

ir—>3ar, ¥—ER, 8LV T7IEZL—>3>

Cisco Application Control
Engine ( ACE30/ACE
4710)

0.CSCuw84697

Cisco Visual Quality
Experience Server

0.CSCuw84852

3.10.5 (2015%11H9A8 )

Cisco Visual Quality
Experience Tools Server

0.CSCuw84852

3.10.5 (2015%11H9A8 )

Cisco Wide Area
Application
Services ( WAAS )

0.CSCuw84891

5.5.5 (March 2016)

XY RND=0BKOOAVTUY £F21UT1 FNARA

Cisco ASA CX & Cisco
Prime Security Manager

0.CSCuw84893

9.3.4.4 (20161898 )

Cisco ldentity Services
Engine ( ISE )

0.CSCuw84914

2.1 (June 2016)

SAARABES AT A

0.CSCuw84972

7.1(12) (May 2016)



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20151021-ntp
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20151021-ntp
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84679
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84697
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84852
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84852
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84891
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84893
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84914
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84972

(IPS)

7.3(05) (March 2016)

Cisco Physical Access
Control Gateway

0.CSCuw84901

Cisco Physical Access
Manager

0.CSCuw84903

Cisco Secure Access
Control Server ( ACS )

0.CSCuw84970

57/)\Y F2 (2016%F4A308 )

Cisco Virtual Security
Gateway for Microsoft
Hyper-V

0.CSCuw84714

5.2(1)VSG2(1.5) ( 2016558308 )

XY RND—OEBETOEDIZ2Y

Cisco Prime Data Center
Network Manager ( .ova
B isoMVAN—F
)

0.CSCuw84704

7.2.2 (20155128308 )

Cisco Prime Infrastructure
Standalone Plug and Play
Gateway

0.CSCuw84746

Cisco Prime License

0.CSCuw84810

10.5(2)su3 ( 2016&E1A318 )

Manager 11.0(1)su2 ( 201653 H31H )
Cisco Prime H—E X A& 11.0 ( 20165F4 308 )

‘ i 0.CSCuw84835
OYREBTFTSATYA e 111 (30- 2016548 )
Cisco Quantum Poliey ) o0 w85824/9.0 (March 2016)
Suite (QPS) : '

Cisco Quantum SON
Suite ( Cisco Quantum
SON A1 —NhK)

0.CSCuw85825

CLIZERLETYTF—hN

Cisco UCS Central

0.CSCuw84719

1.4(1a) ( 2015%12818H )

Cisco Virtual Topology
System ( IB#F Virtual
Systems Operations
Center)

0.CSCuw84765

2.0.1 (2015%12A30H8 )

Routing a

Cisco Application Policy
Infrastructure
Controller ( APIC )

0.CSCuw84705

1.2(1) (2015F12H48 )

Cisco Connected Grid JL
—X

0.CSCuw84854

15.3(01)IE101.155 ( 2016F2 A58 )

nd Switching - Enterprise and Service Provider


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84901
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84903
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84970
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84714
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84704
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84746
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84810
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84835
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw85824
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw85825
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84719
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84765
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84705
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84854

Cisco Connected GridJL—

0.CSCuw84702
& - CGOS

BEZEHR VI —ADBRIZCOVTIE, <a
href="https://sec.cloudapps.cisco.com/security/center/se
IOSY 7RI ITFIYAN—</a>ZZRLTLLEZL,

Cisco I0S# & U Cisco

0.CSCuw85826
IOSXEY T RS IT o

Cisco MDS 9000 Series
Multilayer Switches

0.CSCuw84707

7.3 (201618318 )
6.2.15 ( 2016518318 )

Cisco Nexus 1000V =/ 1)
— X ALY TF

0.CSCuw84710

Cisco Nexus 3000 Series
Switches

0.CSCuw84712

7.0.3.13 (201651 H318 )

Cisco Nexus 50008 & OF
6000 ) —XAA Y F

0.CSCuw84708

7.3 (201651A318)

Cisco Nexus 7000 Series
Switches

0.CSCuw84708

7.3 (201651A318)

Cisco Nexus 9000 Series
Switches

0.CSCuw84709

7.0.3.13 (20165F1H318 )

Unified Computing

Cisco Common Services
Platform Collector

0.CSCuw84644

1.8 (20155118248 )

Cisco Standalone T v 2
+—/\ CIMC

0.CSCuw84720

Cisco UCS Director

0.CSCuw84703

5.5 (March 2016)

Cisco UCS Invicta ') —
2

0.CSCuw84706

Cisco Unified Computing
SystemE > U—X 7L —
Kk H—/\

0.CSCuw84640

EEH&

Cisco ASR5X003 1) —X

0.CSCuw84642

19.3 (201652H12H )

Cisco Emergency
Responder

0.CSCuw85099

11.5 ( 201668141 )

Cisco Finesse

0.CSCuw98638

11.5 (201654 A30R8 )

Cisco Hosted
Collaboration Mediation
Fulfillment

0.CSCuw85108

10.6.3 ( AF AL )

Cisco IM and Presence

0.CSCuw85104

10.5(2) SU2 ( 2016428 )

5.2(1)SV3(1.11) ( 2016528168 )

EPMRS 2.0(9) ( 2016418158 )

INYFT77A4)IF2015F12A4B KR TICAFAE

5.2VSG2(1.5) ( 2016558300 )

OCI1Z77A4ROAZa”Z5—>3a> FNN14 A


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84702
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw85826
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84707
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84710
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84712
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84708
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84708
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84709
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84644
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84720
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84703
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84706
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84640
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84642
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw85099
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw98638
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw85108
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw85104

Service ( CUPS)

Cisco Management

: 4997(15.1 ( 201 1
Heartbeat Server 0.CSCuw849975.1 (2016534311 )

11.0(1) ( 2015%128178 )

Ci MediaS 0.CSCuw85139
isco MediaSense uw 11.5(1) (2016%3H31H )

Cisco Quantum Virtualized
0.CSCuw84642((19.3 ( 20165F2H12H )

Packet Core

Cisco SocialMiner 0.CSCuw85071

Cisco Unified

Communications 0.CSCuw850741(10.5(2)SU3 ( 201518318 )
Manager ( UCM )

Cisco Unified

Communications Manager
Session Management
Edition ( SME )

0.CSCuw85074(10.5(2)SU3 ( 2015%F1H31H )

Cisco Unified Contact
Isco Lnitied Lontac 0.CSCuw98637

Center Express

Cisco Unified Sip Proxy 0.CSCuw84641(/10.0 (June 2016)

Cisco Unity
, 0.CSCuw85080
Connection ( UC)
Cisco Unity Express 0.CSCuw84638((10.0 ( 2017F1A2R )

Cisco Virtualizat
isco Virualization 0.CSCuw85157 | $# MU U —ARFEENTLER A,

Experience Client 6215

EFA. ARU—IVY, FLTLEYA, BLERFVRI—F 125 7\

Cisco 910 Industrial
Router

0.CSCuw84981|[1.2.1RB3 ( 20154118308 )

Cisco DCM Series 9900-

0.CSCuw84721(/18.0.0 ( 2016538318
Digital Content Manager qw ( %3A )

Cisco DNCS Application

0.CSCuw85001
Server ( AppServer )

Cisco Digital Transport
Adapter Control 0.CSCuw85005
System ( DTACS )

Cisco Download

0.CSCuw94421
Server ( DLS ) ( Solaris ) s

Cisco Edge 300 Digital
Media Player

0.CSCuw84983|/1.6RB4_2 ( 2015118208 )



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84997
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw85139
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84642
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw85071
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw85074
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw85074
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw98637
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84641
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw85080
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84638
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw85157
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84981
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84721
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw85001
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw85005
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw94421
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84983

Cisco Edge 340 Digital
Media Player

0.CSCuw84987

1.2.0.16 ( 2016511 H308 )

Cisco Enterprise Content
Delivery System (ECDS)

0.CSCuw84791

2.6.6 (2015128318 )

Cisco Expressway Series

0.CSCuw84833

X8.7 (2015% 118138 )

Cisco IPTV Services
Delivery System ( ISDS )

0.CSCuw94413

Cisco International Digital
Network Control
System ( IDNCS )

0.CSCuw85007

Cisco Media Experience
Engines ( MXE )

0.CSCuw84808

3.5 (Available)

Ciscol ) E— XY N —
MO AT A
(RNCS)

0.CSCuw94428

Cisco TelePresence 1310

0.CSCuw85054

Cisco TelePresence
Conductor

0.CSCuw84782

XC4.1 (2015%12H8H )

Cisco TelePresence EX
Series

0.CSCuw84818

TC7.3.5 (2016528 )

Cisco TelePresence ISDN
Link

0.CSCuw84797

IL1.1.6 ( 2015%E12H15H )

Cisco TelePresence MX
Series

0.CSCuw84818

TC7.3.5 ( 2016524 )

Cisco TelePresence
Profile Series

0.CSCuw84818

TC7.3.5 ( 2016524 )

Cisco TelePresence SX
Series

0.CSCuw84818

TC7.3.5 (2016528 )

Cisco TelePresence
System 1000

0.CSCuw85054

Cisco TelePresence
System 1100

0.CSCuw85054

Cisco TelePresence
System 1300

0.CSCuw85054

Cisco TelePresence
System 3000 Series

0.CSCuw85054

Cisco TelePresence

0.CSCuw85054



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84987
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84791
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84833
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw94413
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw85007
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System 500-32

Cisco TelePresence
System 500-37

0.CSCuw85054

Cisco TelePresence TX
9000 Series

0.CSCuw85054

Cisco TelePresence Video
Communication
Server ( VCS)

0.CSCuw84833

X8.7 (2015%11 8130 )

Cisco Telepresence
Integrator C 1) —X

0.CSCuw84818

TC7.3.5 ( 2016524 )

Cisco VDS Service Broker

0.CSCuw85022

SEROV)-ARFTFEETNTLRE A,

Cisco EFFEES AT A
Ld—4A—

0.CSCuw84847

EHOFEEHYEEA,

Cisco Video Distribution
Suite for Internet
Streaming ( VDS-IS/CDS-
IS)

0.CSCuw84849

431 (20165F1A318 )

Cisco Video Surveillance
Media Server

0.CSCuw84912

7.8 (March 2016)

Cisco Videoscape
Distribution Suite
Transparent Caching

0.CSCuw85024

Cloud Object
Store ( COS )

0.CSCuw84845

2.1.2 (201511A108 )
3.0.1 (201511A108 )
3.5.0 (201511 A108 )

Explorer
Controller (EC ) > AT A

0.CSCuw85003

J4VYLA

Cisco Small Business 121
SY=XIDANYLATY
A RAT B

0.CSCuw84962

Cisco Small Business 321
=X DALVYLATY
A RA N

0.CSCuw84962

Cisco Small Business 500
=X DALVYLATY
TARAN

0.CSCuw84958

Cisco WAP371 D14 YL

0.CSCuw84954
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ATIOERARAT N

SAOARATY RHF—ERA

A VTR HB—-ER

0.CSCuw84780

Affected systems have been patched.

Cisco Cloud Web Security

0.CSCuw84974

Cisco Intelligent
Automation for Cloud

0.CSCuw84837

4.3.1 (2015512H30R )

Cisco Universal Small Cell
5000 1) —X (V3.4.2.x
V7 RNIJITZERET)

0.CSCuw84995

BV3.4.2.34 ( 2015%12A318 )
BV3.5.12.16 ( 2016%E 18318 )

Cisco Universal Small Cell
7000 1) —X (V3.4.2.x
V7RO IT7%ELT)

0.CSCuw84995

BV3.4.2.34 ( 2015128318 )
BV3.5.12.16 ( 201618318 )

Cisco Universal Small Cell

0.CSCuw84990

Affected systems have been patched.

CloudBase
XY RND—OZLEEESD ZETHIV)—RICHLTNY FHARBREATVET,
LUBREE 0.CSCuw8dbA9)) 5 5 (2015518308 )

el ZEzEeATVEWS ENEFENERR

Collaboration and Social Media

» Cisco MeetingPlace

» Cisco WebEx Meetings Server versions 1.x

» Cisco WebEx Meetings Server versions 2.x

IVRRANOTZATUORNETDTATUNYTNDIT

Cisco Agent for OpenFlow
Cisco IP Communicator
Cisco Jabber Guest 10.0(2)
Cisco NAC Agent for Mac
Cisco NAC Agent for Web

» Cisco UC Integration for Microsoft Lync

 Cisco Unified Personal Communicator
» Cisco WebEx Meetings for Android

» Cisco WebEx Meetings for BlackBerry
» Cisco WebEx Meetings for WP8

» Cisco WebEx Productivity Tools

« JCF OVR—FU BN

* WebEx Recording Playback Client


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84780
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84974
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84995
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw84649

ND—=O TF70Tr—>3>, Y—ER, 8LTT7I7EZL—>3>

CiscoEBREEFXF1UTA PTSATA(ASA) VYT NIIT
Cisco Application and Content Networking System ( ACNS )

Cisco Extensible Network Controller ( XNC )
Cisco Nexus Data Broker ( NDB )
ATV Y—ERXAARAYTF

RO—=08LATY EF21VFT4 FNARA

Cisco Adaptive Security Device Manager
Cisco Clean Access Manager

Cisco Email Security Appliance (ESA)
Cisco FireSIGHT AT AL V7 KDIT

Cisco Firepower 9000 Cisco Integrated Management Controller(CIMC)

Cisco Ironport WSA

Cisco NAC Appliance ( Clean Access Server )
Cisco NAC Guest Server

Cisco NAC Server

CiscotF¥F1UT A1 EBTTTZA4T A (SMA)

KRoO—o8BE7O> a3 =Y

Cisco Access Registrar 7 7724 T 2 A

Cisco Application Networking Manager

Cisco Connected Grid Device Manager

Cisco Connected Grid Network Management System
Cisco Insight Reporter

Cisco Linear Stream Manager

Cisco Multicast Manager

CiscoxY ND—20L UV &

Cisco Prime Access Registrar 7 77547 > A
Cisco Prime Access Registrar

Cisco Prime Analytics

Cisco Prime Cable Provisioning

Cisco Prime Central for SPs

Cisco Prime Collaboration Assurance

Cisco Prime Collaboration Provisioning

Cisco Prime Home

Cisco Prime IP Express



+ Cisco Prime Infrastructure

» Cisco Prime LAN Management Solution ( LMS - Solaris )

+ Cisco Prime Network Registrar ( CPNR ) RET7 7S 47> A
+ Cisco Prime Network Registrar IP 7 RL A XZ—2 + ( IPAM)
» Cisco Prime Network Services Controller

» Cisco Prime Network

» Cisco Prime Optical for SPs

» Cisco Prime Performance Manager

» Cisco Prime Provisioning for SPs

» Cisco Security Manager

» Cisco Unified Provisioning Manager ( CUPM )

» CiscoWorks Network Compliance Manager

» Local Collector Appliance ( LCA)

« AZT77ARAZ21ZT5—>328AY-)

Routing and Switching - Enterprise and Service Provider

*+ CRS-CGSE-PLIM

* CRS-CGSE-PLUS

« Cisco ASR9000 > ) —AXHERY—EAEZ1-)

» Cisco Broadband Access Center Telco Wireless

« CiscolOSXRY 7 KhDIT

« Cisco Metro Ethernet 1200 > U —X 792X FIN1 A

» Cisco Mobile Wireless Transport Manager

« Cisco Nexus 4000 > 1) —X

» Cisco ONS 15454 Series Multiservice Provisioning Platforms
+ Cisco OnePK All-in-One VM

» Cisco Service Control Application for Broadband

» Cisco Service Control Collection Manager

» Cisco Service Control Operating System

» Cisco Service Control Subscriber Manager

» Cisco VPN Acceleration Engine

+ Cisco Network Convergence System ( NCS ) 6000 [a {+ I0S-XR

WN—TFTAVIBRTCRAYF T -AE—IL EZXRRA

+ Cisco Small Business AP500 ) —X DA YL A T IEARSAV K
 Cisco Small Business RV 120W Wireless-N VPN7 7 4 7O #—)L

+ Cisco Small Business RV > 1) —X JL—#& 0xxv3

+ Cisco Small Business RV 1) —X JL—4& RV110W



+ Cisco Small Business RV 1) —X JL—#A& RV130x
+ Cisco Small Business RV >~ 1) —X JL—& RV215W
+ Cisco Small Business RV > 1) —X JL—& RV220W
+ Cisco Small Business RV > 1) —X JL—& RV315W
+ Cisco Small Business RV > 1) —X JL—#& RV320

» Cisco Sx220 switches

» Cisco Sx300 switches

» Cisco Sx500 switches

Unified Computing

» Cisco UCS ADA

» Cisco UCS Manager

» Cisco Unified Computing System B-Series (Blade) Servers
« UCSIIOE>21—-)L

EEBLVPIZT77AROAZI2=Z5—>3> FNAA

» Cisco 190 ATA Series Analog Terminal Adaptor

» Cisco 7937 IP Phone

» Cisco 8800 Series IP Phones - VPN Feature

» Cisco ATA 187 Analog Telephone Adaptor

» Cisco Agent Desktop

» Cisco Broadband Access Center for Cable Tools Suite 4.1
» Cisco Broadband Access Center for Cable Tools Suite 4.2
» Cisco Computer Telephony Integration Object Server ( CTIOS )
« CiscoDX2U—=XIP 7%~

» Cisco IP Interoperability and Collaboration System (IPICS)
» Cisco Packaged Contact Center Enterprise

» Cisco Paging Server ( Informacast )

» Cisco Paging Server

» Cisco Prime Cable Provisioning Tools Suite 5.0

» Cisco Prime Cable Provisioning Tools Suite 5.1

» Cisco Remote Silent Monitoring

» Cisco SPA112 2-Port Phone Adapter

» Cisco SPA122 ATA with Router

» Cisco SPA232D Multi-Line DECT ATA

» Cisco SPA30X Series IP Phones

» Cisco SPA50X Series IP Phones

» Cisco SPA51X Series IP Phones



» Cisco SPA525G

+ Cisco SPA8B0008 R—NIPFL 74— 4 —KJI A
« Cisco SPA88B00IP TL 74— —KRJIA (4FXSR—HM& 4FXO R—NZHE )
» Cisco TAPI Service Provider ( TSP )

+ Cisco Unified 3900 1) —XIP 7 # >

+ Cisco Unified 6911 IP 7 #* >

+ Cisco Unified 6921 IP 7 # >

» Cisco Unified 6945 IP 7 #* >

» Cisco Unified 7800 Series IP Phones

« Cisco Unified 8831 =/ 1J —X IP Conference Phone
 Cisco Unified 8961 IP 7 #* >

+ Cisco Unified 9951 IP 7 #* >

 Cisco Unified 9971 IP 7 #* >

» Cisco Unified Attendant Console Advanced

» Cisco Unified Attendant Console Business Edition

» Cisco Unified Attendant Console Department Edition

» Cisco Unified Attendant Console Enterprise Edition

» Cisco Unified Attendant Console Premium Edition

» Cisco Unified Attendant Console Standard

» Cisco Unified Client Services Framework

» Cisco Unified Communications Domain Manager

» Cisco Unified Contact Center Enterprise

» Cisco Unified E-Mail Interaction Manager

» Cisco Unified IP Conference Phone 8831 for Third-Party Call Control
» Cisco Unified IP Phone 7900 Series

« Cisco Unified IP Phone 8941 & & U 8945 ( SIP )

» Cisco Unified Integration for IBM Sametime

» Cisco Unified Intelligent Contact Management Enterprise
» Cisco Unified Operations Manager ( CUOM )

» Cisco Unified Web Interaction Manager

» Cisco Unified Wireless IP Phone

» Cisco Unified Workforce Optimization

« WindowsIa (FCisco Virtualization Experience Media Engine
» Cisco Voice Portal ( CVP )

+ xony VIM/CCDM/CCMP

EFF. ANV=32T, FLTLEVA, 8LTNFVAOA-F12T FNAA

» Cisco AnyRes Live ( CAL )
» Cisco AnyRes VOD ( CAL )
» Cisco Command 2000 Server ( cmd2k ) ( RH X—X)



Cisco D9824 Advanced Multi Decryption Receiver

Cisco D9854/D9854-1 Advanced Program Receiver

Cisco D9858 Advanced Receiver Transcoder

Cisco D9859 Advanced Receiver Transcoder

Cisco D9865 Satellite Receiver

Cisco Digital Media Manager ( DMM )

Cisco Digital Media Manager

Cisco Digital Media Players (DMP) 4300 Series

Cisco Digital Media Players (DMP) 4400 Series

Cisco Media Services Interface

Cisco Model D9485 DAVIC QPSK

Cisco Powerkey CAS Gateway ( PCG )

Cisco Powerkey Encryption Server ( PKES )

Cisco Show and Share

Cisco TelePresence Advanced Media Gateway Series

Cisco TelePresence Content Server ( TCS )

Cisco TelePresence Exchange System ( CTX))

Cisco TelePresence ISDN GW 3241

Cisco TelePresence ISDN GW MSE 8321

Cisco TelePresence MCU (8510, 8420, 4200, 4500 and 5300)
Cisco TelePresence Management Suite ( TMS )

Cisco TelePresence Management Suite Analytics Extension ( TMSAE )
Cisco TelePresence Management Suite Extension ( TMSXE )
Cisco TelePresence Management Suite Extension for IBM
Cisco TelePresence Management Suite Provisioning Extension
Cisco TelePresence Serial Gateway Series

Cisco TelePresence Server 8710, 7010

Cisco TelePresence Server on Multiparty Media 310, 320
Cisco TelePresence Server on Virtual Machine

Cisco TelePresence Supervisor MSE 8050

Cisco Transaction Encryption Device ( TED )

Cisco VENS501 Wireless Access Point

Cisco Video Surveillance 3000 Series IP Cameras

Cisco Video Surveillance 4000 Series High-Definition IP Cameras
Cisco Video Surveillance 4300E/4500E High-Definition IP Cameras
Cisco Video Surveillance 6000 Series IP Cameras

Cisco Video Surveillance 7000 Series IP Cameras

Cisco Video Surveillance PTZ IP Cameras

Cisco Videoscape Conductor

Cisco Virtual PGW 2200 YV 7 R A A Y F

Tandberg Codian ISDN GW 3210/3220/3240



» Tandberg Codian MSE 8320 model

D4VLA

« Cisco3G 7T ALbhtIL D4YLA

« CiscolOS PO EA RA2 K

» Cisco RF Gateway 1 ( RFGW-1)

» Cisco Wireless Control System ( WCS )

» Cisco Wireless LAN Controller ( WLC )

« Cisco D1V LAEFa1VT4 SF—NITA TFT7TV5—>32 (WSG)

PAARATY RF—ERAR

« Cisco7ZTREX—=) 21T«

s DAOADVZ I RERTIATLER

« PAOAN—BMF—HR—KHB—ER

» Cisco Registered Envelope Service ( CRES )

* Cisco Smart Care

» Cisco SmartConnection

» Cisco SmartReports

» Cisco Unified Services Delivery Platform ( CUSDP )

» Cisco WebEx Meeting Center

« Cisco WebEx /— R

« Cisco WebEx11 77U r—>3a> H4—N

s dX2Z5—232/AZKRL—>3> 42200 V=), REIXZVEBEY—IL, A
A1Z774RAX1Z257—23 TFYTIL—RLFARATEAX b

+ DCAF UCS Collector

 Life Cycle Management Agent Manager ( LCM )

* MACD Process Controller ( MPC )

s XY KND—=U FNAAEF 21T 45l

» Partner Supporting Service ( PSS ) 1.x

» Partner Supporting Service ( PSS ) 2.x

+ Sentinel

» Serial Number Assessment Service ( SNAS )

« Small Cell factory recovery root filesystem V2.99.4 or later

* Smart Net Total Care ( SNTC )

* WebEx PCNow

* WebEXV A Y U7 v Y
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